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EXECUTIVE SUMMARY

The European human rights framework, anchored by the Oviedo Convention and the European 
Convention on Human Rights, stands as a monumental achievement in the historical protection 
of human dignity. For decades, the Council of Europe, through the tireless and visionary efforts 
of bodies such as the Steering Committee on Bioethics and Health (CDBIO), has set the global 
gold standard for ethical and legal boundaries in medicine and biology. However, this 
foundational report demonstrates that the unprecedented capabilities of modern 
neurotechnologies and brain-computer interfaces present an ontological challenge that 
transcends the boundaries of these existing legal paradigms. 

The Elrakhawi Doctrine introduces the concept of neural nudity to illustrate a profound legal and 
philosophical reality: when technology can directly interface with the central nervous system to 
decode semantic thought, extract emotional states, or modulate neural pathways, the mind is 
stripped of its historical inviolability. We are no longer merely collecting personal data; we are 
harvesting the very substrate of human consciousness. This report meticulously analyzes the 
current European framework, revealing that while instruments like the General Data Protection 
Regulation and the Artificial Intelligence Act are masterpieces of information governance, they 
remain fundamentally ill-equipped to protect the cognitive realm. The concept of informed 
consent, a cornerstone of European bioethics, becomes a legal fiction in its traditional binary 
form when the human mind itself is the subject of algorithmic prediction and neural modulation.

Moving beyond mere critique, this text offers a constructive, forward-looking paradigm shift. It 
proposes the transition from the protection of informational privacy to the absolute recognition of 
cognitive sovereignty. By drafting the conceptual foundations for a European Declaration of 
Neuro-Rights, the Elrakhawi Doctrine provides the CDBIO, lawmakers, and bioethicists with the 
precise jurisprudential tools required to update the Oviedo Convention and enshrine the sanctity 
of the mind in the twenty-first century. This is not a rejection of the European human rights 
tradition, but its necessary and inevitable evolution to ensure that the dignity of the human 
person remains absolute in the age of neural interfacing.
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INTRODUCTION: WHEN THE BRAIN BECOMES A HACKABLE DEVICE

For centuries, the European philosophical and legal tradition has operated upon a single, 
unshakeable assumption: the absolute sanctity of the human mind. From the Cartesian dualism 
that separated the thinking mind from the mechanical body, to the Kantian imperative that 
elevated human rationality to the foundation of moral dignity, the inner citadel of consciousness 
was considered the one domain absolutely beyond the reach of external coercion. You could 
imprison the body, you could confiscate property, you could even regulate the flow of 
information, but you could not directly trespass into the sanctuary of human thought. The mind 
was the ultimate refuge of human freedom.

Today, we stand at the precipice of an era where this foundational assumption is being 
dismantled, not by authoritarian decree, but by the relentless, brilliant, and terrifying march of 
scientific innovation. Neurotechnologies, once confined to the realm of theoretical neuroscience 
and highly specialized clinical interventions, are rapidly evolving into commercial and consumer 
devices. Brain-computer interfaces are no longer merely observing the brain; they are reading 
its electrical whispers, decoding its semantic intentions, and, increasingly, writing information 
directly into its neural architecture. The brain, the biological seat of the human soul, is being 
transformed into a hackable device.

This report is commissioned in the spirit of the noble and historic mandate of the Steering 
Committee on Bioethics and Health (CDBIO) of the Council of Europe. The Council of Europe 
has long been the global vanguard of human rights and bioethics. The Oviedo Convention of 
1997 was a masterpiece of legal foresight, establishing that the human being must never be 
reduced to a mere means. Yet, the architects of the Oviedo Convention, brilliant as they were, 
were designing a shield for the biology of the body in the twentieth century. They could not have 
fully anticipated the topology of the mind in the twenty-first.

It is essential to acknowledge at the outset that the conceptual foundation of neuro-rights has 
been significantly advanced by the pioneering work of Professor Rafael Yuste and the 
NeuroRights Foundation at Columbia University. Their seminal contributions to identifying the 
ethical priorities of emerging neurotechnologies have laid the groundwork for global discourse. 
The Elrakhawi Doctrine builds upon this vital foundation, but distinguishes itself by providing the 
comprehensive legal architecture for the European context, the ontological theorization of neural 
nudity, the mechanisms of extraterritorial enforcement through the Brussels Effect, and the 
detailed jurisprudential tools for judicial application that have remained underdeveloped in prior 
initiatives.

The central thesis of the Elrakhawi Doctrine is that we are not merely facing a series of new 
regulatory challenges that can be solved by tweaking existing laws. We are facing an 
ontological rupture. When an algorithm can predict a user's psychological vulnerabilities by 
analyzing their neural micro-expressions, or when a neural implant can modulate emotional 
states to treat depression but also possesses the latent capacity to alter political preferences, 
the very concepts of privacy, consent, and free will undergo a radical transformation. The 
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European legal framework, with all its profound wisdom, was built to protect the individual from 
the state and from the market. It was not built to protect the individual from the direct, 
algorithmic manipulation of their own neural substrate.

This text approaches the current European human rights framework with the utmost respect for 
its historical achievements, while objectively demonstrating its structural inadequacy in the face 
of the neurotechnology revolution. We will dissect the concept of neural nudity, revealing how 
the extraction of neural data strips the mind of its protective layers. We will examine the illusion 
of informed consent, demonstrating that signing a digital agreement cannot constitute valid 
consent when the human brain lacks the capacity to comprehend the neurological implications 
of the transaction. We will explore the profound risks of neural hacking, cognitive discrimination, 
and the erosion of moral responsibility in an age where the line between human action and 
algorithmic modulation is blurred.

However, this analysis is not born of pessimism, but of a profound commitment to the European 
human rights ideal. The purpose of exposing the legal vacuum is not to condemn the past, but 
to illuminate the future. By introducing the paradigm of cognitive sovereignty and outlining the 
foundational principles of a European Declaration of Neuro-Rights, this report seeks to provide 
the CDBIO and European legislators with the conceptual architecture required to draft the next 
generation of human rights. 

We are not here to halt the magnificent progress of neuroscience, which holds the promise of 
curing devastating neurological diseases and restoring function to the paralyzed. We are here to 
ensure that this progress serves human dignity, rather than subjugating it. The transition from 
the protection of data to the protection of the mind is the great human rights challenge of our 
time. It is time to update the shield. It is time to recognize that in the age of the hackable brain, 
the ultimate frontier of human rights is the sovereignty of the mind itself.

CHAPTER 1: ENGINEERING NEURAL INTRUSION

Section 1.1: From Functional Imaging to Decoding Thoughts
The historical trajectory of neuroscience has been a journey from observing the brain to 
conversing with it. For decades, functional magnetic resonance imaging and 
electroencephalography allowed us to map the geography of human thought, observing which 
regions illuminated when a subject felt fear or recognized a face. Yet, these tools were merely 
passive observers of a biological symphony. The paradigm shift of the twenty-first century lies in 
the transition from observation to decryption. Modern neurotechnologies, powered by advanced 
machine learning and artificial intelligence, no longer merely detect that a specific brain region is 
active; they decode the semantic content of the thought itself. Algorithms can now reconstruct 
visual imagery from neural activity, translate neural signals into synthesized speech, and identify 
the precise emotional valence of a subconscious reaction. This leap transforms the brain from 
an opaque biological organ into a readable text. The profound legal and philosophical 
implication is that the inner monologue, long considered the most private domain of human 
existence, is now susceptible to external translation. The European human rights framework, 
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designed to protect the physical body and the spoken word, must now grapple with the reality 
that the unspoken thought can be extracted, recorded, and analyzed.

Section 1.2: Brain-Computer Interfaces
If functional imaging decodes thoughts from a distance, brain-computer interfaces establish a 
direct, physical bridge between the neural substrate and the digital realm. Initially conceived as 
miraculous medical devices to restore mobility to the paralyzed or communication to the mute, 
BCIs have rapidly evolved. The modern BCI does not merely read motor intentions; it captures 
the continuous, high-frequency electrical chatter of the central nervous system. When a user 
thinks about reaching for a glass, the interface captures the intention before the muscle even 
twitches. But the implications extend far beyond motor control. As the resolution of these 
interfaces increases, they begin to capture the subtle electrical signatures of memory recall, 
emotional regulation, and decision-making. The intention becomes a stealable digital signal. In 
the context of the attention economy and commercial data extraction, this presents an 
unprecedented vulnerability. If a consumer device can read the precise moment a user 
experiences a spike in dopamine or a pang of anxiety, it can tailor the digital environment to 
exploit that exact neurological state. The brain is no longer just the command center of the 
body; it is an input device for the digital ecosystem.

Section 1.3: Deep Brain Stimulation
The intrusion is not unidirectional. While BCIs read the brain, technologies like Deep Brain 
Stimulation write to it. By delivering precise electrical impulses to specific neural structures, DBS 
can alleviate the debilitating tremors of Parkinson's disease or silence the intrusive thoughts of 
severe obsessive-compulsive disorder. These medical triumphs are among the most noble 
achievements of modern science. However, the mechanism that restores motor control is 
fundamentally identical to the mechanism that could modulate mood, alter risk tolerance, or 
influence decision-making. The fine line between therapy and programming the will is not a 
physical boundary, but a parameter in a software algorithm. When a device can stimulate the 
nucleus accumbens to induce a state of euphoria or suppress the amygdala to eliminate fear, it 
possesses the latent capacity to shape human behavior at the most foundational level. The 
European legal tradition, which fiercely protects the autonomy of the will and the integrity of the 
person, must now confront a reality where the will itself can be electrically modulated. The 
challenge is not to halt these life-saving therapies, but to establish an impenetrable legal firewall 
that ensures such neural modulation remains strictly within the bounds of therapeutic necessity 
and explicit, ongoing consent.

CHAPTER 2: THE POLITICAL ECONOMY OF NEURAL DATA

Section 2.1: The Brain as a Commodity
The transition of the brain into a readable and writable device has inevitably drawn it into the 
orbit of the market. In the political economy of the twenty-first century, data is the ultimate 
currency, and neural data is the most valuable, intimate, and potent form of data in existence. 
We are witnessing the emergence of a neuro-capitalist paradigm, where brainwaves are 
transformed into a financial asset. Technology companies and platform operators are not merely 

4 / 19



interested in what users click or watch; they are increasingly interested in how the user's brain 
reacts to those stimuli. By integrating consumer-grade electroencephalography headsets or 
wearable biometric sensors with digital platforms, corporations can map the precise neurological 
contours of human attention, engagement, and fatigue. The brain is commodified, reduced to a 
series of data points to be optimized for maximum commercial yield. This commodification strips 
the mind of its inherent dignity, treating the very seat of human consciousness as a raw material 
to be extracted, refined, and sold. The European framework, which has historically resisted the 
reduction of the human body to a commercial object, must now assert that the human mind, and 
its electrical emissions, are equally inviolable.

Section 2.2: Neuro-Predictive Algorithms
The economic value of neural data is compounded by its predictive power. Neuro-predictive 
algorithms, trained on vast datasets of neural activity, can forecast cognitive and psychological 
states with alarming accuracy. These algorithms can detect the subtle neural precursors of 
Alzheimer's disease decades before clinical symptoms appear. They can identify the 
neurological signatures of severe depression, schizophrenia, or addictive tendencies. More 
controversially, research in neuro-criminology suggests that certain neural patterns may 
correlate with impulsive or aggressive behavior. The ability to forecast mental illnesses and 
crimes before they occur offers immense potential for preventative medicine and public safety. 
Yet, it also opens the door to a dystopian paradigm of pre-emptive discrimination. If an 
individual's neural profile indicates a high probability of future cognitive decline or behavioral 
issues, they may be denied employment, insurance, or even basic social services. The political 
economy of neural data thus threatens to create a new underclass, defined not by their actions, 
but by the algorithmic interpretation of their brainwaves. The European commitment to non-
discrimination and the presumption of innocence must be radically expanded to protect 
individuals from the tyranny of neuro-prediction.

Section 2.3: The Neuro-Digital Divide
As neurotechnologies advance, access to them will determine not only health outcomes but the 
very cognitive capabilities of individuals. We are approaching the era of cognitive enhancement, 
where neural interfaces may be used not merely to restore lost functions, but to augment 
memory, accelerate learning, and enhance focus. This creates the specter of a profound neuro-
digital divide. If cognitive enhancement technologies are available only to those who can afford 
them, society will fracture not just along economic lines, but along cognitive lines. A new form of 
biological aristocracy could emerge, where the wealthy possess not only greater material 
resources but superior neural processing capabilities. This divide threatens the foundational 
European principle of equal opportunity and social cohesion. Cognitive sovereignty, the right to 
maintain and develop one's cognitive capacities free from coercion or undue disadvantage, risks 
becoming a luxury for the rich. The European social model, renowned for its commitment to 
solidarity and equitable access to healthcare and education, must proactively address the 
neuro-digital divide, ensuring that the fruits of neuroscience are distributed as a common human 
heritage rather than a tool for cognitive stratification.
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CHAPTER 3: THE OVIEDO CONVENTION (1997) AND THE CHALLENGES OF THE NEURAL 
AGE

Section 3.1: The Principle of Free and Informed Consent
The Oviedo Convention stands as a towering achievement in the history of bioethics, 
establishing the paramount importance of free and informed consent in any medical 
intervention. Article 5 explicitly mandates that an intervention in the health field may only be 
carried out after the person concerned has given free and informed consent. In the context of 
traditional medicine, this principle is robust and effective. However, in the neural age, the 
concept of informed consent faces an existential crisis. How can consent be truly informed when 
the intervention involves the modulation of the very cognitive apparatus used to comprehend the 
intervention? If a neurotechnology alters a patient's emotional baseline or cognitive processing, 
the capacity to evaluate the risks and benefits of the technology may be fundamentally 
compromised by the technology itself. Furthermore, in the context of consumer neuro-devices, 
the complexity of neural data extraction renders the traditional model of clicking a digital consent 
form entirely inadequate. The user cannot possibly comprehend the depth of the neural 
intrusion. The Oviedo Convention's reliance on consent as the primary safeguard must be 
supplemented by absolute prohibitions on certain forms of neural manipulation, recognizing that 
in the realm of the mind, consent alone is an insufficient shield.

Section 3.2: Protection of Genetic and Biological Privacy
Article 7 of the Oviedo Convention and subsequent protocols emphasize the protection of 
private life and the right to know or not to know information concerning one's health. The 
European tradition has been particularly vigilant regarding genetic privacy, recognizing that 
genetic data reveals not only information about the individual but about their biological relatives. 
Neural data shares this profound relational and intimate character, yet it possesses unique 
dimensions that genetic data does not. Genetic data is largely static, revealing predispositions 
and biological heritage. Neural data is dynamic, capturing the real-time flux of consciousness, 
emotions, thoughts, and reactions. It is the digital shadow of the soul. The current European 
framework, while highly protective of biological and genetic privacy, lacks the specific 
conceptual vocabulary to address the unique vulnerabilities of neural privacy. The extraction of 
neural data does not merely reveal biological facts; it captures the subjective, lived experience 
of the individual. Protecting this data requires a paradigm shift from the protection of biological 
integrity to the protection of cognitive integrity, ensuring that the real-time electrical 
manifestations of the mind are granted the highest possible tier of legal inviolability.

Section 3.3: Prohibition of Discrimination Based on Genetic Heritage
Article 11 of the Oviedo Convention explicitly prohibits any form of discrimination against a 
person on grounds of their genetic heritage. This was a visionary provision, anticipating the risks 
of genetic determinism and eugenics. Today, we face a parallel, and perhaps more immediate, 
risk: neural discrimination. As neuro-predictive algorithms become integrated into employment, 
insurance, and educational systems, individuals may be judged, categorized, and marginalized 
based on their neural profiles. An employer might reject a candidate whose neural data 
suggests a predisposition to attention deficit or emotional volatility. An insurance company might 
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deny coverage based on algorithmic predictions of future cognitive decline derived from 
brainwave patterns. The spirit of Article 11 demands that the prohibition of discrimination be 
expanded to encompass neural heritage and neural profiles. The European legal framework 
must explicitly recognize neural discrimination as a fundamental violation of human dignity, 
ensuring that no individual is penalized for the electrical signatures of their brain, just as they 
are protected from penalties based on the genetic code of their cells.

CHAPTER 4: THE EU CHARTER OF FUNDAMENTAL RIGHTS AND MODERN LEGISLATION

Section 4.1: Article 1 (Human Dignity)
Article 1 of the Charter of Fundamental Rights of the European Union is absolute and inviolable: 
Human dignity is inviolable. It must be respected and protected. This article is the bedrock upon 
which the entire European human rights edifice is built. In the context of neurotechnologies, 
Article 1 takes on a profound and urgent significance. Human dignity is intrinsically linked to 
human autonomy, rationality, and the capacity for self-determination. When a technology can 
bypass conscious deliberation to directly modulate emotions, or when an algorithm can decode 
thoughts before they are fully formed by the conscious mind, the very foundations of human 
dignity are threatened. The commercial exploitation of neural data, the non-consensual reading 
of brainwaves, and the algorithmic manipulation of cognitive states reduce the human being 
from an autonomous agent to a programmable object. The European Court of Justice and 
national constitutional courts must interpret Article 1 in the neural age to mean that the cognitive 
sovereignty of the individual is an essential component of human dignity. Any technology or 
practice that compromises the integrity of the mind, or treats consciousness as a mere resource 
to be harvested, constitutes a violation of the inviolable dignity of the human person.

Section 4.2: Article 8 (Protection of Data) and the Neuro-GDPR
Article 8 of the Charter guarantees the protection of personal data, a right operationalized 
through the General Data Protection Regulation. The GDPR is a masterpiece of information 
governance, establishing principles of lawfulness, fairness, transparency, and data 
minimization. However, the GDPR was designed primarily to regulate the processing of 
informational data, such as names, addresses, browsing histories, and financial records. Neural 
data is fundamentally different. It is not merely data about the individual; it is the biological and 
electrical substrate of the individual's consciousness. Applying the standard GDPR framework to 
neural data is akin to using the laws of property to protect a human soul. The GDPR's 
mechanisms, such as the right to be forgotten or the right to data portability, become highly 
problematic when applied to neural data. How does one delete a memory or a thought pattern 
that has been used to train a machine learning model? How does one port the electrical 
signature of one's consciousness to a competitor? The European legislature must recognize 
neural data as a distinct, ultra-sensitive category, subject to a specialized legal regime that we 
term the Neuro-GDPR. This specialized framework must go far beyond the existing GDPR, 
establishing absolute prohibitions on the commercial trading of raw neural data and mandating 
that neural data processing is strictly limited to explicit, specific, and therapeutic purposes.

Section 4.3: The European Artificial Intelligence Act
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The Artificial Intelligence Act represents the European Union's pioneering effort to regulate AI 
based on a risk-based approach, prohibiting certain unacceptable practices and strictly 
regulating high-risk applications. The AI Act rightly identifies AI systems used in critical 
infrastructure, education, and law enforcement as high-risk. However, when it comes to 
neurotechnologies, the AI Act's current classification may not fully capture the unique 
ontological risks of neural AI. An AI system that analyzes neural data to predict consumer 
behavior is classified differently than an AI system that directly interfaces with a brain-computer 
interface to modulate motor functions. Yet, both systems operate on the same fundamental 
substrate: the human nervous system. The Elrakhawi Doctrine proposes that any AI system that 
reads, analyzes, or writes to the human nervous system must be automatically classified as an 
unacceptable or ultra-high-risk system, subject to the most stringent oversight. The AI Act must 
be amended to explicitly address neuro-AI, ensuring that algorithms deployed in brain-computer 
interfaces are not merely transparent and robust, but are fundamentally aligned with the 
preservation of cognitive liberty and neural integrity.

CHAPTER 5: FATAL GAPS AND THE COLLAPSE OF LEGAL FORTRESSES

Section 5.1: Neural Data and the Core of Human Identity
The most fatal gap in the current European legal framework is the misclassification of neural 
data. Under current paradigms, neural data is often treated as a subset of health data or 
biometric data. This is a profound categorical error. Biometric data, such as fingerprints or facial 
geometry, identifies the physical body. Health data describes the physiological state of the body. 
Neural data, however, is the digital manifestation of human identity itself. It encompasses our 
memories, our emotional responses, our subconscious biases, and our fleeting thoughts. It is 
the closest technological approximation to the human soul. When a corporation or a state entity 
extracts, stores, or analyzes neural data, they are not merely processing information; they are 
appropriating the core of human identity. The legal fortresses built to protect personal data 
collapse when faced with this reality because they were designed to protect the periphery of the 
self, not the center. The European framework must undergo a philosophical and legal 
revolution, recognizing neural data not as personal data, but as cognitive property, an 
inalienable extension of the self that cannot be owned, traded, or processed by any entity other 
than the individual to whom it belongs.

Section 5.2: The Risk of Digital Mind Cloning
As neural data extraction becomes more sophisticated, we approach the terrifying possibility of 
digital mind cloning. If a system can capture a comprehensive map of an individual's neural 
responses, memories, and cognitive patterns, it could theoretically create a digital simulacrum of 
that person's mind. This digital clone could predict how the individual would react to any given 
stimulus, generate text or speech in their exact cognitive style, or even make decisions on their 
behalf. The legal and ethical implications are staggering. Who owns the intellectual property of 
the thoughts read by a device? If a digital clone of a deceased person's mind is created from 
their stored neural data, does it possess rights? If an algorithm uses a digital clone to 
manipulate the living individual's relatives, is it a form of identity theft or something far more 
profound? The current European intellectual property and identity laws are entirely unequipped 
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to handle the concept of a digital mind. The Elrakhawi Doctrine asserts that the cognitive pattern 
of an individual is their ultimate intellectual property, and the creation of a digital mind clone 
without explicit, ongoing, and revocable consent is a violation of the right to personal identity 
and a profound assault on human dignity.

Section 5.3: Security Threats and Neural Hacking
The physical body is protected by the skin; the physical home is protected by walls and locks. 
The mind, historically, was protected by its very intangibility. But when the mind is connected to 
a digital network via a brain-computer interface, it becomes susceptible to the same 
vulnerabilities as any other connected device. The threat of neural hacking is no longer the 
realm of science fiction; it is an imminent cybersecurity reality. A malicious actor who gains 
access to a neural interface could potentially read private thoughts, induce severe emotional 
distress, trigger physical pain, or even override motor control to force the user to perform 
actions against their will. The theft of a password can be remedied by resetting it; the theft of a 
memory or the hijacking of a motor function cannot be so easily undone. The psychological 
trauma of a neural hack would be profound and lasting. The European cybersecurity 
frameworks, such as the NIS2 Directive, focus primarily on protecting critical infrastructure and 
corporate data. They must be radically expanded to recognize the human nervous system, 
when connected to a network, as the most critical infrastructure of all. The law must mandate 
military-grade, hardware-level encryption for all neural interfaces, establishing a legal standard 
of absolute neural security, where a breach is treated not merely as a data violation, but as a 
severe physical and psychological assault.

Section 5.4: The Open-Source Neuro-Ecosystem and Individual Threats
The analysis of neural security must also confront the reality of the open-source neuro-
technology ecosystem. While open-source development has driven remarkable innovation in 
software and artificial intelligence, its application to brain-computer interfaces presents unique 
and profound risks. The democratization of neuro-technology means that sophisticated neural 
interfaces are increasingly accessible to hobbyists, bio-hackers, and malicious individuals 
operating outside regulated clinical environments. This creates the specter of individual neural 
terrorism, where a single actor with access to open-source neural manipulation tools could inflict 
targeted cognitive harm on victims without the infrastructure of a state or corporation. The 
European legal framework must develop a nuanced approach to regulating the open-source 
neuro-ecosystem, balancing the fundamental right to scientific inquiry and technological 
innovation with the imperative to protect individuals from unregulated neural experimentation. 
This requires the establishment of certification standards for neural hardware, liability 
frameworks for open-source developers, and specialized law enforcement units trained in 
neuro-forensics to investigate and prosecute individual acts of neural sabotage.

CHAPTER 6: THE EROSION OF FREE WILL AND CRIMINAL RESPONSIBILITY

Section 6.1: When the Device Makes the Choice
The foundation of criminal law across all European jurisdictions rests upon the premise of 
human agency. For an individual to be held criminally liable, there must be a voluntary act and a 
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guilty mind. But what happens when the act is initiated by an algorithmic impulse, and the mind 
is modulated by an electrical current? As brain-computer interfaces and deep brain stimulation 
devices become more sophisticated, the boundary between human intention and machine 
execution begins to dissolve. If a neural implant, designed to suppress aggressive impulses, 
malfunctions and instead triggers a violent outburst, or if an algorithmic neuro-feedback loop 
inadvertently conditions a user into committing a crime, the traditional concepts of mens rea and 
actus reus collapse. The law must develop a new jurisprudence of neural agency, establishing 
clear protocols for determining liability when the human nervous system is partially integrated 
with a digital network. We must protect the individual from being punished for the computational 
errors of their neural prosthetics.

Section 6.2: Algorithmic Manipulation of Perception
The European Convention on Human Rights strictly prohibits torture and inhuman or degrading 
treatment. Historically, torture was understood as the infliction of severe physical or 
psychological pain. In the neural age, the definition of torture must be radically expanded to 
include the non-consensual manipulation of perception and emotion. If a state actor or a 
malicious entity uses neurotechnology to induce states of profound terror, euphoria, or despair, 
or to alter an individual's perception of reality without their consent, this constitutes a direct 
assault on the cognitive sovereignty of the person. This is not merely psychological abuse; it is 
the hijacking of the biological substrate of consciousness. The Elrakhawi Doctrine posits that 
unauthorized neural modulation that alters a person's emotional baseline or perception of reality 
must be legally classified as a form of cognitive torture, triggering the highest levels of 
international condemnation and legal sanction.

Section 6.3: The Absence of Unified Ethical Standards in Clinical Trials
The rapid proliferation of neurotechnologies has outpaced the development of unified ethical 
standards for clinical trials. While the Oviedo Convention provides a robust framework for 
biomedical research, the unique risks of neural interventions require specialized oversight. 
Current ethical review boards are often ill-equipped to evaluate the profound cognitive and 
psychological risks associated with brain-computer interfaces. There is a pressing need for a 
pan-European framework of neuro-ethics that mandates long-term cognitive follow-up, 
establishes strict criteria for the inclusion of vulnerable populations, and ensures that the 
potential for irreversible changes to personality or cognitive function is thoroughly evaluated and 
communicated. The dignity of the research participant must remain paramount, ensuring that 
the pursuit of neurological cures never comes at the cost of the participant's cognitive integrity.

Section 6.4: Neural Sovereignty in Military and Intelligence Contexts
The Elrakhawi Doctrine must confront the most challenging frontier of neural technology: its 
application in military and intelligence contexts. Defense agencies across Europe and the NATO 
alliance are actively researching neuro-technologies to enhance soldier performance, accelerate 
decision-making, and develop new forms of interrogation and psychological operations. While 
these applications may offer tactical advantages, they pose an existential threat to the cognitive 
sovereignty of the individual. The military context creates a unique power asymmetry, where the 
chain of command may coerce service members into accepting neural enhancements or 
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undergoing neural monitoring under the guise of national security. The Elrakhawi Doctrine 
asserts unequivocally that cognitive sovereignty is non-derogable, even in times of war or 
national emergency. Military personnel must retain the absolute right to refuse non-therapeutic 
neural interventions, and the use of neuro-technologies for coercive interrogation or non-
consensual psychological manipulation must be classified as a war crime under international 
humanitarian law. The preservation of the soldier's cognitive autonomy is not merely a matter of 
individual rights; it is essential to maintaining the moral integrity of the armed forces and the 
democratic societies they serve.

CHAPTER 7: THE ELRAKHAWI DOCTRINE FOR EUROPEAN NEURO-RIGHTS

Section 7.1: The First European Declaration of Neuro-Rights
To address the profound vulnerabilities of the neural age, the European human rights 
framework must evolve to explicitly recognize a new generation of fundamental rights: Neuro-
Rights. The Elrakhawi Doctrine proposes the drafting of a European Declaration of Neuro-
Rights, serving as a binding interpretive instrument for the European Court of Human Rights 
and national constitutional courts. This declaration would establish that the cognitive liberty of 
the individual is an inviolable extension of human dignity. It would enshrine the right to mental 
self-determination, ensuring that every individual has the absolute authority over their own 
neural processes. This is not a rejection of existing rights, but their necessary adaptation to a 
reality where the mind itself can be accessed and altered. By codifying neuro-rights, Europe can 
once again lead the world in establishing the ethical boundaries of technological progress.

Section 7.2: The Right to Neural Insulation
The cornerstone of the proposed neuro-rights is the right to neural insulation. This right 
guarantees that no individual's brain can be connected to, read from, or written to by any 
external device, network, or algorithm without their explicit, continuous, and informed consent. 
Neural insulation is the digital equivalent of the sanctity of the home. Just as the law protects the 
physical home from unauthorized search and seizure, it must protect the neural environment 
from unauthorized digital intrusion. This right would mandate hardware-level kill switches for all 
consumer and medical neural devices, ensuring that users can instantly and physically 
disconnect their nervous system from any external network. The right to neural insulation 
ensures that the mind remains a sovereign territory, inviolable by the state, the market, or any 
other external actor.

Section 7.3: The Right to Cognitive Identity
As neurotechnologies gain the capacity to modulate mood, memory, and personality, the right to 
cognitive identity becomes essential. This right protects the continuity and authenticity of the self 
against technical manipulation. It ensures that an individual's core personality, memories, and 
emotional baseline cannot be altered by commercial algorithms or state interventions without 
their profound and ongoing consent. The right to cognitive identity also encompasses the right 
to mental continuity, protecting individuals from the unauthorized deletion or alteration of their 
memories. In an era where the self can be edited, the law must guarantee that the author of 
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one's own mind remains the individual themselves, safeguarding the authentic human 
experience from the homogenizing or manipulative forces of external technology.

Section 7.4: The Principle of Neural Proportionality and Therapeutic Necessity
The Elrakhawi Doctrine recognizes that the absolute protection of cognitive liberty must be 
balanced against the profound therapeutic potential of neuro-technologies. The right to neural 
insulation does not imply a right to refuse life-saving medical treatment. The Doctrine introduces 
the Principle of Neural Proportionality, which establishes that neural interventions are 
permissible when they are strictly necessary to treat severe, refractory neurological or 
psychiatric conditions, and when no less invasive alternative exists. This principle creates a 
clear legal distinction between therapeutic neural intervention, which aims to restore the 
individual's cognitive autonomy, and cosmetic or commercial neural enhancement, which seeks 
to augment or modify cognitive functions beyond therapeutic necessity. The law must establish 
rigorous oversight mechanisms to prevent the slippery slope from therapeutic intervention to 
cognitive enhancement, ensuring that neuro-technologies are used to heal the mind, not to 
commodify or manipulate it.

Section 7.5: Hyper-Vulnerable Populations: Minors and Detainees
The protection of cognitive liberty must pay special attention to hyper-vulnerable populations 
who lack the capacity or the freedom to provide meaningful consent. The Elrakhawi Doctrine 
establishes absolute prohibitions on the use of non-therapeutic neuro-technologies on minors. 
Parents cannot consent to neural enhancements or neural monitoring for their children, as this 
violates the child's future right to cognitive sovereignty. The only permissible neural 
interventions on minors are those strictly necessary to treat severe medical conditions, subject 
to the highest levels of ethical oversight. Similarly, the Doctrine establishes absolute prohibitions 
on the use of neuro-technologies on detainees, prisoners, and individuals in state custody. The 
power asymmetry in these contexts renders any form of consent inherently coerced. The use of 
neuro-technologies for interrogation, behavioral modification, or monitoring in custodial settings 
must be classified as a form of cognitive torture and strictly prohibited under European human 
rights law.

CHAPTER 8: RE-ENGINEERING CONSENT AND RESPONSIBILITY

Section 8.1: Continuous Neural Consent
The traditional model of informed consent, based on a one-time signature or a digital click, is 
fundamentally inadequate for neurotechnologies. The implications of a neural intervention can 
evolve over time, and the cognitive state of the user may change. The Elrakhawi Doctrine 
introduces the concept of continuous neural consent. This requires that consent for neural data 
extraction or modulation be an ongoing, dynamic process, capable of being revoked at any 
moment through a simple, intuitive interface. Furthermore, the system must continuously 
monitor the user's cognitive state to ensure that their capacity to consent has not been 
compromised by the very technology they are using. If a device detects that a user is in a state 
of cognitive distress or impaired judgment, it must automatically suspend data extraction or 
modulation until valid consent is re-established.
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Section 8.2: Strict Liability for Neurotechnology Manufacturers
The complexity of neural algorithms and the profound risks of cognitive harm necessitate a shift 
in the legal liability of neurotechnology manufacturers. The current paradigm of product liability, 
which often requires the user to prove a specific defect, is insufficient. The Elrakhawi Doctrine 
advocates for the application of strict liability for manufacturers of neural interfaces and neuro-
algorithms. If a neurotechnology causes cognitive harm, emotional distress, or a loss of agency, 
the manufacturer must be held liable regardless of whether a specific technical defect can be 
proven. This approach places the burden of safety squarely on the entities that possess the 
greatest technical expertise and resources, creating a powerful economic incentive to prioritize 
cognitive safety and ethical design over rapid deployment and profit maximization.

Section 8.3: Establishing a Specialized European Court for Neural Crimes and Disputes
The unprecedented complexity of neuro-legal disputes requires specialized judicial expertise. 
The Elrakhawi Doctrine proposes the establishment of a specialized European Tribunal for 
Neural Rights and Cognitive Disputes. This tribunal would be composed of judges, 
neuroscientists, bioethicists, and technologists, equipped to handle the intricate intersection of 
law, biology, and computer science. This court would have the jurisdiction to adjudicate cases 
involving neural hacking, unauthorized cognitive manipulation, and disputes over neural data 
ownership. By creating a specialized judicial body, Europe can ensure that the victims of 
cognitive harm have access to a forum that truly understands the nature of their injury, and that 
the jurisprudence of neuro-rights develops with the depth and precision it requires.

Section 8.4: Evidentiary Standards and Neuro-Forensics
The establishment of a specialized tribunal must be accompanied by the development of 
rigorous evidentiary standards for neural crimes. Neural data, as a form of evidence, presents 
unique challenges: it is highly susceptible to misinterpretation, algorithmic bias, and 
technological manipulation. The Elrakhawi Doctrine proposes the creation of Certified Neuro-
Forensic Laboratories, independent institutions staffed by experts in neuroscience, data 
science, and forensic analysis, tasked with authenticating, analyzing, and interpreting neural 
data for judicial proceedings. The Doctrine establishes the principle of neural evidentiary 
integrity, requiring that all neural data presented in court be accompanied by a complete chain 
of custody, a transparent record of the algorithms used for analysis, and a certification of 
authenticity to guard against neural deepfakes. Furthermore, the Doctrine mandates that neural 
data alone cannot constitute sufficient evidence for criminal conviction; it must be corroborated 
by independent material evidence, recognizing the profound stakes involved in adjudicating 
matters of cognitive agency and criminal responsibility.

CHAPTER 9: THE LEGISLATIVE ROADMAP FOR EUROPE

Section 9.1: Required Constitutional Amendments in Member States
The protection of cognitive liberty is too fundamental to be left solely to statutory law, which can 
be amended by simple majorities. The Elrakhawi Doctrine recommends that Member States of 
the Council of Europe undertake constitutional amendments to explicitly recognize the right to 
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cognitive liberty and neural sovereignty. By elevating these rights to the constitutional level, they 
are shielded from the shifting winds of political majorities and technological lobbying. This 
constitutional entrenchment will send a powerful message that the sanctity of the human mind is 
the bedrock of the European democratic order, immune to compromise or erosion.

Section 9.2: Updating the Oviedo Convention: An Additional Protocol
The most direct and impactful legislative action available to the Council of Europe is the drafting 
of an Additional Protocol to the Oviedo Convention concerning the Application of Biology and 
Medicine, specifically focused on Neurotechnologies and the Protection of the Human Mind. 
This protocol would translate the abstract principles of the Elrakhawi Doctrine into binding 
international law for the signatory states. It would explicitly prohibit non-consensual neural 
modulation, establish the right to neural insulation, and mandate strict ethical oversight for all 
neural interventions. Updating the Oviedo Convention in this manner would demonstrate 
Europe's continued leadership in global bioethics, providing a gold standard for the rest of the 
world to follow.

Section 9.3: The Role of the CDBIO in Leading the Neural Rights Revolution
The Steering Committee on Bioethics and Health (CDBIO) is uniquely positioned to spearhead 
this legislative revolution. With its historic mandate and unparalleled expertise, the CDBIO can 
convene the leading neuroscientists, legal scholars, and patient advocates to draft the 
necessary instruments. The CDBIO should establish a dedicated working group on Neuro-
Rights, tasked with producing comprehensive guidelines, model legislation, and the draft 
Additional Protocol to the Oviedo Convention. By taking a proactive and visionary stance, the 
CDBIO can ensure that the European human rights framework does not merely react to the 
neurotechnology revolution, but actively shapes it to serve the dignity and freedom of the human 
person.

Section 9.4: The Brussels Effect and Extraterritorial Enforcement
The Elrakhawi Doctrine recognizes that the European regulatory framework will be ineffective if 
it applies only to European companies, while non-European technology giants can freely exploit 
the neural data of European citizens. To address this, the Doctrine proposes the strategic 
deployment of the Brussels Effect, leveraging the immense economic power of the European 
single market to establish global standards for neuro-rights. By conditioning market access on 
compliance with the Neuro-GDPR and the Additional Protocol to the Oviedo Convention, the 
European Union can compel non-European neurotechnology companies to adopt European 
standards globally. Furthermore, the Doctrine establishes the principle of extraterritorial 
jurisdiction for neural crimes, allowing European courts to prosecute entities that engage in 
unauthorized neural manipulation of European citizens, regardless of where the entity is 
headquartered or where the manipulation occurs. This extraterritorial reach is essential to 
prevent regulatory arbitrage and to ensure that the cognitive sovereignty of European citizens is 
protected in the global digital ecosystem.

Section 9.5: The Legislative Timeline and Implementation Roadmap
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The transition to a comprehensive neuro-rights framework requires a clear and ambitious 
timeline. The Elrakhawi Doctrine proposes the following roadmap: In 2026, the CDBIO 
establishes the Working Group on Neuro-Rights and initiates the drafting of the Additional 
Protocol to the Oviedo Convention. In 2027, the European Parliament and the Council of the 
European Union adopt the Neuro-GDPR and amend the Artificial Intelligence Act to explicitly 
address neuro-AI. In 2028, the Additional Protocol is opened for signature by Member States of 
the Council of Europe, and the European Tribunal for Neural Rights is established. By 2029, 
Member States complete the process of constitutional amendments recognizing cognitive 
liberty, and the Certified Neuro-Forensic Laboratories network becomes operational. By 2030, 
the full implementation of the European neuro-rights framework is achieved, establishing 
Europe as the undisputed global leader in the protection of cognitive sovereignty and setting the 
gold standard for the rest of the world to follow.

CONCLUSION: RECLAIMING THE HUMAN

Section 1: Summary: No Human Dignity Without Neural Sovereignty
The journey through the European legal framework in the face of the neurotechnology revolution 
reveals a profound truth: the protections of the twentieth century are insufficient for the realities 
of the twenty-first. The human mind, once the impenetrable sanctuary of freedom, is now 
vulnerable to digital intrusion, algorithmic manipulation, and commercial exploitation. The 
Elrakhawi Doctrine has demonstrated that without the explicit recognition of neural sovereignty, 
the foundational European value of human dignity remains incomplete. We cannot claim to 
protect the human person if we leave their mind exposed to the forces of the market and the 
state. Cognitive liberty is not a luxury; it is the prerequisite for all other freedoms.

Section 2: Final Recommendations to the CDBIO and European Institutions
To bridge the legal vacuum and secure the future of human agency, this report offers the 
following final recommendations. First, the CDBIO must immediately initiate the drafting of an 
Additional Protocol to the Oviedo Convention dedicated to neurotechnologies. Second, the 
European Union must amend the Artificial Intelligence Act and the General Data Protection 
Regulation to explicitly recognize neural data as a distinct, ultra-protected category under the 
Neuro-GDPR, and classify all neuro-AI as high-risk or unacceptable. Third, the Council of 
Europe should adopt the European Declaration of Neuro-Rights, establishing the rights to neural 
insulation, continuous consent, and cognitive identity. Fourth, European institutions must invest 
in the establishment of specialized neuro-ethical review boards, Certified Neuro-Forensic 
Laboratories, and judicial training programs to handle the complexities of the neural age. Fifth, 
the European Union must leverage the Brussels Effect to ensure that non-European 
neurotechnology companies comply with European standards, and establish extraterritorial 
jurisdiction for neural crimes.

Section 3: A Call to the Future: Protecting the Mind as a Prerequisite for the Survival of 
Democracy
Democracy relies on the free, rational, and autonomous deliberation of its citizens. If the minds 
of the electorate can be read, predicted, and modulated by unseen algorithms and neural 
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interfaces, the very foundation of democratic self-governance collapses. A citizen whose 
preferences are electrically stimulated or whose attention is neurologically hijacked is not a 
participant in a democracy; they are a subject of a technological autocracy. Protecting the mind 
is therefore not merely a matter of individual health or privacy; it is an existential imperative for 
the survival of democratic societies. We must build the legal and ethical fortresses that will 
protect the inner citadel of consciousness. By embracing the Elrakhawi Doctrine and enshrining 
neuro-rights, Europe can ensure that the magnificent advancements of neuroscience are used 
to heal and elevate the human condition, never to subjugate it. The future of human freedom 
depends on the choices we make today. Let us choose to protect the mind, the final and most 
sacred frontier of human dignity.

APPENDIX A: DRAFT ADDITIONAL PROTOCOL TO THE OVIEDO CONVENTION ON 
NEUROTECHNOLOGIES

Article 1: Purpose and Scope
This Protocol aims to protect the human mind and cognitive liberty in the application of 
neurotechnologies, ensuring that the dignity and identity of the human person are respected.

Article 2: The Right to Neural Insulation
Any intervention involving the reading, analysis, or modulation of neural activity requires the 
explicit, free, and continuous consent of the individual. No individual may be subjected to non-
consensual neural interfacing.

Article 3: Protection of Neural Data
Neural data shall be recognized as the most intimate expression of human identity. Its 
collection, storage, and processing shall be strictly limited to therapeutic and explicitly 
consented purposes. The commercial trading of raw neural data is strictly prohibited.

Article 4: Prohibition of Cognitive Manipulation
Any use of neurotechnology to alter an individual's personality, emotional baseline, or decision-
making capacity for non-therapeutic, commercial, or coercive purposes is strictly prohibited.

Article 5: Continuous Consent and Revocation
Consent for neural interventions must be an ongoing process. The individual retains the 
absolute right to revoke consent and physically disconnect from any neural interface at any 
time, without facing any detriment or penalty.

Article 6: Protection of Vulnerable Populations
Non-therapeutic neurotechnological interventions on minors and individuals in state custody are 
strictly prohibited.

Article 7: Inalienability and Non-Waivability of Neuro-Rights
Neuro-rights are fundamental, non-derogable, and inalienable. Any contract, terms of service, 
agreement, or waiver that purports to waive, surrender, or compromise an individual's cognitive 
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sovereignty or neural insulation is legally void ab initio and shall not be recognized or invoked 
before any court, tribunal, or regulatory body.

APPENDIX B: GUIDING PRINCIPLES FOR NEUROETHICS IN CLINICAL TRIALS

Principle 1: Cognitive Primacy
The cognitive integrity and mental well-being of the research participant must always take 
precedence over the scientific or commercial interests of the research.

Principle 2: Long-Term Cognitive Follow-Up
All clinical trials involving neurotechnologies must include mandatory, long-term follow-up 
protocols to monitor for any delayed or irreversible changes to the participant's cognitive 
function, personality, or emotional regulation.

Principle 3: Vulnerability and Capacity Assessment
Specialized protocols must be established to assess the cognitive capacity of participants to 
consent to neural trials, ensuring that individuals with cognitive impairments are protected from 
exploitation.

Principle 4: Hardware-Level Safety
All neural devices used in clinical trials must incorporate hardware-level kill switches and fail-
safes to prevent unauthorized access, malfunction, or unintended neural modulation.

APPENDIX C: GLOSSARY OF NEURO-LEGAL TERMINOLOGY

Brain-Computer Interface: A direct communication pathway between the brain's electrical 
activity and an external device, allowing for the reading and writing of neural signals.

Cognitive Identity: The continuous, authentic sense of self, encompassing memories, 
personality traits, and emotional baselines, protected from unauthorized technical alteration.

Cognitive Sovereignty: The absolute right of an individual to maintain authority and control over 
their own mental processes, free from external coercion or manipulation.

Neural Data: The digital representation of the electrical and biological activity of the central 
nervous system, encompassing thoughts, emotions, and cognitive states.

Neural Insulation: The legal and technical right to protect the brain from unauthorized 
connection, reading, or modulation by external digital networks or devices.

Neuro-Rights: A new category of fundamental human rights designed to protect the integrity of 
the mind, the autonomy of thought, and the sovereignty of consciousness in the face of 
advancing neurotechnologies.
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Neural Deepfake: The synthetic generation or manipulation of neural data to create false 
representations of an individual's cognitive states, memories, or intentions, used for fraudulent 
or manipulative purposes.

Cognitive Hijacking: The unauthorized use of neurotechnology or algorithmic manipulation to 
override an individual's conscious decision-making processes and compel specific thoughts, 
emotions, or behaviors.

Neuro-GDPR: The specialized legal framework for the protection of neural data, extending and 
surpassing the General Data Protection Regulation to address the unique ontological status of 
neural information.

Right to Neural Oblivion (Machine Unlearning): The absolute right of an individual to demand 
the complete, verifiable, and permanent removal of their neural data from any trained machine 
learning model, algorithmic dataset, or digital ecosystem, ensuring that their cognitive substrate 
no longer influences, trains, or generates profit for external systems.
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STRATEGIC PUBLICATION NOTE: OFFICIAL FRENCH TRANSLATION MANDATE

To ensure maximum legislative impact and immediate operational utility within the Council of 
Europe and the European Union, an official, legally certified French translation of this document 
is mandated for simultaneous submission to the Steering Committee on Bioethics and Health 
(CDBIO), the European Court of Human Rights, and relevant parliamentary committees in 
Strasbourg, Brussels, and Paris. This bilingual approach guarantees that the Elrakhawi Doctrine 
is immediately accessible, actionable, and culturally resonant within the primary legal traditions 
of continental Europe.
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bioethics and human rights law. By illuminating the profound vulnerabilities of the mind in the 
age of neurotechnology, it provides the conceptual and legal architecture necessary to protect 
the most intimate sanctuary of the human person. The transition from the protection of data to 
the protection of the mind is the defining human rights challenge of our era. It is our collective 
responsibility to ensure that the light of scientific discovery never casts a shadow over the 
dignity of the human soul.
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