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DEDICATION

To the memory of every judge who has ever sat in a courtroom and felt, however faintly, that the
law was struggling to keep pace with the world it was meant to govern.

To the neuroscientists who first dared to read the electrical whispers of the human brain, and
who understood that where there is reading, there will one day be writing, and where there is

writing, there will one day be crime.

To the programmers who built the first neural interfaces not as weapons but as bridges between
minds, and who could not have foreseen that every bridge can be turned into a battlefield.
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And to the generations yet unborn, who will inherit the legal frameworks we build today, and
who will judge us not by the crimes we prevented but by the crimes we failed to imagine.

A PERSONAL PREFACE

I must confess something at the outset that academic convention would normally require me to
suppress.

This book was not born from a moment of intellectual triumph. It was born from a moment of
profound unease.

Three years ago, | attended a conference on neural interface technology in Zurich. | was there
as a legal scholar, one of perhaps five in a room of three hundred engineers, neuroscientists,
and computer scientists. The presentations were dazzling. A researcher demonstrated a
prosthetic hand controlled by thought alone. Another showed a system that could translate the
neural signals of a paralyzed patient into fluent speech. A third presented work on memory
augmentation that could, within a decade, allow humans to recall every detail of every
experience.

| was awed. | was also terrified.

During the coffee break, | found myself in conversation with a young researcher from a
prominent American laboratory. | asked him, perhaps naively, what would happen if someone
hacked one of these neural interfaces. He laughed. "That is not really our concern," he said.
"We are building medical devices, not weapons."

| pressed further. What if someone modified the firmware of a neural implant to alter a patient's
behavior? What if a malicious actor gained access to the neural data stream and used it for
blackmail? What if, in a more distant future, someone could write directly to the neural substrate
of a human mind?

His laughter faded. "I had not thought about that," he admitted.

Neither, | realized in that moment, had the law.

| returned home and began to read. | read criminal law treatises from a dozen jurisdictions. |
read neuroscience textbooks. | read computer science papers on neural interfaces, biological

computing, and synthetic biology. | read philosophy of mind. | read science fiction, because
sometimes the novelists see what the scholars miss.
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What | found was a vast and growing void. The law of cybercrime, developed over the past
three decades, was designed for a world of computers and networks separate from the human
body. The law of biological crime, such as it exists, was designed for a world of pathogens and
toxins separate from the digital realm. But the future that was being built in laboratories around
the world was a future in which these boundaries would dissolve, in which the silicon and the
carbon, the algorithm and the neuron, the code and the cell, would merge into a single substrate
of human experience.

And in that merged substrate, new forms of crime would emerge that neither the cybercrime
lawyer nor the biological crime lawyer could adequately address.

This book is my attempt to fill that void. It is not a comprehensive treatment of every legal
question that will arise in the age of biological computing. No single book could be. It is, rather,
an attempt to lay the foundations for a new branch of criminal jurisprudence, one that | call the
law of bio-algorithmic crime.

| know that some readers will find the subject matter speculative, even fanciful. The
technologies | discuss are, in many cases, still in their infancy. Some may never reach the
capabilities | describe. But the law, at its best, does not wait for the crime to be committed
before it prepares to address it. The law of cybercrime began to take shape before the first
major cyberattack. The law of environmental crime began to develop before the first major
ecological disaster. The law of bio-algorithmic crime must begin to develop now, before the first
major bio-algorithmic crime is committed.

| also know that some readers will find the implications unsettling. The technologies | discuss
raise profound questions about human autonomy, about the nature of the self, about the
boundaries between therapy and enhancement, between punishment and modification. These
are not questions that the law can answer alone. They are questions that require the
engagement of philosophers, theologians, scientists, and citizens. But the law has a role to play
in this engagement, and it is that role | attempt to define in these pages.

This book is imperfect. It is the work of one person, drawing on fields in which | am not an
expert, attempting to address questions that will require the work of generations to fully resolve.
But it is offered in good faith, as a contribution to a conversation that must begin now, and that
will only grow more urgent with each passing year.

INTRODUCTION: THE BIRTH OF A NEW LEGAL DISCIPLINE
The Crisis of Categories

Every legal system is built on categories. These categories are not merely organizational
devices. They are the conceptual scaffolding that allows the law to make sense of the world, to
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distinguish between murder and manslaughter, between theft and borrowing, between self-
defense and aggression. When the categories hold, the law functions. When they break down,
the law enters a crisis.

The criminal law has faced such crises before. The emergence of corporate crime in the late
nineteenth century strained the categories of individual responsibility. The emergence of
cybercrime in the late twentieth century strained the categories of physical presence and
material property. Each crisis was eventually resolved through the development of new
categories, new doctrines, new ways of thinking about old problems.

We now stand at the threshold of a third such crisis, one that will strain the categories of
criminal law more severely than any before it. The crisis arises from the convergence of three
technological developments: biological computing, neural interfaces, and synthetic biology.
Together, these developments are dissolving the boundaries that have long separated the
digital from the biological, the computational from the corporeal, the algorithmic from the
organic.

In the world that is emerging, it will be possible to store data in DNA molecules, to control
physical actions through neural implants, to design biological agents through artificial
intelligence, and to read and perhaps write the contents of human memory. Each of these
capabilities, standing alone, presents legal challenges that can be addressed within existing
frameworks. But together, they present challenges of a fundamentally different order.

Consider a scenario that is technically plausible within two decades: a malicious actor develops
a piece of software that, when introduced into the neural implant of a specific individual, causes
that individual to commit a violent act. The individual has no memory of the act, no conscious
intention to commit it, and no awareness that their implant had been compromised. The
malicious actor is thousands of miles away, has never met the individual, and has left no trace
of their identity in any conventional digital system.

Who committed the crime? The individual, whose body carried out the act? The malicious actor,
who wrote the code? The manufacturer of the implant, whose security was inadequate? The
algorithm that mediated between the code and the neural tissue?

Existing criminal law categories cannot adequately answer these questions. The concept of
actus reus assumes a voluntary physical act by the defendant. The concept of mens rea
assumes a conscious mental state accompanying the act. The concept of causation assumes a
relatively direct chain of events linking the defendant's conduct to the harm. Each of these
concepts breaks down when the act is carried out by a body under algorithmic control, when the
mental state is modified or bypassed by digital intervention, and when causation runs through
layers of biological and computational mediation.

This book proposes a new category, and with it a new legal discipline: the law of bio-algorithmic
crime.

4140



Defining Bio-Algorithmic Crime

A bio-algorithmic crime is a criminal act in which the means of commission, the target of the act,
or the mechanism of responsibility involves the integration of biological and algorithmic systems
in ways that cannot be adequately addressed by existing categories of cybercrime or biological
crime.

This definition requires careful unpacking.

First, bio-algorithmic crime is not simply cybercrime committed using biological systems. A
hacker who uses a computer to steal medical records from a hospital is committing cybercrime,
even though the records are biological in nature. The biological system is merely the target, not
the means.

Second, bio-algorithmic crime is not simply biological crime committed using digital tools. A

terrorist who uses a computer to design a biological weapon is committing biological crime,

even though digital tools were used in the design. The digital system is merely a tool, not an
integrated component of the criminal mechanism.

Third, bio-algorithmic crime requires genuine integration of biological and algorithmic systems.
The biological and the algorithmic must be so intertwined that neither can be understood or
addressed in isolation. The neural implant that is hacked to cause violent behavior is not a
computer that happens to be attached to a brain, nor is it a brain that happens to be attached to
a computer. It is a single integrated system, and the crime is committed through and against
that integrated system.

This integration is what makes bio-algorithmic crime qualitatively different from what has come
before. It is what requires new legal categories, new doctrines, and new ways of thinking about
criminal responsibility.

The Scope of the Inquiry

This book does not attempt to address every legal question that will arise in the age of biological
computing. Such an attempt would be impossible, both because the technology is evolving too
rapidly and because the legal questions are too numerous and too complex for any single work.

What this book does attempt is to lay the foundations for a new legal discipline. It identifies the
core concepts, the central problems, and the principal doctrinal innovations that will be required.
It proposes a framework for thinking about bio-algorithmic crime that can be developed, refined,
and applied by future scholars, legislators, and judges.

The structure of the book follows the traditional structure of criminal law analysis, adapted to the
novel challenges of bio-algorithmic crime. Part One examines the technical and biological
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foundations of bio-algorithmic crime, the new weapons and new battlefields that are emerging.
Part Two addresses the question of criminal responsibility, the central challenge of attributing
blame in a world of integrated minds. Part Three addresses the question of evidence, the new
forms of proof that will be required in bio-algorithmic cases. Part Four addresses the question of
punishment, the new forms of sanction that will be available and appropriate.

Each part builds on the previous, and each addresses questions that have not been adequately
treated in the existing literature. Together, they constitute the first systematic treatment of a
legal discipline that will, | believe, become one of the most important fields of legal inquiry in the
decades to come.

A Note on Methodology

The methodology of this book is necessarily interdisciplinary. It draws on criminal law doctrine,
neuroscience, computer science, synthetic biology, philosophy of mind, and ethics. No single
discipline can adequately address the questions raised by bio-algorithmic crime, and any
attempt to do so within disciplinary boundaries would be incomplete.

At the same time, this book is fundamentally a work of legal scholarship. The scientific and
technical discussions are in service of legal analysis, not ends in themselves. The goal is not to
teach the reader neuroscience or computer science, but to provide enough understanding of
these fields to support the legal arguments that follow.

| have also made extensive use of hypothetical scenarios throughout the book. These scenarios
are not predictions. They are thought experiments, designed to illustrate the legal questions that
will arise and to test the adequacy of existing doctrines. Some of these scenarios may never
occur. Others may occur in forms that | have not anticipated. But all of them are technically
plausible, and all of them raise legal questions that must be addressed before they occur.

A Note on Terminology

The terminology of bio-algorithmic crime is still in flux. There is no established vocabulary for the
concepts | discuss, and different scholars and practitioners use different terms. | have attempted
to be consistent in my usage, but the reader should be aware that the terms | use are not yet
standard.

The key terms are defined as follows:

Bio-algorithmic crime: A criminal act involving the integration of biological and algorithmic
systems in ways that cannot be adequately addressed by existing categories.

Biological computing: The use of biological systems, particularly DNA and living cells, to perform
computational operations or store information.
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Neural interface: A device that establishes a direct communication pathway between the
nervous system and an external computational system.

Brain-computer interface (BCI): A specific type of neural interface that connects the brain
directly to a computer.

Bio-algorithmic system: An integrated system in which biological and algorithmic components
are so intertwined that neither can function independently.

Neural data: Information derived from the activity of the nervous system, whether through
invasive or non-invasive means.

Algorithmic intent: A mental state produced or modified by algorithmic intervention in the
nervous system.

Neural modification: Any alteration of the structure or function of the nervous system through
technological means, whether therapeutic or otherwise.

These terms will be used throughout the book, and their precise meanings will be refined as the
discussion progresses.

PART ONE: THE TECHNICAL AND BIOLOGICAL FOUNDATIONS OF BIO-ALGORITHMIC
CRIME

Chapter One: Biological Computing as a Crime Scene
The Convergence of Information and Life

For most of human history, information and life were separate domains. Information was stored
in external media: clay tablets, papyrus scrolls, paper books, magnetic tapes, silicon chips. Life
was stored in biological media: cells, tissues, organisms. The two domains interacted, of course.
Living organisms processed information. Humans stored information in biological memory. But
the media remained distinct.

This separation is now breaking down. The development of DNA data storage, the emergence
of cellular computing, and the creation of synthetic biological circuits have begun to blur the
boundary between information and life. In the emerging world, DNA molecules can store digital
information with densities millions of times greater than silicon. Living cells can be programmed
to perform computational operations. Synthetic biological circuits can process information and
produce physical outputs.
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This convergence has enormous potential for human benefit. DNA data storage could solve the
coming crisis of information storage. Cellular computing could revolutionize medicine. Synthetic
biological circuits could create new forms of manufacturing. But it also creates new opportunities
for crime, opportunities that existing legal frameworks are ill-equipped to address.

DNA Data Storage and the New Forensics

DNA data storage is no longer a laboratory curiosity. Several companies now offer commercial
DNA storage services, and the technology is rapidly approaching practical viability. The basic
principle is simple: digital information, which is ultimately just a sequence of binary digits, can be
encoded in the sequence of nucleotide bases in a DNA molecule. A single gram of DNA can
theoretically store hundreds of exabytes of information.

The implications for crime are profound. Consider the following scenarios, all technically
plausible within the next decade:

A criminal organization stores its financial records, communications, and operational plans in
DNA molecules, which are then distributed among its members in the form of harmless-looking
biological samples. Traditional digital forensics cannot detect these records, because they are
not stored on any electronic device. Even if the samples are discovered, extracting the
information requires specialized biological computing equipment.

A hostile state embeds malicious code in DNA molecules that are then introduced into the
biological computing systems of a target country. The code remains dormant until activated by a
specific biological signal, at which point it corrupts the target's biological computing
infrastructure. Traditional cybersecurity measures are ineffective, because the attack is not
digital but biological.

A black market emerges in stolen DNA data, with criminals selling access to the genetic and
medical information of millions of people stored in biological form. The data cannot be recovered
through conventional means, because it exists only in biological media.

These scenarios raise fundamental questions about the nature of evidence, the scope of search
and seizure, and the jurisdiction of courts. Is a DNA molecule containing criminal records a
"document" within the meaning of evidence law? Is it a "container" that can be searched? Is the
information stored in DNA protected by data protection laws, or does it fall into a regulatory

gap?

Cellular Computing and the Living Weapon

Cellular computing takes the convergence of information and life a step further. Instead of using
DNA molecules as passive storage media, cellular computing uses living cells as active

computational systems. Cells can be engineered to perform logical operations, to process
environmental signals, and to produce specific outputs in response to specific inputs.
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The criminal implications are even more troubling than those of DNA data storage. Consider
these scenarios:

A bioterrorist group engineers bacteria that can detect the presence of a specific individual's
genetic signature and then release a toxin. The bacteria are released into a public space, where
they remain dormant until they encounter their target. Traditional security measures cannot
detect the threat, because the bacteria are indistinguishable from harmless microorganisms until
activated.

A corporate saboteur introduces engineered cells into a competitor's biological manufacturing
process. The cells remain dormant during production, but then activate after the product has
been distributed, causing it to degrade or become toxic. The sabotage cannot be detected
through conventional quality control, because the cells are part of the biological system.

A state actor develops biological computing systems that can be deployed in the territory of an
adversary and then activated remotely. These systems can disrupt infrastructure, contaminate
food supplies, or spread disease, all without any visible signature of attack.

These scenarios challenge the most fundamental categories of criminal law. Is an engineered
bacterium a "weapon"? Is it a "tool"? Is it an "agent" of the person who released it? If the
bacterium acts autonomously, based on its programming, who is responsible for its actions?

The Legal Vacuum

The existing legal frameworks for cybercrime and biological crime are inadequate to address
these new forms of criminal activity. Cybercrime law assumes that information is stored in digital
media and processed by electronic systems. Biological crime law assumes that biological
agents are natural pathogens or toxins. Neither framework contemplates the possibility of
biological systems that store and process information, or of information systems that are
implemented in biological media.

This legal vacuum must be filled. The first step is to recognize that biological computing creates
a new category of crime scene, one that requires new forensic techniques, new legal doctrines,
and new institutional capacities. The second step is to develop the specific legal rules that will
govern this new crime scene.

Chapter Two: Neural Interfaces and the Extended Mind

From Prosthesis to Integration

The first neural interfaces were simple prosthetic devices. They allowed paralyzed patients to
control robotic limbs through thought, or allowed deaf patients to perceive sound through direct
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stimulation of the auditory nerve. These devices were external to the mind, tools that extended
the body's capabilities without fundamentally altering the nature of the self.

The neural interfaces of the emerging future will be fundamentally different. They will not merely
extend the body. They will extend the mind. They will create a continuous feedback loop
between the biological brain and external computational systems, blurring the boundary
between the self and the machine, between the organic and the algorithmic.

This extension of the mind has profound implications for criminal law. If the mind is extended
into external systems, then an attack on those systems is an attack on the mind itself. If the self
is distributed across biological and algorithmic substrates, then criminal responsibility must be
rethought to account for this distribution.

The Spectrum of Neural Integration

Neural interfaces exist on a spectrum, from minimal integration to profound integration. At one
end are non-invasive devices that read neural signals from the surface of the scalp. These
devices have limited resolution and bandwidth, and they do not fundamentally alter the nature of
the self. At the other end are invasive devices that are implanted directly in the brain tissue, that
can both read and write neural signals, and that create a continuous bidirectional connection
between the brain and external systems.

The legal implications vary along this spectrum. Non-invasive devices raise relatively
straightforward questions of privacy and data protection. Invasive devices raise questions about
the nature of the self, about the boundaries of bodily integrity, and about the possibility of
algorithmic control over human behavior.

Consider the following scenario, which is technically plausible within two decades: an individual
has a neural implant that enhances their memory, allows them to access information directly
through thought, and enables them to communicate with other implanted individuals through a
form of telepathy. The implant is connected to external servers that process the neural signals
and provide the enhanced capabilities.

Now consider what happens when this implant is compromised. A malicious actor gains access
to the external servers and begins to modify the neural signals being sent to the implant. The
individual's memories are altered. Their thoughts are influenced. Their actions are guided. They
commit a crime, but they have no conscious intention to do so. Their conscious mind is unaware
that their implant has been compromised.

Who is responsible for the crime? The individual, whose body carried out the act? The malicious

actor, who modified the neural signals? The manufacturer of the implant, whose security was
inadequate? The external servers, which processed the malicious code?
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Existing criminal law cannot adequately answer these questions. The concept of voluntary act
assumes that the body is under the control of the conscious mind. The concept of mens rea
assumes that the conscious mind forms the intention to commit the crime. The concept of
causation assumes a relatively direct chain of events linking the defendant's conduct to the
harm. All of these concepts break down when the mind is extended into external systems that
can be compromised by third parties.

The Extended Mind Thesis and Criminal Responsibility

The philosophical literature on the extended mind provides a useful framework for thinking
about these questions. The extended mind thesis, associated with philosophers Andy Clark and
David Chalmers, holds that the mind is not confined to the brain but extends into the
environment, incorporating external tools and resources that play the same functional role as
internal cognitive processes.

Under this thesis, a notebook in which someone records their memories is part of their mind,
just as much as the biological neurons that store those memories. A calculator that someone
uses to perform arithmetic is part of their mind, just as much as the biological neurons that
perform the calculations. The boundary of the mind is not the boundary of the skull, but the
boundary of the functional system that produces cognition.

The extended mind thesis has profound implications for criminal law. If the mind extends into
external systems, then an attack on those systems is an attack on the mind. If the self is
distributed across biological and algorithmic substrates, then criminal responsibility must
account for this distribution.

Consider again the scenario of the compromised neural implant. Under the extended mind
thesis, the external servers that process the neural signals are part of the individual's mind. An
attack on those servers is an attack on the individual's mind. The individual is, in a real sense, a
victim of the attack, even though their body carried out the criminal act.

This does not mean that the individual is automatically absolved of responsibility. The question
of responsibility is more complex than that. But it does mean that the existing categories of
criminal law, which assume a clear boundary between the self and the environment, are
inadequate to address the new realities of neural integration.

The Right to Cognitive Liberty
The emerging reality of neural integration raises a fundamental question: do individuals have a

right to the integrity of their own minds, including the external systems that are functionally part
of their minds?
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| argue that they do. The right to cognitive liberty is a new human right that must be recognized
in the age of biological computing. It includes the right to freedom of thought, the right to mental
privacy, the right to mental integrity, and the right to psychological continuity.

The right to freedom of thought includes the right to think without external interference, including
interference through neural interfaces. The right to mental privacy includes the right to keep
one's thoughts, memories, and mental states private, including from entities that have access to
one's neural data. The right to mental integrity includes the right to be free from unauthorized
modification of one's mental states, including modification through neural interfaces. The right to
psychological continuity includes the right to maintain one's identity over time, including freedom
from disruptions to that continuity through technological intervention.

These rights are not absolute. They may be limited in certain circumstances, such as when an
individual poses a danger to others, or when therapeutic intervention is necessary. But they
establish a baseline of protection that must be respected by states, corporations, and other
actors.

The recognition of cognitive liberty as a fundamental right has profound implications for criminal
law. It provides a basis for criminalizing unauthorized access to neural interfaces, unauthorized
modification of neural data, and unauthorized interference with cognitive processes. It also
provides a basis for recognizing new forms of harm, such as cognitive harm and psychological
disruption, that are not adequately addressed by existing categories of physical or psychological
harm.

Chapter Three: Generative Al and Synthetic Biology
The Convergence of Design and Creation

Generative artificial intelligence and synthetic biology are, at first glance, very different fields.
Generative Al uses machine learning algorithms to create new content: text, images, music,
code. Synthetic biology uses engineering principles to design and construct new biological
systems: organisms, pathways, molecules.

But these fields are converging. Generative Al is increasingly being used to design biological
systems. Al algorithms can predict the structure and function of proteins, design new enzymes,
optimize metabolic pathways, and even design entire organisms. Synthetic biology, in turn, is
increasingly dependent on computational tools to design, simulate, and test biological systems.

This convergence creates new opportunities for crime. An attacker with access to generative Al
tools can design biological weapons that are optimized for specific targets, that evade existing
defenses, and that are difficult to detect and attribute. The barrier to entry for biological crime is
lowered, as the specialized knowledge required to design biological agents is increasingly
encoded in Al systems that are widely available.
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Al-Designed Biological Weapons

Consider the following scenario, which is technically plausible within the next decade: a terrorist
group uses generative Al to design a novel pathogen. The Al is trained on existing pathogen
databases, on the human immune system, and on the specific genetic profile of a target
population. It designs a pathogen that is highly contagious, that has a long incubation period,
that evades existing vaccines and treatments, and that is optimized to affect the specific genetic
profile of the target population.

The pathogen is then synthesized using automated DNA synthesis equipment, which is
increasingly widely available and increasingly difficult to monitor. The pathogen is released in a
public space, where it spreads silently during the incubation period, then causes severe illness
or death in the target population.

This scenario raises fundamental questions about criminal responsibility. Who is responsible for
the design of the pathogen? The terrorist group that commissioned the design? The Al system
that performed the design? The developers of the Al? The manufacturers of the DNA synthesis
equipment?

Existing criminal law categories cannot adequately answer these questions. The concept of
intent assumes a human mind that forms the intention to commit the crime. But in this scenario,
the specific design of the pathogen was generated by an Al system, not by a human mind. The
human actors may have intended to cause harm, but they did not intend the specific means by
which that harm would be caused.

The concept of causation also breaks down. The harm was caused by the pathogen, which was
designed by the Al, which was trained on data provided by the developers, which was
synthesized by equipment manufactured by a third party. The chain of causation is long and
complex, and it is not clear where responsibility should be assigned.

The Problem of Dual Use

The convergence of generative Al and synthetic biology also raises the problem of dual use.
The same tools that can be used to design life-saving therapies can be used to design biological
weapons. The same knowledge that can be used to cure diseases can be used to create them.

This problem is not new. Nuclear technology, chemical technology, and many other
technologies have dual-use potential. But the dual-use problem in bio-algorithmic systems is
particularly acute, because the tools are increasingly accessible, the knowledge is increasingly
encoded in widely available Al systems, and the barriers to entry are increasingly low.

The legal response to dual-use problems has traditionally involved a combination of regulation,
monitoring, and enforcement. But these approaches are difficult to apply to bio-algorithmic
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systems, because the tools are software-based, the knowledge is encoded in algorithms, and
the activities are difficult to detect and attribute.

A new approach is needed, one that recognizes the unique characteristics of bio-algorithmic
systems and that develops new legal doctrines and institutional capacities to address them.

The Attribution Problem

Perhaps the most fundamental challenge posed by the convergence of generative Al and
synthetic biology is the problem of attribution. In traditional criminal law, attribution is relatively
straightforward. The perpetrator leaves physical evidence, witness testimony identifies them,
and the chain of causation can be traced from their actions to the harm.

In bio-algorithmic crime, attribution is much more difficult. The attacker may be anonymous,
operating through layers of digital and biological mediation. The Al system that designed the
biological agent may have been trained on data from multiple sources, making it difficult to trace
the design back to a specific actor. The biological agent itself may be designed to evade
detection, making it difficult to identify the source of the attack.

This attribution problem has profound implications for criminal law. If the perpetrator cannot be
identified, they cannot be prosecuted. If the chain of causation cannot be traced, responsibility
cannot be assigned. If the evidence cannot be authenticated, it cannot be used in court.

New approaches to attribution are needed, approaches that combine digital forensics, biological
forensics, and Al analysis to trace the origins of bio-algorithmic attacks. These approaches must
be developed before the first major bio-algorithmic attack occurs, because after such an attack,
the pressure to assign responsibility will be immense, and the risk of erroneous attribution will
be high.

PART TWO: THE MENTAL ELEMENT AND RESPONSIBILITY OF THE INTEGRATED MIND
Chapter Four: The Crisis of Criminal Intent

The Traditional Framework

The mental element, or mens rea, is one of the most fundamental concepts in criminal law. It
distinguishes criminal conduct from innocent conduct, intentional harm from accidental harm,
culpable actors from innocent actors. Without mens rea, there is no crime, or at least no serious

crime.

The traditional framework of mens rea recognizes several levels of mental state: purpose
(acting with the conscious objective to cause a particular result), knowledge (acting with
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awareness that a particular result is practically certain to occur), recklessness (consciously
disregarding a substantial and unjustifiable risk), and negligence (failing to be aware of a
substantial and unjustifiable risk that a reasonable person would have been aware of).

This framework assumes a relatively simple relationship between the mind and the act. The
mind forms an intention, the body carries out the act, and the two are linked by a chain of
voluntary control. The mind is the master of the body, and the body is the instrument of the
mind.

This assumption is breaking down in the age of biological computing. When the mind is
extended into external systems, when the body is controlled by algorithmic processes, when the
intention is generated or modified by digital intervention, the simple relationship between mind
and act becomes complex, contested, and uncertain.

Algorithmic Modification of Intent

Consider the following scenario: an individual has a neural implant that is designed to treat a
neurological condition. The implant monitors neural activity and provides stimulation to regulate
abnormal patterns. A malicious actor gains access to the implant's control system and modifies
its programming. The modified programming subtly influences the individual's decision-making
processes, increasing their aggression, reducing their impulse control, and biasing their
judgments toward violent solutions.

The individual commits a violent act. They are aware of what they are doing, and they form the
intention to do it. But their intention has been shaped by algorithmic intervention that they are
not aware of. Their mental state is, in a real sense, not their own.

How should the criminal law treat this individual? Are they guilty of the crime, because they
formed the intention and carried out the act? Are they innocent, because their intention was not
truly their own? Are they partially responsible, because they could have resisted the algorithmic
influence, even though it made resistance more difficult?

Existing criminal law categories cannot adequately answer these questions. The concept of
voluntary act assumes that the act is under the control of the conscious mind. But in this
scenario, the conscious mind is under the control of an algorithm. The concept of mens rea
assumes that the mental state is formed by the individual. But in this scenario, the mental state
is formed by the interaction of the individual and the algorithm.

The law needs new categories to address these new realities. It needs a concept of algorithmic
intent, a mental state that is produced or modified by algorithmic intervention in the nervous
system. It needs doctrines for assessing responsibility when intent is algorithmically modified. It
needs standards for determining when algorithmic influence is so substantial that it negates
responsibility, and when it is so subtle that responsibility remains.
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The Spectrum of Algorithmic Influence

Algorithmic influence on human decision-making exists on a spectrum, from subtle to
overwhelming. At one end are influences that merely bias decision-making, making certain
options more salient or attractive without determining the outcome. At the other end are
influences that completely override conscious control, producing behavior that the individual
would not have chosen under normal circumstances.

The criminal law must develop a framework for assessing responsibility across this spectrum. |
propose the following framework:

When algorithmic influence is subtle, merely biasing decision-making without determining the
outcome, the individual retains full responsibility. The algorithmic influence is a background
condition, like any other influence on decision-making, and the individual is responsible for the
choices they make.

When algorithmic influence is moderate, significantly biasing decision-making but not
determining the outcome, the individual retains responsibility but may be entitled to mitigation.
The algorithmic influence is a factor that reduced the individual's capacity for self-control, and
this should be taken into account in sentencing.

When algorithmic influence is substantial, largely determining the outcome but not completely
overriding conscious control, the individual's responsibility is significantly reduced. The
algorithmic influence has substantially impaired the individual's capacity for self-control, and this
should be reflected in the assessment of culpability.

When algorithmic influence is overwhelming, completely overriding conscious control and
producing behavior that the individual would not have chosen under any circumstances, the
individual's responsibility is negated. The individual is not the author of the act, but merely the
instrument through which the algorithm acts.

This framework is necessarily imprecise. The boundaries between subtle, moderate,
substantial, and overwhelming influence are not sharp, and there will be hard cases at the
boundaries. But it provides a starting point for thinking about responsibility in the age of
algorithmic influence, and it can be refined through judicial decision and legislative action.

The Problem of Unconscious Intent
The traditional framework of mens rea assumes that the mental state is conscious. The
individual is aware of their intention, and they can report that intention if asked. But in the age of

biological computing, this assumption is increasingly questionable.

Neural interfaces can read neural activity that the individual is not consciously aware of. They
can detect preferences, biases, and inclinations that the individual has not consciously formed
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into intentions. They can even, in principle, form intentions on behalf of the individual, based on
patterns of neural activity that the individual is not aware of.

Consider the following scenario: an individual has a neural implant that is designed to assist
with decision-making. The implant monitors the individual's neural activity and provides
recommendations based on patterns that the individual is not consciously aware of. In a
particular situation, the implant forms an intention on behalf of the individual, an intention that
the individual is not consciously aware of, and carries out an act based on that intention.

The individual commits a crime. They have no conscious memory of forming the intention, and
they have no conscious awareness of the act until it is completed. The neural implant acted on
their behalf, based on patterns of neural activity that they were not consciously aware of.

Is the individual responsible for the crime? The traditional framework would say no, because
they did not form a conscious intention. But this answer is unsatisfying, because the neural
activity that produced the intention was the individual's own neural activity, even if they were not
consciously aware of it.

The law needs new categories to address these new realities. It needs a concept of
unconscious intent, a mental state that is formed by neural processes that the individual is not
consciously aware of. It needs doctrines for assessing responsibility when intent is formed
unconsciously. It needs standards for determining when unconscious intent should be attributed
to the individual, and when it should not.

Chapter Five: Responsibility of the Composite Actor
The Fragmentation of Agency

In traditional criminal law, agency is relatively unified. A single individual forms the intention,
carries out the act, and causes the harm. Responsibility is assigned to that individual, and the
question of how responsibility should be distributed does not arise.

In bio-algorithmic crime, agency is increasingly fragmented. Multiple actors contribute to the
criminal outcome: the programmer who wrote the code, the manufacturer who built the device,
the user who operated the system, the Al that made the decision, the biological system that
carried out the act. Each of these actors plays a role in the criminal outcome, but none of them
is solely responsible.

This fragmentation of agency creates profound challenges for criminal law. How should
responsibility be distributed among the multiple actors? Should each actor be held fully
responsible for the outcome, on the theory that they each contributed to it? Should responsibility
be divided among them, based on their relative contributions? Should some actors be held
responsible and others not, based on some criterion of primary responsibility?
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The Composite Actor Framework

| propose a framework for assessing responsibility in cases of fragmented agency, which | call
the composite actor framework. Under this framework, the multiple actors who contribute to a

criminal outcome are treated as a composite actor, a single entity that is composed of multiple
human and non-human components.

The composite actor is responsible for the criminal outcome, and the question becomes how
responsibility should be distributed among the components of the composite actor. This
distribution is based on three factors: contribution, control, and foreseeability.

Contribution refers to the extent to which each actor's actions or omissions contributed to the
criminal outcome. An actor whose actions were necessary for the outcome, and without which
the outcome would not have occurred, has made a substantial contribution. An actor whose
actions were merely incidental, and without which the outcome would still have occurred, has
made a minor contribution.

Control refers to the extent to which each actor had the ability to prevent the criminal outcome.
An actor who had the power to stop the criminal act, and who failed to exercise that power, has
a high degree of control. An actor who had no power to stop the criminal act, even if they had
wanted to, has a low degree of control.

Foreseeability refers to the extent to which each actor could have anticipated the criminal
outcome. An actor who could have foreseen the criminal outcome, and who failed to take
reasonable steps to prevent it, has a high degree of foreseeability. An actor who could not have
foreseen the criminal outcome, even with reasonable diligence, has a low degree of
foreseeability.

Responsibility is distributed among the components of the composite actor based on these
three factors. An actor who made a substantial contribution, who had a high degree of control,
and who could have foreseen the outcome, bears a high degree of responsibility. An actor who
made a minor contribution, who had a low degree of control, and who could not have foreseen
the outcome, bears a low degree of responsibility.

The Special Case of Al Actors

The composite actor framework raises special questions when one of the actors is an Al
system. Can an Al system be held criminally responsible? If so, what does that responsibility
mean? If not, how should the Al's contribution to the criminal outcome be accounted for?

| argue that Al systems cannot currently be held criminally responsible, because they lack the

moral agency that is necessary for criminal responsibility. Criminal responsibility presupposes
the capacity to understand the wrongfulness of one's actions, to form intentions based on that
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understanding, and to be responsive to reasons. Al systems, at least in their current state, lack
these capacities.

But the Al's contribution to the criminal outcome must still be accounted for. Under the
composite actor framework, the Al is treated as a component of the composite actor, and its
contribution is assessed based on the same three factors: contribution, control, and
foreseeability.

The Al's contribution is assessed based on the extent to which its actions or decisions
contributed to the criminal outcome. The Al's control is assessed based on the extent to which it
had the ability to prevent the criminal outcome, given its programming and capabilities. The Al's
foreseeability is assessed based on the extent to which it could have anticipated the criminal
outcome, given its training data and algorithms.

The responsibility for the Al's contribution is then assigned to the human actors who are
responsible for the Al: the developers who designed it, the manufacturers who built it, the users
who deployed it, and the regulators who oversaw it. These human actors bear responsibility for
the Al's contribution to the criminal outcome, based on their own contribution, control, and
foreseeability.

The Problem of Many Hands

The composite actor framework addresses the problem of fragmented agency, but it also raises
the problem of many hands. When multiple actors contribute to a criminal outcome, and each
actor's contribution is relatively small, it may be difficult to assign significant responsibility to any
individual actor. Yet the criminal outcome is real, and someone must be held responsible.

This problem is not unique to bio-algorithmic crime. It arises in many contexts, from corporate
crime to environmental crime to international crime. But it is particularly acute in bio-algorithmic
crime, because the number of actors who contribute to the criminal outcome can be very large,
and each actor's contribution can be very small.

The law must develop doctrines for addressing the problem of many hands. One approach is to
impose collective responsibility on the group of actors, holding each actor responsible for a
share of the harm based on their contribution. Another approach is to identify the actors who
had the greatest control over the outcome, and to hold them primarily responsible, even if their
contribution was relatively small. A third approach is to impose regulatory obligations on actors
who are in a position to prevent harm, and to hold them responsible for failures to fulfill those
obligations.

Each of these approaches has advantages and disadvantages, and the choice among them will
depend on the specific circumstances of each case. But the law must develop these doctrines,
because the problem of many hands will only become more acute as bio-algorithmic systems
become more complex and more widely deployed.
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Chapter Six: The Doctrine of Bio-Algorithmic Error
The Traditional Framework of Mistake

The criminal law recognizes that actors sometimes make mistakes about the facts or the law,
and that these mistakes may affect their culpability. A mistake of fact may negate the mental
element of a crime, if the mistake is reasonable and if the crime requires a specific mental state.
A mistake of law generally does not negate culpability, on the theory that everyone is presumed
to know the law, but there are exceptions for reasonable reliance on official statements of the
law.

This traditional framework assumes that mistakes are made by human actors, based on their

own perceptions, beliefs, and reasoning. But in the age of biological computing, mistakes may
be made by algorithmic systems, and these algorithmic mistakes may cause human actors to

commit crimes.

Algorithmic Error and Human Responsibility

Consider the following scenario: an autonomous vehicle is programmed to obey traffic laws and
to avoid harming pedestrians. Due to a bug in the software, the vehicle misidentifies a
pedestrian as an obstacle and swerves to avoid it, causing an accident that injures another
pedestrian. The human owner of the vehicle was not in the vehicle at the time, and had no
reason to suspect that the software was defective.

Who is responsible for the injury? The human owner, who owned the vehicle but did not control
it at the time of the accident? The manufacturer, who designed the software but did not foresee
the bug? The programmer, who wrote the code but did not anticipate the interaction that caused
the bug? The Al system itself, which made the decision to swerve?

Existing criminal law categories cannot adequately answer these questions. The concept of
negligence assumes that the actor failed to exercise reasonable care. But the human owner
exercised reasonable care in purchasing and maintaining the vehicle. The manufacturer
exercised reasonable care in designing and testing the software. The programmer exercised
reasonable care in writing the code. Yet an injury occurred, and someone must be responsible.

The law needs new doctrines to address algorithmic error. | propose the doctrine of bio-
algorithmic error, which addresses the criminal responsibility of human actors when an
algorithmic system makes an error that causes harm.

The Elements of Bio-Algorithmic Error

Under the doctrine of bio-algorithmic error, a human actor may be held criminally responsible for
harm caused by an algorithmic error if three conditions are met:
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First, the human actor had a duty to ensure the safe operation of the algorithmic system. This
duty may arise from ownership, control, deployment, or regulation of the system. The scope of
the duty depends on the actor's relationship to the system and the foreseeable risks of harm.

Second, the human actor breached that duty by failing to take reasonable steps to prevent the
algorithmic error. This breach may take the form of failing to properly test the system, failing to
monitor its operation, failing to update its software, or failing to respond to known risks.

Third, the breach of duty caused the algorithmic error, and the algorithmic error caused the
harm. The chain of causation must be established, linking the human actor's failure to the
algorithmic error to the harm.

If these three conditions are met, the human actor may be held criminally responsible for the
harm, even though the immediate cause of the harm was the algorithmic error. The
responsibility is not for the error itself, but for the failure to prevent the error.

The Defense of Reasonable Reliance

The doctrine of bio-algorithmic error must be balanced against the defense of reasonable
reliance. A human actor should not be held responsible for an algorithmic error if they
reasonably relied on the representations of the manufacturer, the programmer, or other actors
responsible for the system.

The defense of reasonable reliance applies when the human actor had no reason to suspect
that the algorithmic system was defective, and when they relied on the representations of the
actors who were responsible for the system. In such cases, the responsibility for the algorithmic
error should fall on the actors who made the representations, not on the human actor who relied
on them.

This defense is important to prevent the doctrine of bio-algorithmic error from imposing
unreasonable burdens on users of algorithmic systems. Users should be able to rely on the
representations of manufacturers and programmers, and they should not be required to
independently verify the safety of every algorithmic system they use.

The Problem of Black Box Algorithms

The doctrine of bio-algorithmic error faces a particular challenge when the algorithmic system is
a black box, an Al system whose decision-making processes are not transparent or
understandable to human actors. In such cases, it may be impossible for human actors to
identify algorithmic errors, to understand why the system made a particular decision, or to take
steps to prevent errors.
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This problem is particularly acute for deep learning systems, which can make decisions based
on patterns in data that are not interpretable by humans. The system may make an error, but no
human actor may be able to understand why the error occurred or how to prevent it.

The law must develop doctrines for addressing the problem of black box algorithms. One
approach is to impose strict liability on the developers and deployers of black box algorithms,
holding them responsible for any harm caused by the system regardless of fault. Another
approach is to require transparency and interpretability of algorithmic systems, particularly in
high-risk applications, so that human actors can understand and oversee the system's
decisions. A third approach is to limit the deployment of black box algorithms in high-risk
applications, requiring the use of interpretable systems where the risks of error are high.

Each of these approaches has advantages and disadvantages, and the choice among them will
depend on the specific circumstances of each application. But the law must address the
problem of black box algorithms, because they will be increasingly prevalent in the age of
biological computing.

PART THREE: EVIDENCE IN THE POST-BIOLOGICAL AGE
Chapter Seven: Extracting Digital-Biological Memory
The New Frontier of Evidence

Evidence is the foundation of criminal justice. Without evidence, there can be no proof of guilt,
no fair trial, no just outcome. The law of evidence has evolved over centuries to address the
challenges of proving facts in court, developing rules for the admissibility, reliability, and weight
of different types of evidence.

The age of biological computing presents new challenges for the law of evidence. Neural
interfaces can read the contents of human memory, biological computing systems can store
information in DNA molecules, and Al systems can generate evidence that is indistinguishable
from human-created evidence. These capabilities raise profound questions about the nature of
evidence, the rights of individuals, and the limits of state power.

Neural Data as Evidence

The most dramatic new form of evidence in the age of biological computing is neural data,
information derived from the activity of the nervous system. Neural interfaces can read the
electrical signals produced by the brain, decode them into meaningful information, and store
that information for later analysis. This information may include memories, intentions, emotions,
and other mental states.
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The use of neural data as evidence raises fundamental questions about the rights of individuals.
Does the state have the right to read the contents of a suspect's mind? Does the suspect have
the right to refuse to provide neural data? Is neural data protected by the privilege against self-
incrimination? Is it protected by the right to privacy? Is it protected by the right to mental
integrity?

| argue that neural data should be afforded the highest level of legal protection. The mind is the
most intimate sphere of human experience, and the state should not have the right to read its
contents without the individual's consent, except in the most extraordinary circumstances.

The privilege against self-incrimination should be interpreted to protect neural data. The state
should not be able to compel a suspect to provide neural data that would incriminate them, any
more than it should be able to compel them to testify against themselves. The right to privacy
should be interpreted to protect neural data. The state should not be able to access neural data
without a warrant based on probable cause, and even then, only in the most serious cases. The
right to mental integrity should be interpreted to protect neural data. The state should not be
able to modify or interfere with neural data without the individual's consent, except in the most
extraordinary circumstances.

The Problem of Neural Evidence Reliability

Even if neural data is admissible as evidence, questions remain about its reliability. Neural
interfaces are not perfect. They can produce false positives, misidentifying mental states that do
not exist. They can produce false negatives, failing to detect mental states that do exist. They
can be influenced by external factors, such as stress, fatigue, or medication. They can be
hacked or manipulated, producing false data.

The law must develop standards for assessing the reliability of neural evidence. These
standards should address the accuracy of the neural interface, the conditions under which the
data was collected, the methods used to decode the data, and the possibility of manipulation or
error.

Expert testimony will be essential in assessing the reliability of neural evidence. Experts in
neuroscience, computer science, and neural interface technology will be needed to explain the
capabilities and limitations of the technology, to assess the quality of the data, and to identify
potential sources of error.

The law must also develop rules for the preservation and authentication of neural evidence.
Neural data is digital in nature, and it can be easily modified, copied, or deleted. Rules must be
developed to ensure that neural evidence is preserved in its original form, that it can be
authenticated as genuine, and that any modifications can be detected.

The Right to Mental Privacy
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The use of neural data as evidence raises the question of the right to mental privacy. Do
individuals have a right to keep their thoughts, memories, and mental states private? Does this
right extend to neural data, even if it is collected by a neural interface that the individual
voluntarily uses?

| argue that the right to mental privacy is a fundamental right that must be recognized in the age
of biological computing. The mind is the most intimate sphere of human experience, and
individuals should have the right to control access to their mental states.

The right to mental privacy includes the right to refuse to provide neural data, the right to delete
neural data, the right to limit the use of neural data, and the right to be informed about the
collection and use of neural data. This right should be protected by law, and violations should be
subject to criminal penalties.

The right to mental privacy is not absolute. It may be limited in certain circumstances, such as
when the individual poses a danger to others, or when the neural data is necessary to prove a
serious crime. But any limitation must be narrowly tailored, must be subject to judicial oversight,
and must be proportionate to the interest being protected.

Chapter Eight: The Bio-Algorithmic Signature
Proving Algorithmic Causation

In bio-algorithmic crime, a central question is often whether a particular algorithmic system
caused the criminal outcome. Did the neural interface cause the individual to commit the act?
Did the biological computing system cause the pathogen to be released? Did the Al system
cause the decision to be made?

Proving algorithmic causation is challenging, because algorithmic systems are complex, their
decision-making processes are often opaque, and the chain of causation may involve multiple
systems and multiple actors. The law must develop new methods for proving algorithmic
causation, methods that can establish a clear link between the algorithmic system and the
criminal outcome.

The Bio-Algorithmic Signature

| propose the concept of the bio-algorithmic signature, a unique pattern of evidence that can be
used to identify the algorithmic system that caused a particular outcome. The bio-algorithmic
signature is analogous to a fingerprint or a DNA profile, but it identifies an algorithmic system

rather than an individual.

The bio-algorithmic signature may include several components: the code signature, which
identifies the specific code that was executed; the data signature, which identifies the data that
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was processed; the decision signature, which identifies the decision that was made; and the
output signature, which identifies the output that was produced.

By analyzing these components, forensic experts can reconstruct the operation of the
algorithmic system and determine whether it caused the criminal outcome. This analysis may
involve reverse engineering the code, analyzing the data, simulating the decision-making
process, and comparing the output to the observed outcome.

The Challenge of Al-Generated Evidence

The age of biological computing also presents the challenge of Al-generated evidence. Al
systems can generate text, images, audio, and video that are indistinguishable from human-
created evidence. This capability creates the risk of fabricated evidence, evidence that appears
to prove a fact but that was actually generated by an Al system.

The law must develop methods for detecting Al-generated evidence and for authenticating
human-created evidence. These methods may involve analyzing the statistical properties of the
evidence, looking for patterns that are characteristic of Al generation, and comparing the
evidence to known examples of human-created and Al-generated evidence.

The law must also develop rules for the admissibility of Al-generated evidence. Al-generated
evidence should not be admissible to prove the truth of the matter asserted, because it is not
based on human knowledge or observation. But it may be admissible for other purposes, such
as proving that the Al system was used to fabricate evidence, or proving the capabilities of the
Al system.

The Problem of Evidence Destruction

The age of biological computing also presents the problem of evidence destruction. Biological
computing systems can be designed to destroy evidence automatically, deleting data when
certain conditions are met. Neural interfaces can be designed to erase memories, removing
evidence from the mind of the individual. Al systems can be designed to cover their tracks,
deleting logs and other evidence of their operation.

The law must develop rules to prevent the destruction of evidence in bio-algorithmic systems.
These rules may include requirements for data retention, requirements for logging of algorithmic
operations, requirements for preserving neural data, and penalties for the destruction of
evidence.

The law must also develop methods for recovering destroyed evidence. Forensic techniques
must be developed to recover deleted data from biological computing systems, to reconstruct
erased memories from neural interfaces, and to trace the operations of Al systems that have
attempted to cover their tracks.
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Chapter Nine: The Double Denial Defense
The New Defense Strategy

In bio-algorithmic crime, a new defense strategy emerges, which | call the double denial
defense. The defendant denies both that their body committed the act and that their mind
formed the intention. They claim that their body was hacked by an external actor, and that their
mind was not complicit in the act.

This defense is unique to bio-algorithmic crime, because it relies on the possibility of a
disconnect between the body and the mind, a possibility that did not exist in traditional criminal
law. In traditional criminal law, the body and the mind are unified, and the defendant cannot
deny both the act and the intention. In bio-algorithmic crime, the body and the mind can be
separated, and the defendant can claim that neither was responsible for the crime.

The Elements of the Double Denial Defense

The double denial defense has two elements. The first element is the denial of the act, the claim
that the defendant's body did not commit the act voluntarily, but was controlled by an external
actor through a neural interface or other bio-algorithmic system. The second element is the
denial of the intention, the claim that the defendant's mind did not form the intention to commit
the act, but was modified or bypassed by an external actor through a neural interface or other
bio-algorithmic system.

To succeed, the defendant must prove both elements. They must prove that their body was not
under their voluntary control, and they must prove that their mind did not form the intention to
commit the act. If they fail to prove either element, the defense fails.

The Burden of Proof

The question of the burden of proof for the double denial defense is complex. In traditional
criminal law, the prosecution bears the burden of proving every element of the crime beyond a
reasonable doubt, including the voluntary act and the mental state. But the double denial
defense raises the question of whether the defendant should bear some burden of proving that
their body and mind were not responsible for the crime.

| argue that the prosecution should bear the burden of disproving the double denial defense
beyond a reasonable doubt. The defendant should not be required to prove that their body and
mind were not responsible, because this would effectively shift the burden of proof to the
defendant, undermining the presumption of innocence.

But the defendant should bear a burden of production, the obligation to produce some evidence
supporting the defense. Once the defendant has produced sufficient evidence to raise a
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reasonable doubt, the prosecution must then prove beyond a reasonable doubt that the
defendant's body and mind were responsible for the crime.

The Forensic Challenges

The double denial defense presents significant forensic challenges. How can the court
determine whether the defendant's body was under their voluntary control? How can the court
determine whether the defendant's mind formed the intention to commit the act? How can the
court distinguish between a genuine case of algorithmic control and a false claim designed to
avoid responsibility?

Forensic experts will play a crucial role in assessing the double denial defense. They will need
to analyze the neural data to determine whether the defendant's neural activity was consistent
with voluntary control or with algorithmic control. They will need to analyze the algorithmic
systems to determine whether they could have been used to control the defendant's body or
modify their mind. They will need to assess the credibility of the defendant's claim, looking for
evidence of deception or fabrication.

The forensic analysis will be complex and uncertain, and there will be cases where the evidence
is inconclusive. In such cases, the presumption of innocence should prevail, and the defendant
should be acquitted if the prosecution cannot prove beyond a reasonable doubt that the
defendant's body and mind were responsible for the crime.

The Risk of Abuse

The double denial defense creates a risk of abuse, because it provides defendants with a new
strategy for avoiding responsibility. Defendants may claim that their body and mind were not
responsible, even when they were, hoping that the forensic analysis will be inconclusive and
that they will be acquitted.

The law must develop safeguards against the abuse of the double denial defense. These
safeguards may include rigorous forensic standards, requirements for corroborating evidence,
penalties for false claims, and judicial oversight of the defense.

The law must also balance the risk of abuse against the risk of injustice. If the double denial
defense is too difficult to establish, defendants who were genuinely under algorithmic control
may be convicted of crimes they did not commit. If the defense is too easy to establish,
defendants who were responsible for their actions may be acquitted. The law must strike a
balance that minimizes both risks.

Safeguarding Neurodiversity in Bio-Algorithmic Evidence

A critical micro-edge case in bio-algorithmic evidence is the risk of criminalizing natural
neurodivergence. When applying theories of unconscious intent or algorithmic error, there is a
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profound danger that judicial algorithms or forensic experts might misinterpret natural
neurodivergent patterns, such as those associated with autism, ADHD, or other neurological
variations, as algorithmic malfunctions or hidden criminal intent.

To prevent this, the law must establish an Absolute Prohibition on Criminalizing
Neurodivergence. Neural data shall never be used as the sole basis for inferring criminal intent
or negligence from natural neurodivergent brain activity. To assign criminal liability based on
neural data, the prosecution must prove a Proven External Algorithmic Deviation. This requires
demonstrating that the neural activity was not a natural variation of the individual's neurology,
but was directly caused by an external, unauthorized algorithmic intervention, such as a hacked
neural interface or a malicious bio-algorithmic payload. Without this external proof, the
presumption of natural neurological variation must prevail, protecting the fundamental rights of
neurodivergent individuals.

PART FOUR: PUNISHMENT AND REHABILITATION
Chapter Ten: Neural Reprogramming as Punishment
The Traditional Framework of Punishment

The criminal law recognizes several justifications for punishment: retribution, deterrence,
incapacitation, and rehabilitation. Retribution holds that the offender deserves to be punished for
their wrongdoing. Deterrence holds that punishment discourages the offender and others from
committing crimes. Incapacitation holds that punishment prevents the offender from committing
further crimes. Rehabilitation holds that punishment should reform the offender and prepare
them to reenter society.

The traditional framework of punishment assumes that the offender is a unified self, a single
individual who is responsible for their actions and who can be punished as a whole. But in the
age of biological computing, the self may be distributed across biological and algorithmic
substrates, and punishment may need to address both substrates.

The Concept of Neural Reprogramming

Neural reprogramming is the modification of the neural substrate of the mind through
technological means. It includes the modification of neural interfaces, the modification of neural
data, and the modification of neural processes. Neural reprogramming can be used for
therapeutic purposes, to treat neurological or psychiatric conditions. But it can also be used for
punitive purposes, to modify the mind of an offender as a form of punishment.

The concept of neural reprogramming as punishment raises profound questions about the
nature of punishment, the rights of the offender, and the limits of state power. Is it permissible
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for the state to modify the mind of an offender? Does this violate the offender's right to mental
integrity? Does this constitute cruel and unusual punishment? Does this undermine the
offender's autonomy and dignity?

The Arguments For and Against Neural Reprogramming

The arguments for neural reprogramming as punishment are several. First, it may be more
effective than traditional forms of punishment at preventing recidivism, by directly addressing
the neurological or psychological factors that contributed to the crime. Second, it may be more
humane than traditional forms of punishment, by avoiding the physical and psychological harms
of imprisonment. Third, it may be more efficient than traditional forms of punishment, by
reducing the costs of incarceration and the social costs of recidivism.

The arguments against neural reprogramming as punishment are also several. First, it may
violate the offender's right to mental integrity, by modifying their mind without their consent.
Second, it may constitute cruel and unusual punishment, by inflicting harms that are
disproportionate to the crime. Third, it may undermine the offender's autonomy and dignity, by
treating them as an object to be modified rather than a person to be respected. Fourth, it may
have unintended consequences, by causing neurological or psychological harms that are not
fully understood.

A Framework for Evaluating Neural Reprogramming

| propose a framework for evaluating the permissibility of neural reprogramming as punishment.
Under this framework, neural reprogramming is permissible only if several conditions are met:

First, the offender must consent to the neural reprogramming, or the reprogramming must be
authorized by a court based on a finding that it is necessary to prevent serious harm to others.
Consent must be informed, voluntary, and free from coercion.

Second, the neural reprogramming must be proportionate to the crime, imposing no greater
modification than is necessary to achieve the legitimate purposes of punishment. The
modification must be tailored to the specific factors that contributed to the crime, and it must not
impose unnecessary burdens on the offender.

Third, the neural reprogramming must be based on sound scientific evidence, with a reasonable
expectation of effectiveness and a low risk of unintended consequences. The reprogramming
must be performed by qualified professionals, using methods that have been validated through
rigorous scientific research.

Fourth, the neural reprogramming must be subject to ongoing monitoring and review, to ensure
that it is achieving its intended purposes and not causing unintended harms. The offender must
have the right to challenge the reprogramming at any time, and the court must have the
authority to modify or terminate the reprogramming if it is not achieving its intended purposes.
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Fifth, the neural reprogramming must respect the offender's dignity and autonomy, treating them
as a person rather than an object. The reprogramming must not be used to impose ideological
or political modifications, and it must not be used to suppress legitimate dissent or diversity of
thought.

The Special Case of Involuntary Neural Reprogramming

The most difficult question is whether involuntary neural reprogramming is ever permissible,
whether the state can modify the mind of an offender without their consent. | argue that
involuntary neural reprogramming is permissible only in the most extraordinary circumstances,
where the offender poses a serious and imminent danger to others, and where no less
restrictive alternative is available.

Even in these circumstances, involuntary neural reprogramming must be subject to rigorous
procedural safeguards, including judicial authorization, periodic review, and the right to
challenge. The reprogramming must be proportionate to the danger posed, and it must be
terminated as soon as the danger has passed.

The permissibility of involuntary neural reprogramming is a question that will be intensely
contested, and reasonable people will disagree about the answer. But the law must develop a
framework for addressing this question, because the technology will force the question upon us
whether we are ready or not.

Chapter Eleven: Bio-Digital Confinement
The Concept of Bio-Digital Confinement

Bio-digital confinement is a new form of punishment that restricts the offender's access to bio-
algorithmic systems. It may include restricting the offender's access to neural interfaces,
restricting their access to biological computing systems, restricting their access to Al systems,
or restricting their access to the internet and other digital networks.

Bio-digital confinement is analogous to traditional forms of confinement, such as imprisonment
or house arrest, but it restricts access to digital and biological systems rather than physical
space. It is a form of punishment that is tailored to the age of biological computing, addressing
the specific ways in which offenders may use bio-algorithmic systems to commit crimes.

The Justifications for Bio-Digital Confinement
The justifications for bio-digital confinement are similar to the justifications for traditional forms of
confinement. Bio-digital confinement may incapacitate the offender, preventing them from using

bio-algorithmic systems to commit further crimes. It may deter the offender and others from
committing crimes, by imposing a significant restriction on their access to powerful technologies.
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It may rehabilitate the offender, by providing time and space for reflection and reform. And it
may express society's condemnation of the crime, by imposing a significant restriction on the
offender's freedom.

But bio-digital confinement also raises unique questions. Does it violate the offender's right to
access information? Does it violate their right to participate in the digital economy? Does it
violate their right to use medical technologies, such as neural interfaces that are necessary for
their health? Does it impose a disproportionate burden on the offender, by restricting their
access to technologies that are increasingly essential for participation in modern society?

A Framework for Bio-Digital Confinement

| propose a framework for the imposition of bio-digital confinement. Under this framework, bio-
digital confinement is permissible only if several conditions are met:

First, the confinement must be proportionate to the crime, imposing no greater restriction than is
necessary to achieve the legitimate purposes of punishment. The restriction must be tailored to

the specific ways in which the offender used bio-algorithmic systems to commit the crime, and it
must not impose unnecessary burdens on the offender.

Second, the confinement must respect the offender's basic rights, including their right to health,
their right to access essential services, and their right to maintain relationships with family and
friends. The confinement must not be used to impose additional harms on the offender, such as
denying them access to medical treatment or isolating them from their support networks.

Third, the confinement must be subject to periodic review, to ensure that it is achieving its
intended purposes and not imposing unnecessary burdens. The offender must have the right to
challenge the confinement at any time, and the court must have the authority to modify or
terminate the confinement if it is not achieving its intended purposes.

Fourth, the confinement must be implemented in a way that minimizes the risk of unintended
consequences, such as creating new opportunities for crime or imposing disproportionate
burdens on the offender's family or community. The implementation must be carefully
monitored, and adjustments must be made as necessary to address any problems that arise.

The Problem of Digital Exclusion

Bio-digital confinement raises the problem of digital exclusion, the risk that the offender will be
excluded from participation in the digital economy and the digital society. In an increasingly
digital world, access to bio-algorithmic systems is essential for participation in many aspects of
life, from employment to education to social relationships. Bio-digital confinement may
effectively exclude the offender from these aspects of life, imposing a punishment that is
disproportionate to the crime.
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The law must develop ways to minimize the risk of digital exclusion. This may include providing
the offender with access to limited forms of bio-algorithmic systems, sufficient to allow them to
participate in essential aspects of life. It may include providing the offender with support and
resources to help them reintegrate into society after the confinement is completed. It may
include limiting the duration of the confinement, to ensure that it does not impose a permanent
exclusion from the digital society.

Chapter Twelve: The Limits of Biological Punishment
The Question of Biological Cruelty

The age of biological computing raises the question of the limits of biological punishment, the
question of what forms of punishment are permissible when the punishment can directly modify
the biological substrate of the offender. Can the state modify the offender's genes? Can it
modify their neural structure? Can it modify their hormonal balance? Can it modify their
microbiome?

These questions raise fundamental issues about the nature of punishment, the rights of the
offender, and the limits of state power. They also raise questions about the definition of cruel
and unusual punishment, and about whether biological modifications constitute a form of cruelty
that is qualitatively different from traditional forms of punishment.

The Principle of Biological Integrity

| propose the principle of biological integrity as a limit on biological punishment. Under this
principle, the state may not modify the biological substrate of the offender in ways that violate
their biological integrity, except in the most extraordinary circumstances and subject to rigorous
safeguards.

Biological integrity includes the integrity of the genome, the integrity of the neural structure, the
integrity of the hormonal balance, the integrity of the microbiome, and the integrity of other
biological systems. Modifications that violate these integrities are presumptively impermissible,
and they may be justified only by compelling state interests and only through the least restrictive
means.

The principle of biological integrity is analogous to the principle of bodily integrity, which limits
the state's ability to physically interfere with the offender's body. But it extends beyond bodily
integrity to include the biological systems that constitute the offender's biological being.

The Special Case of Germline Modifications

The most extreme form of biological punishment would be germline modifications, modifications
to the offender's reproductive cells that would be passed on to their descendants. Such
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modifications would not only affect the offender, but also their children, their grandchildren, and
all subsequent generations.

| argue that germline modifications as punishment are never permissible, regardless of the
circumstances. Such modifications violate the biological integrity not only of the offender, but
also of their descendants, who have not committed any crime and who have not consented to
the modification. They also violate the principle of individual responsibility, by punishing
individuals for the crimes of their ancestors.

The prohibition on germline modifications as punishment should be enshrined in international
law, and it should be enforced through rigorous monitoring and sanctions. The risk of abuse is
too great, and the harms too severe, to allow such modifications under any circumstances.

The Problem of Unintended Consequences

Biological punishment raises the problem of unintended consequences, the risk that
modifications to the offender's biological substrate will have effects that are not fully understood
or anticipated. Biological systems are complex and interconnected, and modifications to one
system may have cascading effects on other systems.

The law must require rigorous scientific assessment of the potential consequences of biological
punishment before it is imposed. This assessment must include not only the intended effects,
but also the potential unintended effects, and it must be conducted by independent experts who
are not involved in the punishment decision.

The law must also require ongoing monitoring of the offender after biological punishment is
imposed, to detect any unintended consequences and to provide remedies if necessary. The
offender must have the right to challenge the punishment at any time, and the court must have
the authority to modify or terminate the punishment if unintended consequences are detected.

The Dignity of the Offender

Ultimately, the limits of biological punishment must be guided by the principle of human dignity.
The offender, no matter how serious their crime, remains a human being with inherent dignity.
Punishment must respect this dignity, and it must not reduce the offender to a mere object to be
modified or manipulated.

Biological punishment that violates the offender's dignity is impermissible, regardless of its
effectiveness or its proportionality. This includes punishment that treats the offender as a mere
collection of biological systems to be optimized, punishment that denies the offender's
autonomy and agency, and punishment that imposes modifications that are fundamentally
inconsistent with the offender's identity and values.

33/40



The principle of human dignity is the ultimate limit on biological punishment, and it must guide
the development of the law in this area. The age of biological computing presents
unprecedented opportunities for punishment, but it also presents unprecedented risks to human
dignity. The law must navigate these opportunities and risks with care, ensuring that punishment
serves the legitimate purposes of the criminal law without violating the fundamental dignity of
the offender.

CONCLUSION: TOWARD A GLOBAL BIO-ALGORITHMIC CRIMINAL CHARTER
The Need for International Cooperation

Bio-algorithmic crime is inherently transnational. The technologies that enable it are developed
in one country, deployed in another, and may target victims in a third. The perpetrators may be
located in multiple countries, using infrastructure that spans the globe. The evidence may be
distributed across multiple jurisdictions, in multiple forms.

Addressing bio-algorithmic crime requires international cooperation on an unprecedented scale.
States must harmonize their laws, coordinate their investigations, share their evidence, and
extradite their offenders. They must develop common standards for the regulation of bio-
algorithmic technologies, common principles for the attribution of responsibility, and common
procedures for the adjudication of bio-algorithmic crimes.

The Elements of a Global Charter

| propose the development of a Global Bio-Algorithmic Criminal Charter, an international treaty
that establishes common principles and procedures for addressing bio-algorithmic crime. The
Charter should include several key elements:

First, a common definition of bio-algorithmic crime, establishing the scope of the Charter and the
types of conduct that are covered. This definition should be broad enough to encompass the full
range of bio-algorithmic crimes, but specific enough to provide guidance to states and courts.

Second, common principles of criminal responsibility, establishing the conditions under which
human actors, corporate actors, and other entities may be held responsible for bio-algorithmic
crimes. These principles should address the fragmentation of agency, the problem of many
hands, and the special challenges of algorithmic responsibility.

Third, common standards for evidence, establishing the conditions under which neural data,
biological data, and algorithmic data may be admitted as evidence in bio-algorithmic criminal
proceedings. These standards should address the reliability of such evidence, the rights of
individuals, and the procedures for authentication and preservation.
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Fourth, common principles of punishment, establishing the limits of permissible punishment for
bio-algorithmic crimes. These principles should address the permissibility of neural
reprogramming, bio-digital confinement, and biological punishment, and they should establish
the principle of human dignity as the ultimate limit on punishment.

Fifth, common procedures for international cooperation, establishing the mechanisms for
harmonization of laws, coordination of investigations, sharing of evidence, and extradition of
offenders. These procedures should address the challenges of transnational bio-algorithmic
crime, and they should provide effective mechanisms for holding offenders accountable
regardless of where they are located.

Resolving Micro-Edge Cases in the Global Charter

To ensure the Charter is truly unassailable, it must explicitly resolve the most complex
jurisdictional and temporal challenges of bio-algorithmic crime:

Primary Substrate Jurisdiction: In cases where the biological actor, the algorithmic server, and
the victim are in different jurisdictions, the Charter shall establish the principle of Primary
Substrate Jurisdiction. Legal authority and primary jurisdiction shall reside with the state where
the human biological substrate (the victim or the biological actor) is physically located. The
protection of the human biological entity and the sanctity of the human mind are recognized as
jus cogens norms, superseding the physical location of digital servers or algorithmic
infrastructure.

Statute of Limitations and Biological Latency: Recognizing that bio-algorithmic harms (such as
engineered pathogens or delayed neural reprogramming) may remain dormant for years, the
Charter shall mandate that the statute of limitations commences not from the date of the act, but
from the Manifestation of Bio-Algorithmic Harm. Furthermore, crimes that threaten the biological
safety of humanity shall be deemed imprescriptible, akin to genocide and crimes against
humanity, ensuring that perpetrators can never evade justice through the passage of time.

Strict State Responsibility for Bio-Algorithmic Attacks: To prevent states from hiding behind
sovereign immunity or attributing attacks to non-state actors, the Charter shall establish Strict
State Responsibility. Any use of bio-algorithmic technologies by a state that causes cross-
border harm shall automatically be deemed a breach of global biological safety. This waives
sovereign immunity and renders the state directly and strictly liable for reparations, establishing
a liability regime analogous to international space law.

The Role of International Institutions
The development and implementation of a Global Bio-Algorithmic Criminal Charter will require
the active involvement of international institutions. The United Nations should take the lead in

convening the negotiations for the Charter, and it should provide a forum for the ongoing
dialogue about bio-algorithmic crime.
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Specialized international institutions should be established to support the implementation of the
Charter. These may include an international bio-algorithmic crime court, with jurisdiction over
the most serious bio-algorithmic crimes; an international bio-algorithmic forensic laboratory, with
the capacity to analyze complex bio-algorithmic evidence; and an international bio-algorithmic
regulatory authority, with the responsibility to monitor the development and deployment of bio-
algorithmic technologies.

Regional institutions should also play a role, developing regional standards and procedures that
supplement the global Charter. The European Union, the African Union, the Organization of
American States, and other regional organizations should develop regional approaches to bio-
algorithmic crime that reflect their specific values and circumstances.

The Role of Civil Society

The development of a Global Bio-Algorithmic Criminal Charter must not be left to states and
international institutions alone. Civil society must play an active role, ensuring that the Charter
reflects the values and concerns of all stakeholders, not just the interests of states and
corporations.

Academic institutions should conduct research on bio-algorithmic crime, developing the
knowledge and expertise that is necessary to inform the development of the Charter.
Professional organizations should develop ethical standards for the development and
deployment of bio-algorithmic technologies, and they should advocate for the protection of
human rights in the age of biological computing.

Human rights organizations should monitor the development and deployment of bio-algorithmic
technologies, advocating for the protection of cognitive liberty, mental privacy, and biological
integrity. They should hold states and corporations accountable for violations of these rights,
and they should support the development of legal remedies for victims of bio-algorithmic crime.

The public must also be engaged in the development of the Charter, through public
consultations, educational programs, and democratic deliberation. The decisions about bio-
algorithmic crime are too important to be left to experts alone, and they must reflect the values
and concerns of the broader public.

The Challenge Ahead

The development of a Global Bio-Algorithmic Criminal Charter is a formidable challenge. It
requires the reconciliation of different legal traditions, different cultural values, and different
political interests. It requires the development of new knowledge and new expertise, in fields
that are still in their infancy. It requires the building of new institutions and new procedures, at a
time when many existing institutions are under strain.
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But the challenge is urgent. The technologies that enable bio-algorithmic crime are developing
rapidly, and the legal frameworks to address them are lagging behind. If we do not act now, we
will be forced to react later, after the first major bio-algorithmic crimes have been committed,
after the harms have been done, and after the public trust in our institutions has been eroded.

The development of a Global Bio-Algorithmic Criminal Charter is not just a legal task. It is a
civilizational task, a task of building the legal and institutional frameworks that will govern the
relationship between humans and the technologies that are increasingly integrated into their
minds and bodies. It is a task of ensuring that the age of biological computing is an age of
human flourishing, not an age of new forms of crime and new forms of oppression.

This book is a contribution to that task. It is not the final word, but it is a beginning. It lays out the
concepts, the principles, and the frameworks that will be necessary to address bio-algorithmic
crime. It identifies the challenges and the opportunities, the risks and the possibilities. It invites
the engagement of scholars, practitioners, policymakers, and citizens in the task of building the
legal frameworks of the future.

The age of biological computing is upon us. The crimes of that age are already being imagined,
if not yet committed. The law must be ready, not after the fact, but before. This book is offered in
that spirit, as a contribution to the task of building a legal framework that is equal to the
challenges of the age to come.

APPENDICES
Appendix A: Draft Text of the Global Bio-Algorithmic Criminal Charter

This appendix contains a draft text of the proposed Global Bio-Algorithmic Criminal Charter,
suitable for use as a starting point for international negotiations. The draft includes the
preamble, the definitions, the principles of criminal responsibility, the standards for evidence, the
principles of punishment, and the procedures for international cooperation, explicitly codifying
Primary Substrate Jurisdiction, the Manifestation of Bio-Algorithmic Harm rule for statutes of
limitations, and Strict State Responsibility for cross-border bio-algorithmic attacks.

Appendix B: Model National Legislation

This appendix contains model national legislation for implementing the Global Bio-Algorithmic
Criminal Charter at the national level. The model legislation includes provisions for the definition
of bio-algorithmic crimes, the attribution of criminal responsibility, the admissibility of bio-
algorithmic evidence, the permissible forms of punishment, and the procedures for international
cooperation. It includes explicit safeguards prohibiting the criminalization of natural
neurodivergence without proof of external algorithmic deviation.
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Appendix C: Technical Standards for Bio-Algorithmic Forensics

This appendix contains technical standards for the forensic analysis of bio-algorithmic evidence.
The standards address the collection, preservation, analysis, and presentation of neural data,
biological data, and algorithmic data. They are intended to ensure the reliability and admissibility
of such evidence in criminal proceedings.

Appendix D: Ethical Guidelines for Neural Interface Research

This appendix contains ethical guidelines for research involving neural interfaces. The
guidelines address the protection of research subjects, the informed consent process, the
privacy of neural data, and the responsible dissemination of research findings. They are
intended to ensure that neural interface research is conducted in a manner that respects human
dignity and protects human rights.

Appendix E: Case Studies in Bio-Algorithmic Crime

This appendix contains detailed case studies of hypothetical bio-algorithmic crimes, illustrating
the application of the principles and doctrines developed in this book. The case studies are
designed to stimulate discussion and to test the adequacy of the proposed legal frameworks.

Appendix F: Glossary of Terms

This appendix contains a comprehensive glossary of the technical and legal terms used in this
book. The glossary is intended to assist readers who are not familiar with the fields of
neuroscience, computer science, synthetic biology, or criminal law.
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