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EXECUTIVE SUMMARY

The Global Governance Crisis: Why Traditional Models Are Failing

We stand at a pivotal moment in human history where the development of artificial intelligence 
has outpaced our capacity to govern it effectively. The rapid advancement of AI technologies, 
from large language models to autonomous systems, from predictive algorithms to neural 
networks, has created unprecedented challenges for legal frameworks, ethical norms, and 
democratic institutions worldwide. Traditional governance models, designed for industrial-era 
technologies, prove inadequate for addressing the unique characteristics of artificial intelligence: 
its speed of development, its opacity of operation, its pervasiveness of application, and its 
profundity of impact on human cognition, social structures, and democratic processes.

The crisis of AI governance is not merely technical but existential. It raises fundamental 
questions about the nature of human agency, the limits of machine autonomy, the distribution of 
power in digital societies, and the preservation of cognitive freedom in an age of algorithmic 
influence. Different regions of the world have responded to these challenges with markedly 
different approaches, reflecting their cultural values, economic priorities, political systems, and 
historical experiences. The European Union has adopted a risk-based regulatory framework that 
prioritizes human dignity and fundamental rights. The United States has favored market-driven 
innovation with voluntary standards and sector-specific regulations. China has implemented 
state-controlled AI development aligned with national strategic objectives and social stability 
goals. Other regions, from the United Kingdom to Canada, from the UAE to India, have 
developed their own distinctive approaches that reflect their unique contexts and aspirations.

These divergent strategies reflect the fundamental tension between ethical considerations and 
economic growth, between individual rights and collective welfare, between innovation and 
regulation, between freedom and security. No single model has proven universally effective, and 
each approach carries significant costs and limitations. The European model risks stifling 
innovation through excessive bureaucracy. The American model risks enabling corporate 
dominance through insufficient oversight. The Chinese model risks enabling authoritarian 
control through state domination. The challenge for humanity is to develop governance 
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frameworks that can harness the transformative potential of AI while protecting against its 
existential risks, that can promote innovation while preserving human dignity, that can enable 
progress while maintaining democratic accountability.

The Global Digital Map: Three Competing Intellectual Schools

The current landscape of AI governance can be understood as a competition between three 
major intellectual schools, each representing a different vision of the relationship between 
technology, society, and the state. The European school, rooted in the tradition of 
Enlightenment rationalism and social democracy, views AI primarily through the lens of risk 
management and rights protection. It seeks to create a comprehensive regulatory framework 
that classifies AI systems according to their potential harm and imposes proportionate 
obligations on developers and deployers. This approach reflects Europe's historical experience 
with totalitarianism and its commitment to building societies based on human dignity, rule of law, 
and social solidarity.

The American school, rooted in the tradition of classical liberalism and free-market capitalism, 
views AI primarily through the lens of innovation and competition. It seeks to create an 
environment where technological advancement can flourish with minimal government 
interference, trusting that market forces, corporate responsibility, and civil society oversight will 
provide adequate safeguards. This approach reflects America's historical experience with 
technological innovation and its commitment to individual liberty, entrepreneurial freedom, and 
limited government.

The Chinese school, rooted in the tradition of state capitalism and Confucian collectivism, views 
AI primarily through the lens of national strategy and social control. It seeks to harness AI 
development for national rejuvenation, economic competitiveness, and social stability, with the 
state playing a central role in directing technological development and ensuring alignment with 
political objectives. This approach reflects China's historical experience with rapid modernization 
and its commitment to national sovereignty, collective welfare, and party leadership.

These three schools are not merely technical approaches but represent fundamentally different 
visions of human society, the role of technology, and the relationship between individual and 
collective. They compete not only in domestic markets but in global influence, as each seeks to 
establish its governance model as the international standard. The outcome of this competition 
will shape not only the development of AI technologies but the future of human civilization itself.

The Rakhawi Doctrine as a Harmonious Solution: Toward Smart Governance That Respects 
Cognitive Sovereignty

The Rakhawi Doctrine emerges as a comprehensive framework for AI governance that seeks to 
transcend the limitations of existing models while preserving their strengths. It recognizes that 
no single approach can adequately address the complex challenges posed by artificial 
intelligence, and that effective governance requires a multi-layered, adaptive, and context-
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sensitive strategy. The doctrine is built on four foundational principles: cognitive sovereignty, 
which affirms the right of individuals to control their own mental processes and resist algorithmic 
manipulation; proportionality, which requires that regulatory interventions be commensurate with 
the risks they address; transparency, which demands that AI systems be explainable and 
accountable to those they affect; and subsidiarity, which holds that governance decisions should 
be made at the lowest effective level, from international cooperation to local implementation.

The Rakhawi Doctrine proposes a smart governance model that operates at multiple levels 
simultaneously. At the international level, it calls for a global treaty on AI governance that 
establishes minimum standards for human rights protection, prohibits the most dangerous 
applications, and creates mechanisms for international cooperation and dispute resolution. At 
the regional level, it advocates for coordination among economic blocs to harmonize standards 
while respecting cultural diversity. At the national level, it recommends flexible regulatory 
frameworks that can adapt to technological change while providing clear guidance to developers 
and users. At the institutional level, it promotes the establishment of ethics committees, impact 
assessments, and accountability mechanisms within organizations that develop or deploy AI 
systems.

The doctrine also emphasizes the importance of cognitive sovereignty as the foundation of all AI 
governance. It recognizes that AI technologies do not merely affect external behavior but can 
influence internal thought processes, shaping beliefs, preferences, and decisions in ways that 
may not be conscious or voluntary. Therefore, effective governance must protect not only 
physical safety and economic welfare but also cognitive freedom and mental integrity. This 
requires new forms of regulation that address algorithmic manipulation, neural data protection, 
and the preservation of authentic human agency in an age of intelligent machines.

The Rakhawi Doctrine is not a final answer but a framework for ongoing dialogue, adaptation, 
and improvement. It recognizes that the challenges of AI governance are unprecedented and 
that our responses must be equally unprecedented in their scope, ambition, and commitment to 
human dignity. The doctrine offers a path forward that balances innovation with protection, 
freedom with responsibility, progress with preservation of what makes us human. It is a call to 
action for policymakers, technologists, scholars, and citizens to work together in building a 
future where artificial intelligence serves humanity rather than dominates it, where technology 
enhances rather than diminishes human freedom, where the mind remains sovereign even as 
machines become intelligent.

---

INTRODUCTION: THE DIGITAL DAWN AND LEGISLATIVE INCAPACITY

0.1 From Industrial Revolution to Cognitive Revolution: A Radical Shift in Power Balances

The history of human civilization can be understood as a series of technological revolutions, 
each fundamentally transforming the nature of society, economy, and human experience. The 
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first industrial revolution, powered by steam and mechanization, transformed agrarian societies 
into industrial ones, creating new forms of labor, new social classes, and new patterns of urban 
life. The second industrial revolution, powered by electricity and mass production, created the 
modern consumer society, with its factories, assembly lines, and standardized goods. The third 
industrial revolution, powered by computers and digital networks, created the information age, 
with its global connectivity, instant communication, and knowledge-based economy.

Now we stand at the threshold of a fourth revolution, one that is qualitatively different from all 
that came before. The cognitive revolution, powered by artificial intelligence and neural 
technologies, does not merely transform how we produce goods or process information. It 
transforms how we think, how we decide, how we understand ourselves and the world around 
us. It penetrates not only the external world of tools and machines but the internal world of mind 
and consciousness. It challenges not only our economic arrangements but our very conception 
of what it means to be human.

This revolution represents a radical shift in power balances, not only between nations and 
corporations but between humans and machines, between individual agency and algorithmic 
determination, between authentic thought and artificial influence. The entities that control AI 
technologies, that train the models, that curate the data, that design the interfaces, wield 
unprecedented power over human cognition and behavior. They can shape public opinion, 
influence elections, modify preferences, and potentially even alter personality traits. This power 
is not merely economic or political but existential, touching the very core of human identity and 
autonomy.

The shift in power balances is not only vertical, from individuals to corporations or states, but 
also horizontal, between different regions and civilizations. The nations that lead in AI 
development, primarily the United States and China, possess significant advantages in 
economic competitiveness, military capability, and geopolitical influence. The nations that lag 
behind, particularly in the Global South, face the risk of digital colonization, where their 
economies, societies, and even their cognitive environments are shaped by technologies 
developed elsewhere, according to values and priorities that may not reflect their own. This 
creates new forms of inequality and dependency that threaten to undermine the principles of 
national sovereignty and self-determination that have underpinned the international order since 
the end of colonialism.

The cognitive revolution also creates new forms of power within societies, between those who 
understand and control AI systems and those who are subject to them. The developers of 
algorithms, the trainers of models, the designers of interfaces, possess a form of epistemic 
power that allows them to shape the cognitive environment of billions of users. This power is 
often invisible, operating below the threshold of conscious awareness, making it particularly 
difficult to challenge or resist. It creates new forms of elite domination that may be more 
insidious than traditional forms of economic or political power, because it operates not through 
coercion but through manipulation, not through force but through influence, not through external 
control but through internal modification.

4 / 132



Understanding this radical shift in power balances is essential for developing effective 
governance frameworks. We cannot govern what we do not understand, and we cannot protect 
what we do not recognize as valuable. The cognitive revolution requires new forms of 
governance that address not only the external impacts of AI on economy and society but its 
internal impacts on mind and consciousness. It requires governance frameworks that protect not 
only physical safety and economic welfare but cognitive freedom and mental integrity. It requires 
governance that recognizes the unique nature of AI power and develops appropriate 
mechanisms for its limitation, oversight, and accountability.

0.2 Artificial Intelligence as an Existential Force: Not Just Technology But a Redefinition of 
Humanity

Artificial intelligence is not merely another technology in the long history of human innovation. It 
represents something qualitatively different, something that challenges our fundamental 
understanding of what it means to be human, what constitutes intelligence, consciousness, 
agency, and identity. Previous technologies, from the wheel to the computer, extended human 
capabilities but did not fundamentally alter human nature. They were tools that humans used, 
instruments that served human purposes, means to human ends. AI, particularly in its more 
advanced forms, challenges this instrumental understanding. It creates systems that can think, 
learn, decide, and potentially even feel, in ways that blur the boundary between tool and agent, 
between instrument and entity, between means and end.

This challenge to human self-understanding operates on multiple levels. At the most basic level, 
AI challenges our understanding of intelligence itself. For centuries, intelligence was considered 
the defining characteristic of humanity, the capacity that elevated us above other animals and 
justified our dominion over the natural world. AI systems that can outperform humans in specific 
cognitive tasks, from playing chess to diagnosing diseases, from writing poetry to coding 
software, force us to reconsider what intelligence means and whether it is truly unique to 
humans. If machines can be intelligent, what does that say about the nature of human 
intelligence? Is it merely a computational process that can be replicated in silicon, or does it 
involve something more, something irreducibly human?

At a deeper level, AI challenges our understanding of consciousness and subjective experience. 
Current AI systems do not possess consciousness in the way humans do, but the possibility of 
artificial consciousness, whether through advanced neural networks or brain-computer 
interfaces, raises profound philosophical questions. If a machine could be conscious, would it 
have rights? Would it deserve moral consideration? Would it be a person in the legal and ethical 
sense? These questions are not merely academic but have practical implications for how we 
design, deploy, and govern AI systems. They force us to confront the possibility that we may 
create entities that are morally considerable, that deserve protection, that cannot be treated as 
mere instruments or property.
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At the most profound level, AI challenges our understanding of human agency and free will. As 
AI systems become more sophisticated in their ability to predict, influence, and potentially 
determine human behavior, the concept of human agency comes under pressure. If our 
decisions can be predicted by algorithms, are they truly free? If our preferences can be shaped 
by personalized manipulation, are they truly our own? If our thoughts can be influenced by 
neural interfaces, are they truly authentic? These questions strike at the heart of human dignity 
and autonomy, the foundation of human rights and democratic governance. They force us to 
reconsider what it means to be a free agent in a world of intelligent machines, what constitutes 
authentic human choice, and how we can preserve human sovereignty in an age of algorithmic 
influence.

The existential nature of AI is not merely philosophical but practical. It affects how we design 
legal systems, how we structure economic arrangements, how we organize political institutions, 
how we educate future generations. It requires us to develop new concepts, new categories, 
new frameworks for understanding a world where the boundary between human and machine, 
between natural and artificial, between authentic and simulated, becomes increasingly blurred. 
It requires us to develop new forms of governance that can address challenges that previous 
generations could not have imagined, challenges that touch the very core of what it means to be 
human.

0.3 The Global Regulatory Vacuum: A Frantic Race Between Innovation and Control

The development of AI technologies has proceeded at a pace that has left regulatory 
frameworks struggling to keep up. While AI research and development have advanced 
exponentially, legal and regulatory systems have progressed linearly, if at all. This has created a 
dangerous vacuum in which powerful AI systems are developed, deployed, and scaled without 
adequate oversight, accountability, or alignment with human values. The consequences of this 
vacuum are already visible in the form of algorithmic bias, privacy violations, misinformation 
campaigns, job displacement, and potential threats to democratic processes.

The regulatory vacuum exists for multiple reasons. First, the technical complexity of AI systems 
makes them difficult to understand, let alone regulate. Many AI systems operate as black boxes, 
with decision-making processes that are opaque even to their developers. This opacity makes it 
difficult to assess risks, identify harms, or assign responsibility when things go wrong. Second, 
the speed of AI development creates a moving target for regulators. By the time a regulation is 
drafted, debated, and enacted, the technology it seeks to address may have evolved beyond 
recognition. This creates a constant game of catch-up that regulators are ill-equipped to win. 
Third, the global nature of AI development creates jurisdictional challenges. AI systems 
developed in one country can be deployed worldwide, often without regard for local laws or 
values. This creates conflicts of law, regulatory arbitrage, and difficulties in enforcement.

The vacuum is also perpetuated by powerful interests that benefit from minimal regulation. 
Technology companies, driven by competitive pressures and profit motives, often resist 
regulation that they perceive as limiting their innovation or market opportunities. They argue that 
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regulation is unnecessary, that market forces will provide adequate safeguards, that self-
regulation is sufficient. They lobby against regulatory initiatives, fund research that downplays 
risks, and promote narratives that emphasize benefits while minimizing harms. This creates a 
political environment where regulation is difficult to enact, even when the case for it is strong.

The consequences of the regulatory vacuum are severe and growing. Without adequate 
oversight, AI systems can perpetuate and amplify existing biases, discriminate against 
vulnerable populations, violate privacy rights, manipulate public opinion, and potentially even 
threaten democratic institutions. The lack of accountability means that when harms occur, 
victims have limited recourse and perpetrators face limited consequences. The absence of clear 
standards creates uncertainty for developers, users, and society as a whole, making it difficult to 
build trust in AI systems or to ensure their alignment with human values.

Addressing the regulatory vacuum requires a fundamental rethinking of how we approach 
technology governance. It requires moving from reactive regulation, which responds to harms 
after they occur, to proactive governance, which anticipates risks and prevents them before they 
materialize. It requires moving from sector-specific regulation, which addresses individual 
technologies or applications, to horizontal governance, which establishes principles and 
standards that apply across the AI ecosystem. It requires moving from national regulation, which 
is limited by jurisdictional boundaries, to international cooperation, which can address the global 
nature of AI development and deployment.

0.4 The Fundamental Question: Who Has the Right to Shape the Future of the Human Mind?

The development and deployment of AI technologies raises a fundamental question that goes to 
the heart of human dignity and sovereignty: who has the right to shape the future of the human 
mind? This question is not merely technical or economic but deeply ethical and political. It 
concerns the distribution of power over the most intimate aspects of human existence, the 
capacity to think, to feel, to decide, to imagine. It concerns the boundaries of legitimate 
authority, the limits of legitimate influence, the preservation of authentic human agency in an 
age of intelligent machines.

The question manifests in multiple forms. At the individual level, it concerns the right to cognitive 
sovereignty, the capacity to control one's own mental processes, to resist manipulation, to 
maintain authentic thought and decision-making. When AI systems can predict our preferences, 
influence our choices, or potentially even modify our neural states, who has the right to 
determine what we think, feel, and believe? Do we retain sovereignty over our own minds, or do 
we cede that sovereignty to the entities that control the algorithms that shape our cognitive 
environment?

At the societal level, the question concerns the right to shape collective cognition, to influence 
public opinion, to determine the narratives that structure social understanding. When AI systems 
can curate information, personalize content, and potentially even create synthetic media, who 
has the right to determine what information is available, what narratives are promoted, what 
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truths are recognized? Do democratic societies retain the capacity for collective self-
determination, or is that capacity undermined by algorithmic manipulation that operates below 
the threshold of conscious awareness?

At the civilizational level, the question concerns the right to shape the future of human cognition 
itself, to determine the trajectory of human development, to decide what kind of beings we will 
become. When AI technologies can potentially enhance human intelligence, extend human 
lifespan, or even merge human consciousness with artificial systems, who has the right to make 
these decisions? Do we, as a species, retain the capacity for self-determination, or do we cede 
that capacity to the entities, whether corporate or governmental, that control the technologies of 
cognitive transformation?

The question of who has the right to shape the future of the human mind is not one that can be 
answered by technical experts alone. It is a question that requires democratic deliberation, 
ethical reflection, and broad societal participation. It is a question that touches the core of 
human identity and dignity, and it demands answers that reflect our deepest values and 
aspirations. The Rakhawi Doctrine insists that the right to shape the future of the human mind 
belongs to humanity as a whole, to each individual as a sovereign being, to each society as a 
self-determining community. It insists that no entity, whether corporate, governmental, or 
technological, has the right to determine the future of human cognition without the explicit, 
informed, and revocable consent of those affected.

This insistence on cognitive sovereignty is not a rejection of AI technologies but a framework for 
their responsible development and deployment. It recognizes that AI technologies have 
enormous potential for human flourishing, for solving problems that have long challenged 
humanity, for expanding the horizons of human possibility. But it also recognizes that this 
potential can only be realized if AI development is guided by respect for human dignity, 
cognitive freedom, and democratic accountability. It insists that the future of the human mind 
must be shaped by humans, for humans, according to human values, not by algorithms, for 
profit, according to machine logic.

---

CHAPTER ONE: THE EUROPEAN SCHOOL - RISK-BASED GOVERNANCE

1.1 The European Union Artificial Intelligence Act (EU AI Act): The First Comprehensive Global 
Legislation

The European Union Artificial Intelligence Act, adopted in 2024 after years of debate and 
negotiation, represents the world's first comprehensive legal framework for artificial intelligence 
governance. It is a landmark achievement that establishes the EU as a global leader in AI 
regulation, setting standards that are likely to influence regulatory approaches worldwide. The 
Act reflects Europe's commitment to human dignity, fundamental rights, and the rule of law, 
applying these principles to the challenges posed by artificial intelligence.
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The Act is built on a risk-based approach that classifies AI systems according to their potential 
to cause harm and imposes proportionate obligations on developers and deployers. This 
approach recognizes that not all AI systems pose the same level of risk, and that regulatory 
requirements should be commensurate with the potential for harm. It also recognizes that a one-
size-fits-all approach would be either too restrictive for low-risk applications or too permissive for 
high-risk ones. The risk-based approach seeks to balance the need for innovation with the need 
for protection, allowing beneficial applications to flourish while constraining dangerous ones.

The Act establishes four categories of AI systems based on their risk level. Unacceptable risk AI 
systems are those that pose clear threats to fundamental rights and are therefore prohibited. 
These include AI systems that deploy subliminal techniques to distort behavior in ways that 
cause harm, systems that exploit vulnerabilities of specific groups such as children or persons 
with disabilities, systems used for social scoring by governments, and systems that enable real-
time remote biometric identification in publicly accessible spaces by law enforcement, with 
narrow exceptions. The prohibition of these systems reflects Europe's commitment to protecting 
human dignity and preventing the most dangerous applications of AI.

High-risk AI systems are those that pose significant potential harm to health, safety, or 
fundamental rights but are not considered unacceptable. These include AI systems used in 
critical infrastructure, education, employment, essential private services, law enforcement, 
migration and border control, justice and democratic processes, and other areas where the 
potential for harm is significant. High-risk systems are subject to strict obligations before they 
can be placed on the market, including conformity assessments, risk management systems, 
data governance requirements, technical documentation, transparency obligations, human 
oversight measures, accuracy and robustness requirements, and registration in an EU 
database. These obligations are designed to ensure that high-risk AI systems are developed 
and deployed responsibly, with adequate safeguards against potential harms.

Limited risk AI systems are those that pose specific risks related to transparency, particularly 
when they interact with humans or generate content. These include AI systems that generate or 
manipulate image, audio, or video content that could be mistaken for authentic content, 
commonly known as deepfakes. These systems are subject to specific transparency obligations, 
requiring that users be informed that they are interacting with an AI system or that content has 
been artificially generated or manipulated. The transparency obligations are designed to protect 
against deception and manipulation, ensuring that humans can distinguish between authentic 
and artificial content.

Minimal or no risk AI systems are those that pose little or no risk to fundamental rights or safety. 
These include AI systems used for video games, spam filters, and other applications where the 
potential for harm is minimal. These systems are not subject to specific obligations under the 
Act, though they must still comply with existing legislation such as data protection laws and 
consumer protection regulations. The minimal regulation of these systems reflects the principle 
of proportionality, avoiding unnecessary burdens on applications that pose little risk.
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The EU AI Act also establishes governance structures to ensure effective implementation and 
enforcement. It creates a European Artificial Intelligence Board composed of representatives 
from national supervisory authorities, tasked with ensuring consistent application of the Act 
across the EU. It requires each member state to designate national competent authorities 
responsible for implementation and enforcement. It establishes penalties for non-compliance, 
ranging from warnings and reprimands to administrative fines of up to 35 million euros or 7% of 
global annual turnover, whichever is higher. These penalties are designed to be dissuasive, 
ensuring that violations are not treated as mere costs of doing business.

The Act represents a significant achievement in AI governance, establishing clear rules, 
creating accountability mechanisms, and protecting fundamental rights. However, it also faces 
significant challenges in implementation, enforcement, and adaptation to rapidly evolving 
technologies. The coming years will determine whether the Act can achieve its ambitious goals 
of protecting human dignity while fostering innovation, or whether it will prove too rigid, too 
complex, or too difficult to enforce in practice.

1.1.1 The Hierarchical Risk Classification: From Acceptable to Prohibited

The hierarchical risk classification system at the heart of the EU AI Act represents a 
sophisticated attempt to balance the need for innovation with the need for protection. It 
recognizes that AI technologies are not monolithic but encompass a wide range of applications 
with varying levels of risk. By classifying systems according to their potential for harm, the Act 
seeks to impose regulatory requirements that are proportionate to the risks they pose, avoiding 
both over-regulation of benign applications and under-regulation of dangerous ones.

The classification system is not merely technical but reflects fundamental value judgments 
about what kinds of AI applications are acceptable in a democratic society based on human 
dignity and fundamental rights. The prohibition of unacceptable risk systems reflects a judgment 
that certain applications are so fundamentally incompatible with human dignity that they cannot 
be tolerated under any circumstances. These include systems that manipulate human behavior 
in ways that cause harm, systems that exploit vulnerabilities, systems that enable social scoring, 
and systems that enable pervasive surveillance. The prohibition of these systems is not based 
on a judgment that they are technologically impossible or economically unfeasible but on a 
judgment that they are morally unacceptable, that they violate fundamental principles of human 
dignity and freedom.

The strict regulation of high-risk systems reflects a judgment that these applications, while 
potentially beneficial, pose significant risks that must be carefully managed. These include 
systems used in critical infrastructure, where failures could cause widespread harm; systems 
used in education, where bias could perpetuate inequality; systems used in employment, where 
discrimination could deny opportunities; systems used in law enforcement, where errors could 
violate rights; and systems used in migration and border control, where failures could have life-
or-death consequences. The regulation of these systems is designed to ensure that they are 
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developed and deployed with adequate safeguards, that their risks are identified and managed, 
that their impacts are monitored and evaluated, and that they remain subject to human oversight 
and control.

The transparency requirements for limited risk systems reflect a judgment that deception and 
manipulation are significant risks in the AI age, particularly when AI systems generate content 
that could be mistaken for authentic human expression. The rise of deepfakes, synthetic media, 
and AI-generated content creates new possibilities for deception, manipulation, and 
undermining of trust. The transparency requirements are designed to ensure that humans can 
distinguish between authentic and artificial content, that they can make informed decisions 
about what to believe and trust, and that they are not manipulated by content they do not 
recognize as artificial.

The minimal regulation of low-risk systems reflects a judgment that not all AI applications 
require specific regulatory intervention, that existing legal frameworks are often sufficient to 
address potential harms, and that excessive regulation could stifle innovation without providing 
corresponding benefits. This recognition of regulatory limits is important, as it avoids the 
temptation to regulate everything and focuses regulatory resources on areas where they are 
most needed.

The hierarchical classification system is not without its challenges. The boundaries between risk 
categories are not always clear, and the classification of specific applications can be 
contentious. The pace of technological change means that new applications may emerge that 
do not fit neatly into existing categories, requiring ongoing adaptation and interpretation. The 
global nature of AI development means that systems developed outside the EU may not be 
classified according to EU standards, creating challenges for enforcement and compliance. 
Despite these challenges, the hierarchical classification system represents a significant 
achievement in AI governance, providing a framework for proportionate, risk-based regulation 
that can be adapted and refined as experience accumulates.

1.1.2 High-Risk Systems: Transparency and Accountability Requirements

The regulation of high-risk AI systems under the EU AI Act represents the most significant and 
complex aspect of the framework. These systems, which include applications in critical 
infrastructure, education, employment, healthcare, law enforcement, and other areas where the 
potential for harm is significant, are subject to comprehensive obligations designed to ensure 
their responsible development and deployment. These obligations reflect the recognition that 
high-risk AI systems can have profound impacts on human lives, rights, and opportunities, and 
that they must be subject to rigorous oversight and accountability.

The conformity assessment requirement is the cornerstone of the high-risk regulatory 
framework. Before a high-risk AI system can be placed on the market or put into service, it must 
undergo a conformity assessment to verify that it meets the requirements of the Act. This 
assessment can be conducted internally by the provider, for systems based on harmonized 
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standards, or by a third-party notified body, for systems that pose particularly significant risks. 
The assessment verifies that the system has adequate risk management measures, that it is 
based on appropriate data governance practices, that it has adequate technical documentation, 
that it meets transparency requirements, that it is subject to human oversight, that it meets 
accuracy and robustness requirements, and that it is registered in the EU database.

The risk management system requirement obliges providers of high-risk AI systems to establish, 
implement, document, and maintain a risk management system throughout the entire lifecycle of 
the system. This system must include risk identification and analysis, risk estimation and 
evaluation, risk treatment measures, and monitoring and review processes. The risk 
management system must be proportionate to the risks posed by the system and must be 
updated as new risks emerge or as the system is modified. This requirement reflects the 
recognition that AI systems are not static but evolve over time, and that risk management must 
be an ongoing process rather than a one-time assessment.

The data governance requirement obliges providers to ensure that the data used to train, 
validate, and test high-risk AI systems is subject to appropriate data governance and 
management practices. This includes requirements for data quality, data relevance, data 
representativeness, and data accuracy. It also includes requirements to identify and mitigate 
potential biases in the data that could lead to discriminatory outcomes. The data governance 
requirement reflects the recognition that AI systems are only as good as the data they are 
trained on, and that poor data quality or biased data can lead to poor or discriminatory 
outcomes.

The technical documentation requirement obliges providers to create and maintain 
comprehensive technical documentation that demonstrates the system's compliance with the 
Act. This documentation must include information about the system's intended purpose, its 
design and development process, its risk management system, its data governance practices, 
its performance metrics, and its monitoring and maintenance procedures. The technical 
documentation must be kept up to date and must be made available to national authorities upon 
request. This requirement reflects the recognition that transparency is essential for 
accountability, and that authorities must have access to information about AI systems to 
effectively oversee them.

The transparency requirement obliges providers to ensure that high-risk AI systems are 
sufficiently transparent to enable users to understand and appropriately use them. This includes 
requirements to provide clear and adequate information about the system's capabilities and 
limitations, to ensure that the system's outputs are interpretable, and to provide adequate 
instructions for use. The transparency requirement reflects the recognition that users must be 
able to understand AI systems to use them effectively and to identify potential problems or 
biases.

The human oversight requirement obliges providers to ensure that high-risk AI systems are 
subject to adequate human oversight throughout their lifecycle. This includes requirements to 
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design systems in ways that enable effective human oversight, to provide adequate tools and 
information for human overseers, and to ensure that human overseers have the authority and 
competence to intervene when necessary. The human oversight requirement reflects the 
recognition that AI systems should not operate autonomously in high-stakes situations, that 
human judgment and values must remain central to decision-making, and that accountability 
requires human responsibility.

The accuracy and robustness requirements oblige providers to ensure that high-risk AI systems 
achieve appropriate levels of accuracy, robustness, and cybersecurity throughout their lifecycle. 
This includes requirements to test systems under a range of conditions, to monitor their 
performance over time, to implement measures to ensure resilience against errors and failures, 
and to implement cybersecurity measures to protect against unauthorized access or 
manipulation. These requirements reflect the recognition that AI systems must be reliable and 
secure, particularly when they are used in high-stakes situations where errors or failures could 
have serious consequences.

The registration requirement obliges providers to register high-risk AI systems in an EU 
database before they are placed on the market or put into service. This database is publicly 
accessible and provides information about the systems, their providers, and their intended uses. 
The registration requirement reflects the recognition that transparency is essential for 
accountability, and that the public has a right to know about AI systems that may affect their 
lives.

Together, these requirements create a comprehensive framework for the responsible 
development and deployment of high-risk AI systems. They are designed to ensure that these 
systems are safe, transparent, accountable, and aligned with human values. However, they also 
create significant compliance burdens for providers, particularly small and medium-sized 
enterprises that may lack the resources to meet these requirements. The coming years will 
determine whether the framework can achieve its goals without stifling innovation or creating 
excessive barriers to entry.

1.1.3 Deterrent Penalties: Up to 7% of Global Revenue

The enforcement mechanisms of the EU AI Act represent one of its most powerful features, 
establishing penalties that are designed to be truly dissuasive and to ensure that violations are 
not treated as mere costs of doing business. The Act establishes a tiered penalty structure that 
imposes increasingly severe sanctions for increasingly serious violations, with maximum 
penalties reaching up to 35 million euros or 7% of global annual turnover, whichever is higher, 
for the most serious violations.

The penalty structure reflects the principle of proportionality, ensuring that penalties are 
commensurate with the severity of the violation and the potential for harm. For violations of 
prohibited AI practices, the maximum penalty is 35 million euros or 7% of global annual 
turnover. This reflects the judgment that deploying prohibited AI systems is among the most 
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serious violations, posing clear threats to fundamental rights and human dignity. For violations 
of requirements for high-risk AI systems, the maximum penalty is 15 million euros or 3% of 
global annual turnover. This reflects the judgment that failures to comply with high-risk 
requirements are serious but less severe than deploying prohibited systems. For supply of 
incorrect information to authorities, the maximum penalty is 7.5 million euros or 1.5% of global 
annual turnover. This reflects the judgment that providing false or misleading information is a 
serious violation but less severe than substantive non-compliance.

The penalties are not merely financial but can also include orders to withdraw AI systems from 
the market, to cease their use, or to bring them into compliance. These non-financial penalties 
can be particularly powerful, as they can effectively shut down non-compliant systems and 
prevent them from causing further harm. The Act also provides for penalties for small and 
medium-sized enterprises and start-ups, ensuring that the penalty structure is proportionate to 
the size and resources of the violator.

The penalty structure is designed to create strong incentives for compliance, ensuring that 
providers and deployers take their obligations seriously and invest in the systems and 
processes necessary to meet them. The high maximum penalties, particularly for prohibited 
practices, send a clear message that violations will not be tolerated and that the costs of non-
compliance far exceed any potential benefits. This is particularly important in the AI context, 
where the potential profits from non-compliant systems can be substantial, and where the 
temptation to cut corners or ignore requirements can be strong.

The enforcement of penalties is the responsibility of national competent authorities, which are 
required to establish effective enforcement mechanisms and to cooperate with each other and 
with the European Artificial Intelligence Board to ensure consistent application across the EU. 
The authorities have investigative powers to request information, conduct audits, and access 
premises, and they can impose penalties after providing the violator with an opportunity to be 
heard. The Act also provides for judicial review of enforcement decisions, ensuring that violators 
have access to due process and can challenge penalties they believe are unjustified.

The penalty structure represents a significant achievement in AI governance, establishing 
enforcement mechanisms that are strong enough to deter violations and ensure compliance. 
However, its effectiveness will depend on the willingness and capacity of national authorities to 
enforce it, on the availability of resources for monitoring and investigation, and on the ability to 
detect violations in a rapidly evolving technological landscape. The coming years will test 
whether the penalty structure can achieve its deterrent effect in practice, or whether 
enforcement gaps, resource constraints, or technological complexity will undermine its 
effectiveness.

1.2 European Philosophy: Human Dignity Above Innovation

The EU AI Act is not merely a technical regulatory framework but reflects a deeper philosophical 
commitment to human dignity, fundamental rights, and the primacy of ethical considerations 
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over economic interests. This commitment is rooted in Europe's historical experience with 
totalitarianism, war, and human rights abuses, which has created a deep-seated commitment to 
building societies based on the rule of law, protection of fundamental rights, and respect for 
human dignity. It is also rooted in Europe's social democratic tradition, which emphasizes the 
role of the state in protecting citizens from market failures, ensuring social solidarity, and 
promoting the common good.

The European approach to AI governance reflects several core philosophical principles. First, it 
reflects the principle of human dignity as the foundation of all rights and the ultimate value that 
must be protected. The Act begins with a recognition that AI systems must be developed and 
deployed in ways that respect human dignity, and it prohibits applications that are fundamentally 
incompatible with this principle. This reflects the European commitment to the idea that human 
beings are ends in themselves, not means to economic or technological ends, and that no 
technological advancement can justify violations of human dignity.

Second, it reflects the precautionary principle, which holds that when an activity raises threats of 
harm to human health or the environment, precautionary measures should be taken even if 
some cause-and-effect relationships are not fully established scientifically. The Act applies this 
principle to AI, requiring that high-risk systems demonstrate safety and compliance before they 
can be deployed, rather than allowing deployment and addressing harms after they occur. This 
reflects the European commitment to the idea that it is better to prevent harm than to remedy it, 
that the burden of proof should be on those who propose potentially dangerous activities, and 
that uncertainty should not be used as an excuse for inaction.

Third, it reflects the principle of fundamental rights as trumps, which holds that certain rights are 
so fundamental that they cannot be overridden by competing interests, including economic 
interests. The Act prohibits AI applications that violate fundamental rights, regardless of their 
potential economic benefits, and it requires that high-risk systems respect fundamental rights 
throughout their lifecycle. This reflects the European commitment to the idea that rights are not 
negotiable, that they cannot be traded off against economic efficiency or technological progress, 
and that they must be protected even when doing so is costly or inconvenient.

Fourth, it reflects the principle of social solidarity, which holds that society has a collective 
responsibility to protect its members from harm, to ensure fair distribution of benefits and 
burdens, and to promote the common good. The Act applies this principle to AI governance, 
requiring that AI systems be developed and deployed in ways that promote social welfare, that 
do not exacerbate inequalities, and that are subject to democratic oversight and accountability. 
This reflects the European commitment to the idea that technology should serve society, not the 
other way around, that economic progress should benefit all members of society, and that 
technological development should be guided by democratic values and social priorities.

The European philosophical approach stands in contrast to other approaches, particularly the 
American emphasis on innovation and market freedom, and the Chinese emphasis on state 
control and national strategy. The European approach prioritizes rights over innovation, 
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protection over speed, dignity over efficiency. It reflects a different vision of the relationship 
between technology and society, one in which technology is subordinate to human values, in 
which progress is measured not only by economic growth but by human flourishing, and in 
which the ultimate purpose of technology is to serve human beings, not to transform them.

This philosophical foundation gives the European approach both strengths and limitations. Its 
strength lies in its clear commitment to human values, its comprehensive protection of 
fundamental rights, and its insistence that technology must serve humanity rather than dominate 
it. Its limitation lies in its potential to stifle innovation, to create excessive regulatory burdens, 
and to put European companies at a competitive disadvantage compared to competitors in 
jurisdictions with less restrictive regulations. The challenge for Europe is to maintain its 
commitment to human dignity and fundamental rights while finding ways to foster innovation and 
competitiveness, to protect its citizens while enabling its companies to thrive in the global AI 
economy.

1.2.1 Privacy as a Fundamental Right: The GDPR Legacy

The European approach to AI governance is deeply influenced by the legacy of the General 
Data Protection Regulation (GDPR), which established privacy as a fundamental right and 
created a comprehensive framework for data protection that has become a global standard. The 
GDPR, adopted in 2016 and enforceable since 2018, was groundbreaking in its recognition that 
personal data is not merely a commodity to be traded but an extension of the person that 
deserves protection. It established principles of data minimization, purpose limitation, storage 
limitation, accuracy, integrity, and accountability that have shaped data protection practices 
worldwide.

The GDPR's influence on the EU AI Act is profound and multifaceted. First, it established the 
precedent that comprehensive regulation of digital technologies is both possible and necessary, 
that the EU can enact ambitious legislation that protects fundamental rights while fostering 
innovation. The success of the GDPR in creating a unified data protection framework across the 
EU, despite initial concerns about complexity and compliance costs, provided a model and a 
precedent for the AI Act.

Second, the GDPR established the principle that data protection authorities can be powerful 
enforcement actors, with the ability to investigate violations, impose significant penalties, and 
shape industry practices. The experience of data protection authorities in enforcing the GDPR, 
particularly in dealing with large technology companies, provided valuable lessons for the 
design of enforcement mechanisms in the AI Act.

Third, the GDPR established the concept of data protection by design and by default, requiring 
that data protection considerations be integrated into the design of systems and processes from 
the outset, rather than added as an afterthought. This concept is extended in the AI Act through 
requirements for risk management, data governance, and human oversight that must be 
integrated into the development of AI systems from the beginning.
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Fourth, the GDPR established the principle of extraterritorial application, requiring that any 
organization processing personal data of EU residents comply with the regulation, regardless of 
where the organization is located. This principle is extended in the AI Act, which applies to 
providers and deployers of AI systems in the EU, as well as to providers outside the EU whose 
AI systems are used in the EU. This ensures that the regulations cannot be circumvented by 
locating operations outside the EU.

The GDPR legacy also includes challenges that the AI Act must address. The complexity of 
GDPR compliance has created significant burdens, particularly for small and medium-sized 
enterprises. The enforcement of GDPR has been uneven across member states, with some 
authorities more active and effective than others. The global nature of data flows has created 
jurisdictional conflicts and enforcement challenges. The AI Act must learn from these challenges 
to create a framework that is effective but not overly burdensome, consistent but flexible, 
comprehensive but practicable.

The GDPR also established the concept of the Brussels Effect, whereby EU regulations become 
global standards because companies choose to apply them globally to simplify compliance, 
because other jurisdictions adopt similar regulations, or because the EU uses its market power 
to require compliance as a condition of market access. The GDPR has had significant Brussels 
Effect, influencing data protection laws in California, Brazil, Japan, and other jurisdictions. The 
AI Act is likely to have similar effects, particularly if it proves effective in practice and if the EU 
uses its market power to require compliance from global AI providers.

The privacy legacy of the GDPR is particularly important for AI governance because AI systems 
are fundamentally data-driven, relying on large amounts of data for training, validation, and 
operation. The protection of personal data is therefore essential for protecting the rights and 
interests of individuals affected by AI systems. The AI Act builds on the GDPR foundation to 
create a comprehensive framework that protects not only personal data but also fundamental 
rights more broadly, recognizing that AI systems can affect rights in ways that go beyond data 
protection, including rights to non-discrimination, to freedom of expression, to freedom of 
assembly, and to human dignity itself.

1.2.2 The Precautionary Principle: Better to Slow Down Than to Lose Humanity

The precautionary principle is a cornerstone of European regulatory philosophy, reflecting a 
deep-seated commitment to the idea that it is better to prevent harm than to remedy it, that 
uncertainty should not be used as an excuse for inaction, and that the burden of proof should be 
on those who propose potentially dangerous activities. This principle has its roots in German 
environmental law of the 1970s and has since been incorporated into EU treaties and numerous 
pieces of legislation, including those governing chemicals, food safety, environmental 
protection, and now artificial intelligence.
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The application of the precautionary principle to AI governance reflects the recognition that AI 
technologies pose unprecedented risks that are difficult to predict, quantify, or mitigate. Unlike 
previous technologies, AI systems can learn, adapt, and evolve in ways that may not be fully 
understood even by their developers. They can be deployed at scale, affecting millions or 
billions of people simultaneously. They can operate in opaque ways, making decisions that are 
difficult to explain or challenge. They can be used for purposes that were not intended by their 
developers, including malicious purposes that cause significant harm.

The precautionary approach to AI governance requires that AI systems demonstrate safety and 
compliance before they can be deployed, particularly for high-risk applications. It requires that 
providers identify and mitigate potential risks before they materialize, rather than waiting for 
harms to occur and addressing them after the fact. It requires that uncertainty be treated as a 
reason for caution, not as a reason for proceeding with deployment. It requires that the burden 
of proof be on providers to demonstrate that their systems are safe, rather than on regulators or 
affected individuals to demonstrate that they are dangerous.

The precautionary approach has significant implications for AI development and deployment. It 
slows down the pace of deployment, as systems must undergo rigorous testing and assessment 
before they can be used. It increases the costs of development, as providers must invest in risk 
management, testing, documentation, and compliance. It creates barriers to entry, particularly 
for small and medium-sized enterprises that may lack the resources to meet regulatory 
requirements. It potentially puts European companies at a competitive disadvantage compared 
to competitors in jurisdictions with less precautionary approaches.

However, the precautionary approach also has significant benefits. It prevents harms before 
they occur, protecting individuals and society from the negative consequences of poorly 
designed or deployed AI systems. It builds trust in AI technologies, as users can have 
confidence that systems have been rigorously tested and assessed. It promotes responsible 
innovation, encouraging developers to consider risks and impacts from the outset rather than as 
an afterthought. It protects fundamental rights, ensuring that technological progress does not 
come at the cost of human dignity, freedom, or equality.

The precautionary approach reflects a particular vision of the relationship between technology 
and society, one in which technology is subordinate to human values, in which progress is 
measured not only by speed or efficiency but by safety and human flourishing, and in which the 
potential for harm is taken seriously even when it is uncertain or difficult to quantify. It stands in 
contrast to approaches that prioritize speed and innovation over caution and protection, that 
treat uncertainty as a reason for proceeding rather than for pausing, and that place the burden 
of proof on those who are harmed rather than on those who propose potentially dangerous 
activities.

The challenge for European AI governance is to apply the precautionary principle in ways that 
are effective but not excessive, that protect against real risks without stifling beneficial 
innovation, that are proportionate to the level of risk, and that can adapt as understanding of 
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risks evolves. This requires careful calibration of regulatory requirements, ongoing monitoring 
and evaluation of impacts, and willingness to adjust approaches as experience accumulates. It 
also requires international cooperation, as precautionary approaches in one jurisdiction can 
create competitive disadvantages if not matched by similar approaches elsewhere.

1.2.3 Balancing Ethics and Economy: Can They Be Reconciled?

One of the most significant challenges for European AI governance is the tension between 
ethical considerations and economic competitiveness. The EU AI Act, with its comprehensive 
protections for fundamental rights and its strict requirements for high-risk systems, creates 
significant compliance costs and regulatory burdens that could potentially put European 
companies at a competitive disadvantage compared to competitors in jurisdictions with less 
restrictive regulations. This tension raises the fundamental question of whether ethical 
governance and economic competitiveness can be reconciled, or whether Europe must choose 
between protecting its citizens and maintaining its technological leadership.

The European response to this tension has been to argue that ethical governance and 
economic competitiveness are not opposed but complementary, that strong regulation can 
foster innovation by creating trust, providing legal certainty, and establishing global standards. 
This argument is based on several premises. First, it is based on the premise that trust is 
essential for the adoption of AI technologies, that users will not adopt systems they do not trust, 
and that strong regulation can build trust by ensuring that systems are safe, transparent, and 
accountable. Second, it is based on the premise that legal certainty is essential for investment, 
that companies need clear rules to plan their operations, and that comprehensive regulation can 
provide this certainty by establishing clear requirements and procedures. Third, it is based on 
the premise that global standards are essential for market access, that companies that comply 
with high standards can access multiple markets, and that European regulation can become a 
global standard through the Brussels Effect.

The European argument also emphasizes that ethical governance can drive innovation by 
focusing development on applications that are socially beneficial, by encouraging the 
development of technologies that respect fundamental rights, and by creating market 
opportunities for companies that can demonstrate compliance. It argues that the AI Act is not 
anti-innovation but pro-responsible innovation, that it channels innovation in directions that 
benefit society rather than harm it, and that it creates opportunities for European companies to 
lead in the development of trustworthy AI.

However, the European argument faces significant challenges. The compliance costs of the AI 
Act are substantial, particularly for small and medium-sized enterprises that may lack the 
resources to meet complex regulatory requirements. The regulatory uncertainty created by a 
new and evolving regulatory framework can discourage investment, as companies may be 
reluctant to commit resources to a regulatory environment that is not yet stable. The competitive 
disadvantage created by strict regulation can be significant, particularly when competitors in 
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other jurisdictions can develop and deploy systems more quickly and cheaply without similar 
regulatory burdens.

The empirical evidence on the relationship between regulation and innovation is mixed. Some 
studies suggest that strong regulation can foster innovation by creating demand for compliant 
technologies, by providing legal certainty that encourages investment, and by establishing 
standards that facilitate market access. Other studies suggest that excessive regulation can 
stifle innovation by increasing costs, creating barriers to entry, and diverting resources from 
research and development to compliance. The truth likely lies somewhere in between, with the 
impact of regulation depending on its design, implementation, and the specific context.

The challenge for European AI governance is to design a regulatory framework that protects 
fundamental rights and promotes ethical governance while minimizing unnecessary burdens on 
innovation and competitiveness. This requires careful calibration of regulatory requirements, 
ensuring that they are proportionate to the risks they address, that they are clear and 
predictable, that they are implemented consistently across member states, and that they are 
adapted as experience accumulates. It also requires support for companies, particularly small 
and medium-sized enterprises, to help them meet regulatory requirements, through guidance, 
resources, and simplified procedures. It requires international cooperation to ensure that 
European standards do not create unnecessary competitive disadvantages, through mutual 
recognition, harmonization, and dialogue with other jurisdictions.

The reconciliation of ethics and economy is not a one-time achievement but an ongoing process 
of balancing, adjusting, and learning. It requires willingness to experiment, to monitor impacts, 
to adjust approaches, and to learn from experience. It requires recognition that both ethics and 
economy are important, that neither can be sacrificed for the other, and that the goal is to find 
ways to advance both simultaneously. The European approach to AI governance represents an 
ambitious attempt to achieve this reconciliation, and its success or failure will have implications 
not only for Europe but for the global development of AI technologies and governance 
frameworks.

1.3 Challenges and Criticisms

The EU AI Act, despite its ambitious goals and comprehensive framework, faces significant 
challenges and criticisms that will test its effectiveness and sustainability in the coming years. 
These challenges range from practical implementation difficulties to fundamental philosophical 
disagreements, from competitive concerns to enforcement gaps. Understanding these 
challenges is essential for evaluating the European approach and for identifying ways to 
strengthen it.

1.3.1 Excessive Bureaucracy: Does It Stifle European Innovation?

One of the most common criticisms of the EU AI Act is that it creates excessive bureaucratic 
burdens that stifle European innovation and put European companies at a competitive 
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disadvantage. The Act's comprehensive requirements for high-risk systems, including 
conformity assessments, risk management systems, data governance, technical documentation, 
transparency obligations, human oversight, accuracy and robustness requirements, and 
registration, create significant compliance costs and administrative burdens. These burdens are 
particularly challenging for small and medium-sized enterprises and start-ups, which may lack 
the resources, expertise, and scale to meet complex regulatory requirements efficiently.

The bureaucratic burden criticism is based on several observations. First, the compliance costs 
of the AI Act are substantial, with estimates suggesting that high-risk AI providers may need to 
invest hundreds of thousands or even millions of euros in compliance activities, including risk 
assessments, documentation, testing, and ongoing monitoring. These costs can be prohibitive 
for smaller companies, creating barriers to entry and limiting competition. Second, the 
complexity of the regulatory framework creates uncertainty and confusion, with companies 
struggling to understand their obligations, to interpret ambiguous provisions, and to navigate 
complex procedures. This uncertainty can discourage investment and innovation, as companies 
may be reluctant to commit resources to a regulatory environment that is not yet stable or clear. 
Third, the administrative procedures required by the Act, including conformity assessments, 
registration, and reporting, create delays and overhead that can slow down development and 
deployment, putting European companies at a disadvantage compared to competitors in 
jurisdictions with less bureaucratic requirements.

The bureaucratic burden criticism raises fundamental questions about the relationship between 
regulation and innovation. Does strong regulation necessarily stifle innovation, or can it foster 
innovation by creating trust, providing legal certainty, and establishing standards? Is the 
European approach too restrictive, or is it appropriately cautious given the risks posed by AI 
technologies? Can the regulatory burden be reduced without compromising protection of 
fundamental rights?

The European response to this criticism has been to argue that the regulatory burden is 
necessary and proportionate, that it is designed to protect fundamental rights while fostering 
responsible innovation, and that it includes provisions to support small and medium-sized 
enterprises. The Act includes simplified procedures for small and medium-sized enterprises, 
technical support and guidance from national authorities, and regulatory sandboxes that allow 
companies to test innovative applications in controlled environments. The European 
Commission has also committed to providing guidance, support, and resources to help 
companies comply with the Act, and to monitor its impacts and adjust requirements as 
necessary.

However, the bureaucratic burden criticism cannot be dismissed lightly. The evidence from 
other regulatory frameworks, including the GDPR, suggests that compliance costs can be 
significant, particularly for smaller companies, and that regulatory complexity can create 
uncertainty and confusion. The competitive disadvantage created by strict regulation is real, 
particularly when competitors in other jurisdictions can develop and deploy systems more 
quickly and cheaply. The risk of stifling innovation is particularly concerning in the AI context, 
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where the pace of technological change is rapid and where competitive advantage can be 
decisive.

Addressing the bureaucratic burden challenge requires careful calibration of regulatory 
requirements, ensuring that they are proportionate to the risks they address, that they are clear 
and predictable, that they are implemented efficiently, and that they are adapted as experience 
accumulates. It requires ongoing monitoring of the Act's impacts on innovation and 
competitiveness, with willingness to adjust requirements if they prove excessive or 
counterproductive. It requires support for companies, particularly small and medium-sized 
enterprises, to help them meet regulatory requirements efficiently. It requires international 
cooperation to ensure that European standards do not create unnecessary competitive 
disadvantages, through mutual recognition, harmonization, and dialogue with other jurisdictions.

The bureaucratic burden challenge is not unique to the EU AI Act but is a general challenge for 
technology regulation. Finding the right balance between protection and innovation, between 
caution and speed, between comprehensive oversight and efficient deployment, is a 
fundamental challenge for all regulatory frameworks. The European approach represents one 
attempt to address this challenge, and its success or failure will provide valuable lessons for 
other jurisdictions developing their own AI governance frameworks.

1.3.2 The Gap with the United States and China: Increasing Technological Lag

Another significant criticism of the EU AI Act is that it creates a growing technological gap 
between Europe and the leading AI powers, particularly the United States and China. While 
Europe focuses on regulation and protection, the United States and China are investing heavily 
in AI research, development, and deployment, with the United States leading in foundational AI 
research and commercial applications, and China leading in AI deployment at scale and state-
directed AI development. This technological lag raises concerns about Europe's ability to 
compete in the global AI economy, to maintain technological sovereignty, and to influence 
global AI governance.

The technological gap criticism is based on several observations. First, investment in AI 
research and development is significantly higher in the United States and China than in Europe, 
with both countries investing tens of billions of dollars annually in AI, compared to much lower 
levels in Europe. This investment gap translates into advantages in talent, infrastructure, and 
technological capability. Second, the number of AI companies and start-ups is significantly 
higher in the United States and China, with both countries hosting the majority of the world's 
leading AI companies and a vibrant ecosystem of start-ups. Europe has far fewer AI companies 
and start-ups, and those that exist are often smaller and less well-funded. Third, the deployment 
of AI applications is significantly more advanced in the United States and China, with both 
countries deploying AI at scale in areas such as healthcare, transportation, manufacturing, and 
government services. Europe lags behind in deployment, partly due to regulatory constraints 
and partly due to lower investment and fewer companies.
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The technological gap raises fundamental questions about Europe's role in the global AI 
economy. Can Europe remain a technological leader while maintaining strict regulation, or must 
it choose between regulation and competitiveness? Can Europe influence global AI governance 
if it is not a technological leader, or does influence require technological capability? Can Europe 
maintain technological sovereignty if it depends on AI technologies developed elsewhere, or 
must it develop its own capabilities?

The European response to this criticism has been to argue that technological leadership and 
strong regulation are not mutually exclusive, that Europe can be both a regulatory leader and a 
technological leader, and that strong regulation can foster innovation by creating trust, providing 
legal certainty, and establishing global standards. The European Commission has launched 
several initiatives to boost European AI capabilities, including the Coordinated Plan on AI, the 
Digital Europe Programme, and Horizon Europe, which together provide billions of euros in 
funding for AI research, development, and deployment. The Commission has also emphasized 
the importance of public-private partnerships, international cooperation, and talent development 
to strengthen European AI capabilities.

However, the technological gap criticism raises legitimate concerns about Europe's ability to 
compete in the global AI economy. The investment gap is substantial and difficult to close 
quickly. The talent gap is significant, with many of the world's leading AI researchers and 
entrepreneurs based in the United States or China. The infrastructure gap is real, with Europe 
having fewer large-scale computing resources and less data available for training AI systems. 
The ecosystem gap is concerning, with Europe having fewer successful AI companies and a 
less vibrant start-up environment.

Addressing the technological gap challenge requires a multi-faceted strategy that combines 
regulatory reform with investment, talent development, and ecosystem building. It requires 
ensuring that regulatory requirements are proportionate and efficient, that they do not create 
unnecessary barriers to innovation, and that they are implemented in ways that support rather 
than hinder development. It requires significant investment in AI research, development, and 
infrastructure, to close the gap with the United States and China. It requires talent development, 
through education, training, and attraction of international talent, to build the human capital 
necessary for AI leadership. It requires ecosystem building, through support for start-ups, 
public-private partnerships, and international collaboration, to create a vibrant environment for 
AI innovation.

The technological gap challenge is not insurmountable but requires sustained commitment, 
significant resources, and strategic vision. Europe has strengths in research, in engineering, in 
ethical governance, and in market size that can be leveraged to build AI capabilities. But it also 
faces challenges in investment, in talent, in infrastructure, and in ecosystem that must be 
addressed if it is to remain competitive in the global AI economy. The success or failure of 
Europe's response to this challenge will determine not only its economic future but its ability to 
influence global AI governance and to ensure that AI development aligns with European values 
and interests.
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1.3.3 Implementation Difficulty: Who Watches the Watchers?

A third significant challenge for the EU AI Act is the difficulty of implementation and 
enforcement, raising the question of who will ensure that the Act's requirements are met, that its 
prohibitions are respected, and that its penalties are applied. The Act creates a complex 
governance structure involving the European Artificial Intelligence Board, national competent 
authorities, notified bodies, and the European Commission, each with different roles and 
responsibilities. This multi-layered governance structure raises concerns about coordination, 
consistency, capacity, and accountability.

The implementation difficulty challenge is based on several observations. First, the governance 
structure is complex, with multiple actors at different levels having different roles and 
responsibilities. The European Artificial Intelligence Board is responsible for ensuring consistent 
application across the EU, national competent authorities are responsible for implementation 
and enforcement in their respective countries, notified bodies are responsible for conformity 
assessments, and the European Commission has overall responsibility for the Act's application. 
This complexity creates risks of coordination failures, inconsistent application, gaps in oversight, 
and confusion about responsibilities. Second, the capacity of national authorities varies 
significantly across member states, with some having well-resourced and experienced 
authorities and others having authorities that are under-resourced, inexperienced, or lacking in 
expertise. This variation creates risks of uneven enforcement, with some member states 
enforcing the Act strictly and others enforcing it loosely, creating competitive distortions and 
undermining the goal of consistent application. Third, the technical complexity of AI systems 
creates challenges for oversight and enforcement, as authorities may lack the expertise to 
assess complex AI systems, to identify risks and violations, and to evaluate compliance. This 
expertise gap creates risks of ineffective oversight, with authorities unable to detect 
sophisticated violations or to evaluate complex systems.

The implementation difficulty raises fundamental questions about the effectiveness of the Act. 
Can a complex, multi-layered governance structure ensure consistent and effective enforcement 
across 27 member states? Can national authorities with varying levels of capacity and expertise 
enforce the Act effectively? Can authorities without deep technical expertise oversee complex 
AI systems? Can the governance structure adapt to rapidly evolving technologies and emerging 
challenges?

The European response to this challenge has been to invest in building capacity, to provide 
guidance and support to national authorities, to promote cooperation and coordination, and to 
establish mechanisms for resolving disputes and ensuring consistency. The European 
Commission has committed to providing resources, training, and guidance to help national 
authorities implement the Act effectively. The European Artificial Intelligence Board has been 
established to promote cooperation, share best practices, and ensure consistent application. 
The Act includes provisions for mutual recognition, cooperation agreements, and dispute 
resolution mechanisms to address coordination challenges.
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However, the implementation difficulty challenge cannot be fully resolved by institutional design 
alone. It requires sustained investment in capacity building, ongoing commitment to cooperation 
and coordination, willingness to address gaps and inconsistencies, and adaptation to emerging 
challenges. It requires building technical expertise within authorities, developing tools and 
methods for overseeing complex AI systems, creating mechanisms for sharing information and 
best practices, and establishing accountability mechanisms to ensure that authorities fulfill their 
responsibilities effectively.

The implementation difficulty challenge is not unique to the EU AI Act but is a general challenge 
for technology regulation. Ensuring effective oversight of complex, rapidly evolving technologies 
requires not only good institutional design but also sustained investment, ongoing adaptation, 
and commitment to effectiveness. The success or failure of the EU AI Act will depend not only 
on the quality of its design but on the quality of its implementation, on the capacity and 
commitment of the authorities responsible for enforcement, and on the ability of the governance 
structure to adapt to emerging challenges.

---

CHAPTER TWO: THE AMERICAN SCHOOL - OPEN INNOVATION AND SELF-REGULATION

2.1 The American Model: The Free Market as a Natural Regulator

The American approach to AI governance represents a fundamentally different philosophy from 
the European approach, emphasizing innovation, market competition, and minimal government 
intervention. Rather than creating a comprehensive regulatory framework like the EU AI Act, the 
United States has favored a decentralized, sector-specific, and often voluntary approach that 
relies on market forces, corporate responsibility, and existing legal frameworks to address AI-
related challenges. This approach reflects America's historical experience with technological 
innovation, its commitment to free markets and limited government, and its belief that 
competition and consumer choice are the best mechanisms for ensuring quality and 
accountability.

The American model is not characterized by the absence of regulation but by a different kind of 
regulation, one that is more decentralized, more sector-specific, and more reliant on market 
mechanisms than the European approach. At the federal level, there is no comprehensive AI 
legislation comparable to the EU AI Act. Instead, AI governance is addressed through a 
patchwork of existing laws, agency guidance, voluntary standards, and sector-specific 
regulations. This approach reflects the American preference for incremental, pragmatic 
responses to emerging challenges, rather than comprehensive, principled frameworks.

The American model is based on several core assumptions. First, it assumes that market 
competition is the best mechanism for ensuring quality and accountability, that companies that 
develop poor or harmful AI systems will be punished by the market, and that consumer choice 
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will drive companies to develop better, safer, and more beneficial systems. Second, it assumes 
that government regulation is often inefficient, slow, and prone to capture by special interests, 
and that it can stifle innovation by creating unnecessary burdens and uncertainties. Third, it 
assumes that existing legal frameworks, including tort law, consumer protection law, anti-
discrimination law, and intellectual property law, are sufficient to address most AI-related harms, 
and that new comprehensive regulation is unnecessary. Fourth, it assumes that voluntary 
standards and industry self-regulation can be effective in addressing AI-related challenges, 
particularly when supported by government guidance and encouragement.

The American approach has several advantages. It allows for rapid innovation and deployment 
of AI technologies, without the delays and burdens of comprehensive regulatory approval. It 
leverages the dynamism and creativity of the American tech sector, which has produced many 
of the world's leading AI companies and applications. It avoids the risks of regulatory capture, 
where regulation is shaped by the interests of the regulated rather than the public interest. It 
allows for flexibility and adaptation, as different sectors and applications can develop their own 
approaches to AI governance based on their specific needs and challenges.

However, the American approach also has significant limitations. It may not adequately address 
systemic risks and harms that are not easily addressed by market mechanisms, such as 
algorithmic bias, privacy violations, or threats to democratic processes. It may create winners 
and losers, with large companies better able to navigate the regulatory environment than small 
companies or start-ups. It may not provide adequate protection for vulnerable populations who 
lack the power to demand accountability through market mechanisms. It may not address global 
challenges that require international cooperation and coordination.

The American model is evolving in response to growing concerns about AI risks and harms. The 
Biden administration issued an Executive Order on Safe, Secure, and Trustworthy Artificial 
Intelligence in October 2023, which represented the most comprehensive federal action on AI 
governance to date. The Executive Order established requirements for transparency, safety 
testing, and reporting for the most powerful AI systems, directed agencies to develop standards 
and guidelines, and launched initiatives to address AI-related challenges in areas such as 
healthcare, education, and criminal justice. However, the Executive Order is not legislation and 
does not have the force of law. It relies on voluntary compliance and agency authority rather 
than statutory mandates.

The American model also includes significant state-level activity, with states such as California, 
Colorado, and Illinois enacting their own AI-related legislation. These state laws address 
specific issues such as algorithmic discrimination, automated decision-making, and AI in 
employment, creating a patchwork of regulations that vary by jurisdiction. This state-level 
activity reflects the American federal system, where states have significant authority to regulate 
in areas not preempted by federal law, and it creates both opportunities for innovation and 
challenges for consistency and compliance.
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The American approach to AI governance represents a different vision of the relationship 
between technology, market, and state than the European approach. It prioritizes innovation 
over regulation, market mechanisms over government mandates, flexibility over 
comprehensiveness, and speed over caution. Whether this approach can adequately address 
the challenges posed by AI technologies, while maintaining America's technological leadership, 
is one of the central questions of American AI governance.

2.1.1 Absence of Comprehensive Federal Legislation: Why?

The absence of comprehensive federal AI legislation in the United States, in stark contrast to 
the European Union's AI Act, is not an accident but reflects deep-seated features of the 
American political system, legal tradition, and cultural values. Understanding why the United 
States has not enacted comprehensive AI legislation requires examining the structural, 
ideological, and practical factors that shape American governance of emerging technologies.

The structural factors include the American federal system, which divides authority between the 
federal government and the states, making comprehensive federal legislation difficult to enact. 
The American legislative process, with its requirements for bicameral approval, presidential 
signature, and often supermajorities to overcome filibusters, creates high barriers to enacting 
comprehensive legislation. The American political system, with its polarized parties, powerful 
interest groups, and frequent gridlock, makes it difficult to build the consensus necessary for 
comprehensive legislation. These structural factors create a system that is biased toward 
incremental, sector-specific, and often voluntary approaches rather than comprehensive, 
principled frameworks.

The ideological factors include the American commitment to free markets, limited government, 
and individual liberty, which creates skepticism toward comprehensive regulation. The American 
tradition of technological optimism, which views technology as a force for progress and 
improvement, creates resistance to regulation that might slow down or constrain technological 
development. The American belief in innovation and entrepreneurship as drivers of prosperity 
and progress creates preference for policies that foster innovation rather than constrain it. 
These ideological factors create a political environment where comprehensive AI regulation is 
viewed with skepticism, as potentially stifling innovation, creating unnecessary burdens, and 
limiting freedom.

The practical factors include the complexity and rapid evolution of AI technologies, which make 
comprehensive legislation difficult to draft and potentially quickly outdated. The diversity of AI 
applications, which range from healthcare to transportation to entertainment, makes it difficult to 
create a one-size-fits-all framework. The uncertainty about AI risks and impacts, which makes it 
difficult to predict what regulation is needed, creates preference for waiting and seeing rather 
than acting preemptively. These practical factors create challenges for comprehensive 
legislation that are difficult to overcome.
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The absence of comprehensive federal legislation does not mean that AI is unregulated in the 
United States. Existing federal laws, including civil rights laws, consumer protection laws, 
privacy laws, and sector-specific regulations, apply to AI systems and can be used to address 
AI-related harms. Federal agencies, including the Federal Trade Commission, the Equal 
Employment Opportunity Commission, the Department of Health and Human Services, and 
others, have authority to regulate AI in their respective domains and have issued guidance and 
taken enforcement actions related to AI. However, this patchwork of existing laws and agency 
actions is not equivalent to comprehensive legislation, and it creates gaps, inconsistencies, and 
uncertainties that comprehensive legislation could address.

The absence of comprehensive federal legislation also reflects the influence of powerful interest 
groups, particularly large technology companies that have significant resources to lobby against 
regulation. These companies argue that regulation is unnecessary, that it would stifle 
innovation, and that voluntary approaches are sufficient. They have been successful in resisting 
comprehensive legislation, at least so far, though growing public concern about AI risks and 
harms may change the political calculus in the future.

The absence of comprehensive federal legislation is likely to persist in the near term, though the 
political environment may evolve. Growing public concern about AI risks, high-profile AI failures 
and harms, and increasing awareness of the competitive challenges posed by other countries 
may create pressure for comprehensive legislation. The success or failure of state-level AI 
legislation, the effectiveness of voluntary approaches, and the evolution of AI technologies will 
all influence the future of federal AI governance. Whether the United States will eventually enact 
comprehensive federal AI legislation, and what form it will take, remains an open question that 
will shape the future of American AI governance.

2.1.2 Voluntary Standards: White House Guidelines 2023-2025

In the absence of comprehensive federal legislation, the American approach to AI governance 
has relied heavily on voluntary standards, guidelines, and commitments, particularly from the 
executive branch. The Biden administration's Executive Order on Safe, Secure, and Trustworthy 
Artificial Intelligence, issued in October 2023, represented the most significant federal action on 
AI governance, establishing a framework of voluntary commitments, agency directives, and 
initiatives to address AI-related challenges.

The Executive Order established several key requirements and initiatives. First, it required 
developers of the most powerful AI systems to share safety test results and other information 
with the government, creating a form of voluntary transparency that goes beyond what is 
required by existing law. This requirement was implemented through voluntary agreements with 
leading AI companies, including OpenAI, Google, Microsoft, Anthropic, and others, who agreed 
to provide red-teaming results, safety evaluations, and other information to the government.

Second, it directed federal agencies to develop standards, tools, and best practices for 
identifying and managing AI risks. The National Institute of Standards and Technology was 
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directed to develop frameworks for AI risk management, building on its existing Cybersecurity 
Framework. The Department of Commerce was directed to develop guidelines for AI content 
authentication and watermarking, to address the challenge of synthetic media and deepfakes. 
Other agencies were directed to develop sector-specific guidance for AI in their domains, 
including healthcare, education, criminal justice, and financial services.

Third, it launched initiatives to address AI-related challenges in specific areas. It directed the 
Department of Health and Human Services to establish a safety program for AI in healthcare. It 
directed the Department of Education to develop resources for AI in education. It directed the 
Department of Justice to address AI-related civil rights concerns. It directed agencies to address 
the impact of AI on workers, including potential job displacement and changes in working 
conditions.

Fourth, it established initiatives to promote responsible AI development and deployment. It 
directed agencies to lead by example in using AI responsibly in government operations. It 
launched initiatives to support AI research, development, and talent development. It established 
international cooperation mechanisms to promote responsible AI governance globally.

The voluntary approach has several advantages. It allows for rapid action, without the delays of 
legislative processes. It provides flexibility, allowing companies and agencies to adapt their 
approaches as technologies and challenges evolve. It builds on existing relationships and 
authorities, without requiring new legislation or regulatory structures. It encourages collaboration 
between government and industry, leveraging the expertise and resources of both sectors.

However, the voluntary approach also has significant limitations. It relies on the goodwill and 
self-interest of companies, which may not always align with the public interest. It lacks the 
enforcement mechanisms of legislation, with no penalties for non-compliance. It creates an 
uneven playing field, with some companies committing to high standards while others do not. It 
may not address systemic risks and harms that require mandatory requirements rather than 
voluntary commitments.

The voluntary approach represents a distinctly American solution to the challenge of AI 
governance, one that leverages the strengths of the American system, including its dynamism, 
flexibility, and public-private collaboration, while avoiding the perceived weaknesses of 
comprehensive regulation, including its rigidity, slowness, and potential to stifle innovation. 
Whether this approach can adequately address the challenges posed by AI technologies, or 
whether it will prove insufficient and lead to pressure for comprehensive legislation, remains to 
be seen.

The voluntary approach is also evolving, with growing recognition that voluntary commitments 
alone may not be sufficient. The Biden administration has indicated willingness to support 
legislation if voluntary approaches prove inadequate, and Congress has held numerous 
hearings and introduced various bills addressing AI-related challenges. The future of American 
AI governance may involve a combination of voluntary standards, agency guidance, sector-
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specific legislation, and potentially comprehensive framework legislation, depending on how 
challenges evolve and how effective current approaches prove to be.

2.1.3 The Role of Major Companies: Self-Regulation Under Public Pressure

In the absence of comprehensive federal legislation, major American technology companies 
have played a significant role in shaping AI governance through voluntary commitments, internal 
policies, and self-regulatory initiatives. Companies such as Google, Microsoft, OpenAI, Meta, 
Amazon, and others have established internal AI ethics principles, created ethics boards and 
review processes, published transparency reports, and made voluntary commitments to safety 
and responsibility. These corporate initiatives reflect both genuine concern about AI risks and 
responsiveness to public pressure, investor expectations, and competitive dynamics.

The corporate self-regulation approach has several manifestations. First, many companies have 
published AI principles that articulate their commitments to responsible AI development and 
deployment. These principles typically include commitments to safety, fairness, transparency, 
accountability, privacy, and social benefit. While these principles are voluntary and often vague, 
they create expectations and benchmarks that can be used to hold companies accountable.

Second, many companies have established internal governance structures for AI, including 
ethics boards, review committees, and red-teaming teams. These structures are designed to 
identify and address AI-related risks before systems are deployed, to ensure that AI 
development aligns with company values and principles, and to provide oversight and 
accountability for AI projects. The effectiveness of these structures varies significantly across 
companies, with some having robust, well-resourced governance and others having more 
limited or symbolic structures.

Third, many companies have made voluntary commitments to specific safety and transparency 
measures. These include commitments to share safety test results with the government, to 
publish model cards and system cards that document AI capabilities and limitations, to 
implement watermarking for AI-generated content, to restrict the deployment of potentially 
dangerous AI applications, and to engage with external stakeholders on AI governance. These 
commitments, while voluntary, create expectations and benchmarks that can be used to 
evaluate company performance.

Fourth, many companies have engaged in public policy discussions, participating in hearings, 
consultations, and multi-stakeholder initiatives on AI governance. This engagement reflects both 
a desire to shape policy in ways that align with their interests and a recognition that they have a 
responsibility to contribute to public discussions about AI governance.

The corporate self-regulation approach has several advantages. It allows for rapid adaptation to 
emerging challenges, as companies can update their policies and practices more quickly than 
governments can update laws and regulations. It leverages company expertise and resources, 
as companies have deep technical knowledge and significant resources to invest in AI 
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governance. It creates competitive incentives for responsibility, as companies that demonstrate 
commitment to responsible AI can gain competitive advantages in terms of reputation, customer 
trust, and investor confidence.

However, the corporate self-regulation approach also has significant limitations. It relies on 
company self-interest, which may not always align with the public interest. Companies may 
prioritize profit over safety, speed over caution, or competitive advantage over responsibility. 
Self-regulation lacks the enforcement mechanisms of government regulation, with no 
independent oversight, no penalties for non-compliance, and no accountability to the public. It 
creates an uneven playing field, with some companies adopting high standards while others do 
not. It may not address systemic risks and harms that require collective action rather than 
individual company decisions.

The effectiveness of corporate self-regulation depends on several factors, including the strength 
of public pressure, the competitiveness of the market, the commitment of company leadership, 
and the existence of external accountability mechanisms. Public pressure, through media 
coverage, civil society advocacy, and consumer activism, can create incentives for companies 
to adopt responsible practices. Market competition can create incentives for companies to 
differentiate themselves through responsibility. Leadership commitment is essential for ensuring 
that AI governance is taken seriously within companies. External accountability mechanisms, 
including independent audits, third-party certifications, and government oversight, can 
supplement self-regulation and provide additional safeguards.

The role of major companies in AI governance is likely to continue to evolve, with growing 
recognition that self-regulation alone is not sufficient. Companies are facing increasing pressure 
from investors, customers, employees, and regulators to demonstrate commitment to 
responsible AI. This pressure is likely to lead to more robust self-regulatory initiatives, greater 
transparency, and more meaningful accountability. However, it is also likely to lead to pressure 
for government regulation to complement and reinforce self-regulation, creating a more 
comprehensive and effective governance framework.

2.2 American Philosophy: Freedom First

The American approach to AI governance reflects a deeper philosophical commitment to 
freedom, innovation, and limited government that is rooted in the American founding, shaped by 
historical experience, and expressed in cultural values. This commitment to freedom first stands 
in contrast to the European commitment to dignity first and the Chinese commitment to stability 
first, representing a different vision of the relationship between technology, society, and the 
state.

The American philosophical approach is built on several core principles. First, it reflects the 
principle of individual liberty, which holds that individuals should be free to pursue their own 
goals, make their own choices, and live their own lives, subject only to the requirement that they 
not harm others. This principle extends to technology, holding that individuals should be free to 

31 / 132



develop, deploy, and use AI technologies as they see fit, subject only to the requirement that 
they not cause harm. It creates a presumption in favor of freedom, with regulation justified only 
when necessary to prevent harm.

Second, it reflects the principle of free markets, which holds that competitive markets are the 
best mechanism for allocating resources, driving innovation, and ensuring quality. This principle 
extends to AI, holding that market competition will drive companies to develop better, safer, and 
more beneficial AI systems, and that consumer choice will reward responsible companies and 
punish irresponsible ones. It creates a preference for market mechanisms over government 
mandates, for voluntary standards over legal requirements, and for decentralized decision-
making over centralized planning.

Third, it reflects the principle of limited government, which holds that government power should 
be constrained, decentralized, and subject to checks and balances. This principle extends to AI 
governance, holding that government regulation should be limited to addressing specific harms, 
should be decentralized across agencies and levels of government, and should be subject to 
democratic oversight and accountability. It creates skepticism toward comprehensive regulation, 
toward centralized governance, and toward government control of technology.

Fourth, it reflects the principle of technological optimism, which holds that technology is a force 
for progress and improvement, that it can solve problems and create opportunities, and that it 
should be embraced rather than feared. This principle extends to AI, holding that AI 
technologies have enormous potential for human benefit, that they should be developed and 
deployed to realize this potential, and that the risks they pose can be managed without 
constraining their development. It creates a preference for innovation over caution, for speed 
over deliberation, and for possibility over limitation.

The American philosophical approach has significant strengths. It fosters innovation and 
entrepreneurship, creating an environment where new ideas can be tested, new companies can 
be founded, and new technologies can be developed. It leverages the dynamism and creativity 
of the American tech sector, which has produced many of the world's leading AI companies and 
applications. It respects individual freedom and choice, allowing people to decide for themselves 
how to use AI technologies. It avoids the risks of government overreach, where regulation 
becomes excessive, rigid, or captured by special interests.

However, the American philosophical approach also has significant limitations. It may not 
adequately address systemic risks and harms that are not easily addressed by market 
mechanisms, such as algorithmic bias, privacy violations, or threats to democratic processes. It 
may create inequalities, with those who have resources and knowledge benefiting from AI while 
those who do not are left behind. It may not protect vulnerable populations who lack the power 
to demand accountability through market mechanisms. It may not address global challenges 
that require international cooperation and coordination.
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The American philosophical approach represents a particular vision of the good society, one 
that prioritizes freedom, innovation, and individual choice. Whether this vision can adequately 
address the challenges posed by AI technologies, while maintaining America's technological 
leadership and protecting its democratic values, is one of the central questions of American AI 
governance. The answer will depend not only on the effectiveness of the American approach 
but on the evolution of AI technologies, the emergence of new challenges, and the ability of the 
American system to adapt and respond.

2.2.1 Silicon Valley Legacy: Innovation Without Constraints

The American approach to AI governance is deeply influenced by the legacy of Silicon Valley, 
the iconic technology hub in California that has become synonymous with innovation, disruption, 
and the belief that technology can change the world for the better. The Silicon Valley ethos, 
born in the counterculture of the 1960s and 1970s, shaped by the personal computer revolution 
of the 1980s, amplified by the internet boom of the 1990s, and continued through the mobile 
and social media revolutions of the 2000s and 2010s, has created a powerful culture of 
technological optimism, entrepreneurial freedom, and skepticism toward government regulation.

The Silicon Valley legacy influences American AI governance in several ways. First, it creates a 
culture of move fast and break things, where the priority is on rapid innovation and deployment, 
even if this means encountering problems along the way. This culture views regulation as a 
barrier to innovation, as something that slows down development and prevents the realization of 
technology's potential. It creates resistance to comprehensive regulation, preference for 
voluntary approaches, and skepticism toward government intervention.

Second, it creates a belief in the power of technology to solve problems, including problems 
created by technology itself. This belief holds that if AI creates challenges, AI can also provide 
solutions, that the same technologies that create risks can also mitigate them, and that the best 
response to technological challenges is more technology, not more regulation. This belief 
creates optimism about AI's potential, resistance to precautionary approaches, and confidence 
in the ability of technologists to address challenges through innovation.

Third, it creates a commitment to disruption, to challenging existing institutions, norms, and 
power structures. This commitment views existing regulatory frameworks as outdated, existing 
institutions as inefficient, and existing power structures as obstacles to progress. It creates 
preference for new approaches over old ones, for decentralized solutions over centralized ones, 
and for market mechanisms over government mandates.

Fourth, it creates a global vision, where technology is seen as transcending national 
boundaries, where innovation is a global enterprise, and where the best ideas can come from 
anywhere. This vision creates resistance to national regulation, preference for global standards, 
and skepticism toward government attempts to control or constrain technology within national 
borders.
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The Silicon Valley legacy has produced remarkable achievements, including many of the 
world's leading technology companies, transformative technologies that have changed how we 
live, work, and communicate, and a culture of innovation that continues to drive technological 
progress. However, it has also produced significant challenges, including privacy violations, 
misinformation, algorithmic bias, job displacement, and other harms that have raised questions 
about the costs of unregulated technological development.

The influence of the Silicon Valley legacy on American AI governance is likely to continue, 
though it is also being challenged by growing awareness of AI risks and harms, by high-profile 
failures and controversies, and by increasing public demand for accountability and 
responsibility. The future of American AI governance will likely involve a tension between the 
Silicon Valley legacy of innovation without constraints and the growing recognition that some 
constraints are necessary to protect public interests, individual rights, and democratic values. 
How this tension is resolved will shape not only American AI governance but the global 
development of AI technologies and governance frameworks.

2.2.2 Competition as a Guarantee: The Market Protects Consumers

A core tenet of the American philosophical approach to AI governance is the belief that market 
competition is the best guarantee of quality, safety, and accountability, that competitive markets 
will reward responsible companies and punish irresponsible ones, and that consumer choice will 
drive companies to develop better, safer, and more beneficial AI systems. This belief is rooted in 
classical economic theory, which holds that competitive markets allocate resources efficiently, 
drive innovation, and ensure that producers respond to consumer preferences.

The market competition argument for AI governance is based on several mechanisms. First, it 
holds that companies that develop poor or harmful AI systems will be punished by the market, 
as consumers choose better alternatives, as businesses choose more reliable partners, and as 
reputational damage reduces market share and profitability. This mechanism creates incentives 
for companies to invest in quality, safety, and responsibility, as these attributes become 
competitive advantages.

Second, it holds that market competition drives innovation, as companies compete to develop 
better, more efficient, and more beneficial AI systems. This competition creates incentives for 
research and development, for testing and improvement, and for responsiveness to user needs 
and preferences. It creates a dynamic environment where new ideas are constantly being 
tested, where failures are quickly identified and corrected, and where progress is rapid and 
continuous.

Third, it holds that consumer choice empowers individuals to decide for themselves how to use 
AI technologies, what risks they are willing to accept, and what benefits they value. This choice 
respects individual autonomy, allows for diversity of preferences and values, and creates a 
market that reflects the wants and needs of users rather than the judgments of regulators.
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Fourth, it holds that market mechanisms are more efficient and effective than government 
regulation, as they can respond more quickly to changing conditions, as they can leverage the 
knowledge and expertise of market participants, and as they can avoid the costs, delays, and 
risks of government intervention.

The market competition argument has significant strengths in the AI context. The AI market is 
dynamic and competitive, with many companies developing and deploying AI systems, creating 
choices for consumers and businesses. The market has driven rapid innovation and 
improvement in AI technologies, with capabilities advancing quickly and costs declining steadily. 
The market has created powerful incentives for companies to invest in quality, safety, and user 
experience, as these attributes are rewarded with market share and profitability.

However, the market competition argument also has significant limitations in the AI context. 
First, market mechanisms may not adequately address systemic risks and harms that affect 
society as a whole, such as algorithmic bias, privacy violations, or threats to democratic 
processes. These harms may not be easily addressed by individual consumer choices, as they 
require collective action and public goods that markets do not provide efficiently.

Second, market mechanisms may not protect vulnerable populations who lack the power, 
knowledge, or resources to demand accountability through market mechanisms. These 
populations may be disproportionately affected by AI harms, such as algorithmic discrimination, 
privacy violations, or job displacement, without having the ability to choose alternatives or 
demand better treatment.

Third, market mechanisms may create information asymmetries, where companies have more 
information about their AI systems than users, making it difficult for users to make informed 
choices. This asymmetry can lead to market failures, where users cannot distinguish between 
good and bad AI systems, where harmful systems are not punished by the market, and where 
responsible companies are not rewarded for their responsibility.

Fourth, market mechanisms may not address long-term risks and challenges that are not 
immediately apparent or that affect future generations. These risks, such as the potential for 
advanced AI to pose existential threats, may not be addressed by short-term market incentives, 
as they require long-term thinking and collective action that markets do not provide.

The effectiveness of market competition as a guarantee of responsible AI governance depends 
on several factors, including the competitiveness of the market, the availability of information, 
the power of consumers, and the nature of the risks and harms involved. In markets that are 
truly competitive, where information is transparent, where consumers are empowered, and 
where risks are immediate and individual, market mechanisms can be effective. In markets that 
are concentrated, where information is opaque, where consumers are vulnerable, and where 
risks are systemic or long-term, market mechanisms may be insufficient.

35 / 132



The American approach to AI governance recognizes these limitations to some extent, with 
existing laws addressing specific harms such as discrimination, privacy violations, and 
consumer fraud. However, it has been reluctant to enact comprehensive regulation that would 
supplement market mechanisms with government mandates, preferring to rely on market 
competition as the primary guarantee of responsible AI governance. Whether this approach can 
adequately address the challenges posed by AI technologies, or whether it will prove insufficient 
and lead to pressure for more comprehensive regulation, remains to be seen.

2.2.3 Fear of Bureaucracy: The European Lesson

A significant factor shaping the American approach to AI governance is the fear of bureaucracy, 
of excessive regulation, of government overreach, and of the kind of comprehensive regulatory 
framework that the European Union has adopted with the AI Act. This fear is rooted in American 
political culture, which has a deep-seated skepticism toward government power, a commitment 
to limited government, and a belief that regulation often creates more problems than it solves. It 
is also reinforced by the American observation of European regulation, which is often viewed as 
slow, rigid, complex, and burdensome.

The fear of bureaucracy influences American AI governance in several ways. First, it creates 
resistance to comprehensive federal legislation, which is viewed as potentially creating the kind 
of bureaucratic burdens that the European experience is seen to demonstrate. This resistance 
is expressed in concerns about compliance costs, about regulatory uncertainty, about the risk of 
stifling innovation, and about the potential for European-style regulation to put American 
companies at a competitive disadvantage.

Second, it creates preference for voluntary approaches, sector-specific regulation, and agency 
guidance, which are viewed as more flexible, less burdensome, and less likely to create 
bureaucratic ossification than comprehensive legislation. This preference is expressed in 
support for voluntary commitments, for existing agencies to address AI within their existing 
authorities, and for state-level regulation that can be more tailored and responsive than federal 
legislation.

Third, it creates skepticism toward precautionary approaches, which are viewed as potentially 
creating unnecessary barriers to innovation, slowing down development, and preventing the 
realization of AI's potential. This skepticism is expressed in resistance to requirements for pre-
market approval, for extensive testing and documentation, and for restrictions on deployment 
that are seen as excessive or unnecessary.

Fourth, it creates concern about the Brussels Effect, where European regulation becomes a 
global standard, imposing European-style bureaucratic burdens on American companies 
operating globally. This concern is expressed in resistance to international agreements that 
might adopt European-style regulation, in efforts to promote American approaches to AI 
governance globally, and in concerns about the competitive implications of European regulation 
for American companies.
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The fear of bureaucracy is not entirely unfounded. The European experience with 
comprehensive regulation, including the GDPR and the AI Act, has demonstrated that such 
regulation can create significant compliance costs, regulatory complexity, and administrative 
burdens. However, the fear may also be exaggerated, as the European experience also 
demonstrates that comprehensive regulation can be effective in protecting fundamental rights, 
creating legal certainty, and establishing global standards. The European approach is not 
without its problems, but it is also not the bureaucratic nightmare that some American observers 
suggest.

The fear of bureaucracy shapes American AI governance in ways that may not always serve the 
public interest. It may lead to under-regulation of significant risks, to reliance on voluntary 
approaches that are insufficient, to resistance to comprehensive frameworks that could provide 
clarity and consistency, and to a governance approach that is fragmented, inconsistent, and 
potentially ineffective. However, it also reflects legitimate concerns about the costs and risks of 
regulation, about the potential for government overreach, and about the importance of 
preserving space for innovation and entrepreneurship.

The challenge for American AI governance is to find a balance between the legitimate fear of 
bureaucracy and the legitimate need for governance, to develop approaches that are effective 
without being excessive, that provide protection without stifling innovation, and that address 
risks without creating unnecessary burdens. This balance is difficult to achieve, and the 
American approach is likely to continue to evolve as experience accumulates, as challenges 
emerge, and as the political environment changes.

2.3 Recent Initiatives and Future Directions

The American approach to AI governance is not static but is evolving in response to growing 
awareness of AI risks and harms, to high-profile failures and controversies, to competitive 
pressures from other countries, and to increasing public demand for accountability and 
responsibility. Recent initiatives at the federal, state, and corporate levels suggest that the 
American approach is becoming more comprehensive, more proactive, and more willing to 
consider regulatory intervention, though it remains distinctively American in its emphasis on 
flexibility, innovation, and limited government.

2.3.1 President Biden's Executive Order 2023: A Turning Point?

The Executive Order on Safe, Secure, and Trustworthy Artificial Intelligence, issued by 
President Biden on October 30, 2023, represents the most comprehensive federal action on AI 
governance to date, and potentially a turning point in the American approach. The Executive 
Order establishes a framework of requirements, initiatives, and directives that address AI-
related challenges across multiple domains, and it signals a willingness to use federal authority 
to promote responsible AI development and deployment, even in the absence of comprehensive 
legislation.
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The Executive Order includes several significant provisions. First, it requires developers of the 
most powerful AI systems, defined as those trained using a certain amount of computing power, 
to share safety test results and other information with the government. This requirement, 
implemented through voluntary agreements with leading AI companies, creates a form of 
transparency and oversight that goes beyond what is required by existing law. It represents a 
significant step toward ensuring that the government has visibility into the capabilities and risks 
of the most powerful AI systems.

Second, it directs federal agencies to develop standards, tools, and best practices for identifying 
and managing AI risks. The National Institute of Standards and Technology is tasked with 
developing frameworks for AI risk management, building on its existing work on cybersecurity. 
The Department of Commerce is tasked with developing guidelines for AI content authentication 
and watermarking. Other agencies are tasked with developing sector-specific guidance for AI in 
their domains. These directives create a framework of standards and guidance that can 
supplement voluntary approaches and provide a basis for future regulation if needed.

Third, it launches initiatives to address AI-related challenges in specific areas, including 
healthcare, education, criminal justice, financial services, and workers' rights. These initiatives 
direct agencies to use their existing authorities to address AI-related harms, to develop 
resources and guidance for responsible AI deployment, and to monitor and evaluate the impacts 
of AI in their domains. They represent a recognition that AI-related challenges are cross-cutting 
and require coordinated action across multiple domains.

Fourth, it establishes initiatives to promote responsible AI development and deployment, 
including support for AI research, development, and talent development; international 
cooperation to promote responsible AI governance globally; and government leadership in using 
AI responsibly. These initiatives recognize that responsible AI governance requires not only 
addressing risks but also promoting benefits, not only preventing harms but also fostering 
innovation, and not only regulating private sector but also leading by example in the public 
sector.

The Executive Order represents a significant step forward in American AI governance, 
demonstrating a willingness to use federal authority to address AI-related challenges, even in 
the absence of comprehensive legislation. However, it is not legislation and does not have the 
force of law. It relies on voluntary compliance, agency authority, and existing legal frameworks, 
rather than statutory mandates and enforcement mechanisms. Its effectiveness will depend on 
the willingness of companies to comply, the capacity of agencies to implement, and the 
durability of the approach across future administrations.

The Executive Order also signals a potential shift in the American approach to AI governance, 
from reliance on voluntary approaches and market mechanisms toward greater federal 
leadership and coordination. Whether this shift will continue, whether it will lead to 
comprehensive legislation, and whether it will result in a more effective governance framework, 
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remains to be seen. However, the Executive Order represents a recognition that the challenges 
posed by AI technologies require more than voluntary approaches and market mechanisms, 
and that federal leadership and coordination are necessary to address these challenges 
effectively.

2.3.2 State-Level Laws: California in the Lead

In the absence of comprehensive federal legislation, American states have taken the lead in 
enacting AI-related legislation, creating a patchwork of state laws that address specific AI-
related challenges. This state-level activity reflects the American federal system, where states 
have significant authority to regulate in areas not preempted by federal law, and it creates both 
opportunities for innovation and challenges for consistency and compliance. California, with its 
large technology sector, progressive political culture, and history of regulatory leadership, has 
been at the forefront of state-level AI legislation.

California has enacted several significant AI-related laws. The California Consumer Privacy Act 
(CCPA) and its amendment, the California Privacy Rights Act (CPRA), establish comprehensive 
privacy protections that apply to AI systems processing personal data. These laws give 
consumers rights to know what data is collected, to delete data, to opt out of data sales, and to 
non-discrimination for exercising privacy rights. They create significant obligations for 
companies processing personal data, including AI systems that use personal data for training, 
validation, or operation.

California has also enacted laws specifically addressing AI-related challenges. The Automated 
Decision Systems Accountability Act, though not yet enacted, has been the subject of significant 
debate and would require government agencies to conduct impact assessments of automated 
decision systems, to provide notice to individuals affected by such systems, and to establish 
mechanisms for appeal and redress. The Stop Hateful Harassment and Violence through 
Empowering Survivors Act addresses AI-generated deepfakes and other forms of synthetic 
media used for harassment or fraud. Various other bills have addressed AI in employment, AI in 
education, AI in healthcare, and other specific domains.

Other states have also enacted AI-related legislation, though often less comprehensively than 
California. Illinois has enacted the Biometric Information Privacy Act (BIPA), which establishes 
strong protections for biometric data used in AI systems. Colorado has enacted legislation 
addressing automated decision-making in insurance. Texas, Virginia, and other states have 
enacted privacy laws that apply to AI systems. These state laws create a patchwork of 
regulations that vary by jurisdiction, creating challenges for companies operating across multiple 
states but also creating opportunities for innovation and experimentation.

The state-level approach to AI legislation has several advantages. It allows for rapid response to 
emerging challenges, as states can enact legislation more quickly than the federal government. 
It allows for experimentation and learning, as different states can try different approaches and 
learn from each other's experiences. It allows for tailoring to local conditions and preferences, 

39 / 132



as states can address the specific challenges and values of their populations. It creates 
competitive pressure for responsible governance, as states can attract businesses and 
residents by demonstrating commitment to effective governance.

However, the state-level approach also has significant limitations. It creates a patchwork of 
regulations that can be complex, inconsistent, and burdensome for companies operating across 
multiple states. It may not address challenges that are national or global in scope, as state laws 
are limited to state jurisdiction. It may create competitive distortions, as companies locate in 
states with less restrictive regulations. It may not provide adequate protection for vulnerable 
populations, as state laws vary in their comprehensiveness and enforcement.

The state-level approach to AI legislation is likely to continue, particularly in the absence of 
comprehensive federal legislation. California, with its large technology sector and progressive 
political culture, is likely to continue to lead in enacting comprehensive AI legislation. Other 
states are likely to follow, enacting their own laws addressing specific AI-related challenges. The 
resulting patchwork of state laws will create challenges for consistency and compliance but will 
also create opportunities for innovation and learning. Whether this state-level activity will 
eventually lead to pressure for comprehensive federal legislation, or whether it will remain the 
primary mode of AI governance in the United States, remains to be seen.

2.3.3 Pressure from Silicon Valley: Resisting Federal Regulation

The major American technology companies, centered in Silicon Valley, have been active in 
resisting comprehensive federal AI regulation, lobbying against legislation, promoting voluntary 
approaches, and arguing that regulation would stifle innovation and put American companies at 
a competitive disadvantage. This resistance reflects both the legitimate concerns about the 
costs and risks of regulation and the self-interest of companies that benefit from the current 
regulatory environment.

The Silicon Valley resistance to federal regulation takes several forms. First, companies lobby 
against comprehensive AI legislation, arguing that it would create unnecessary burdens, stifle 
innovation, and put American companies at a competitive disadvantage compared to 
competitors in other countries. This lobbying is conducted through direct engagement with 
legislators, through industry associations such as the Information Technology Industry Council 
and the TechNet, and through public campaigns emphasizing the benefits of AI and the risks of 
over-regulation.

Second, companies promote voluntary approaches and self-regulation, arguing that they can 
address AI-related challenges more effectively and efficiently than government regulation. This 
promotion includes making voluntary commitments to safety, transparency, and responsibility; 
publishing AI principles and ethics guidelines; establishing internal governance structures; and 
engaging in multi-stakeholder initiatives on AI governance. These voluntary approaches are 
presented as alternatives to regulation, as ways to address concerns without the costs and 
burdens of government intervention.
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Third, companies engage in public discourse to shape the narrative around AI governance, 
emphasizing the benefits of AI, downplaying the risks, and arguing that innovation should be 
prioritized over regulation. This engagement includes publishing research and reports, 
participating in public forums and hearings, engaging with media, and supporting think tanks 
and academic institutions that promote pro-innovation policies. This discourse shapes public 
understanding of AI and influences the political environment in which governance decisions are 
made.

Fourth, companies leverage their economic and political power to resist regulation, using their 
resources to influence policy, their market position to shape standards, and their global reach to 
avoid national regulation. This leverage is particularly significant in the AI context, where a few 
large companies dominate the market, control key technologies, and have significant influence 
over the direction of AI development.

The Silicon Valley resistance to federal regulation has been largely successful so far, with no 
comprehensive federal AI legislation enacted despite numerous proposals and hearings. 
However, this resistance is facing growing challenges, as public concern about AI risks 
increases, as high-profile failures and controversies occur, as competitive pressures from other 
countries intensify, and as the limitations of voluntary approaches become more apparent.

The future of Silicon Valley's resistance to federal regulation will depend on several factors, 
including the evolution of public opinion, the emergence of AI-related harms, the effectiveness 
of voluntary approaches, the competitive environment, and the political environment. If voluntary 
approaches prove effective, if AI benefits are widely shared, and if the political environment 
remains favorable to industry, resistance may continue to be successful. If voluntary 
approaches prove insufficient, if AI harms become more apparent, or if the political environment 
shifts toward greater regulation, resistance may become less effective, and pressure for 
comprehensive federal legislation may increase.

The relationship between Silicon Valley and federal regulation is likely to remain contentious, 
with companies resisting regulation they perceive as burdensome or unnecessary, while 
government responds to public concerns about AI risks and harms. The balance of this 
relationship will shape not only American AI governance but the global development of AI 
technologies and governance frameworks, as American companies and American governance 
approaches have significant influence globally.

---

CHAPTER THREE: THE CHINESE SCHOOL - GOVERNMENT CONTROL AND STRATEGIC 
AI

3.1 The Chinese Model: The State as Leader and Director
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The Chinese approach to AI governance represents a fundamentally different model from both 
the European risk-based approach and the American market-driven approach. In China, the 
state plays a central role in directing AI development, setting strategic priorities, controlling the 
deployment of AI technologies, and ensuring that AI serves national objectives. This state-
directed model reflects China's political system, its development strategy, its historical 
experience, and its vision of the relationship between technology, society, and the state.

The Chinese model is characterized by several key features. First, the state sets strategic 
priorities for AI development through comprehensive plans and policies, such as the New 
Generation Artificial Intelligence Development Plan issued in 2017, which set the goal of making 
China the world leader in AI by 2030. These plans identify priority areas for AI development, 
allocate resources for research and development, and set targets for AI deployment and 
application.

Second, the state controls the deployment of AI technologies, particularly in sensitive areas 
such as surveillance, social control, and information management. The state uses AI 
technologies extensively for social governance, including the social credit system, mass 
surveillance systems, and content moderation platforms. These applications reflect the state's 
priority on social stability, political control, and national security, and they demonstrate the 
state's willingness to use AI technologies to achieve these objectives.

Third, the state regulates AI development and deployment through a combination of laws, 
regulations, and administrative guidance. China has enacted several AI-related laws and 
regulations, including regulations on algorithmic recommendation services, regulations on deep 
synthesis services, and provisions in the Data Security Law and the Personal Information 
Protection Law that address AI-related challenges. These regulations are enforced by state 
agencies, particularly the Cyberspace Administration of China, which has broad authority over 
internet and AI-related activities.

Fourth, the state promotes AI development through significant public investment, support for 
national champions, and coordination of research and development efforts. The Chinese 
government has invested heavily in AI research, development, and infrastructure, creating 
national laboratories, funding research institutions, and supporting leading AI companies such 
as Baidu, Alibaba, Tencent, and Huawei. This state support has been instrumental in building 
China's AI capabilities and achieving rapid progress in AI development.

The Chinese model has several advantages. It allows for rapid mobilization of resources, as the 
state can direct investment, coordinate research, and deploy technologies at scale. It enables 
strategic planning, as the state can set long-term priorities and allocate resources accordingly. It 
facilitates deployment at scale, as the state can mandate or encourage adoption of AI 
technologies across society. It ensures alignment with national objectives, as AI development is 
directed toward serving state priorities rather than purely commercial interests.
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However, the Chinese model also has significant limitations and raises serious concerns. The 
state's use of AI for surveillance and social control raises human rights concerns, particularly 
regarding privacy, freedom of expression, and freedom of assembly. The state's control over AI 
development raises concerns about innovation, as state direction may not always align with the 
most productive or beneficial uses of AI. The state's regulation of AI raises concerns about 
transparency, accountability, and the rule of law, as regulatory decisions may not be subject to 
independent oversight or public scrutiny.

The Chinese model represents a particular vision of the relationship between technology, 
society, and the state, one in which the state plays a central role in directing technological 
development, ensuring that technology serves national objectives, and maintaining control over 
the social and political impacts of technology. Whether this model can achieve its goals of 
technological leadership while addressing the challenges of innovation, human rights, and 
global cooperation, remains to be seen.

3.1.1 Plan 2030: China as an AI Superpower

The New Generation Artificial Intelligence Development Plan, issued by China's State Council in 
July 2017, represents the foundational document for China's AI strategy and sets the ambitious 
goal of making China the world leader in AI by 2030. The plan reflects China's recognition of 
AI's strategic importance, its commitment to state-directed technological development, and its 
vision of AI as a key driver of national rejuvenation and global competitiveness.

The plan establishes a three-step development strategy with specific targets for each phase. 
The first phase, to be completed by 2020, aimed to achieve overall alignment with the world's 
most advanced AI technologies, to build a foundation of AI research and development 
capabilities, and to begin deployment of AI applications in key areas. This phase was largely 
successful, with China achieving significant progress in AI research, building world-class 
research institutions, and beginning deployment of AI applications in areas such as e-
commerce, social media, and surveillance.

The second phase, to be completed by 2025, aims to achieve major breakthroughs in AI basic 
theories, to build a globally leading AI innovation ecosystem, and to achieve widespread 
deployment of AI applications in key economic and social areas. This phase is currently 
underway, with China making significant investments in AI research, building national 
laboratories and innovation centers, and deploying AI applications across the economy and 
society. China has achieved world-leading positions in several AI application areas, including 
facial recognition, natural language processing, and autonomous vehicles.

The third phase, to be completed by 2030, aims to make China the world's primary AI 
innovation center, to achieve world-leading AI theories and technologies, and to build a highly 
developed AI-driven economy and society. This phase represents the ultimate goal of China's 
AI strategy, and achieving it will require continued significant investment, sustained innovation, 
and successful deployment of AI technologies across all sectors of the economy and society.
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The plan identifies several priority areas for AI development, including smart manufacturing, 
smart agriculture, smart healthcare, smart education, smart city construction, smart commerce, 
smart logistics, smart home, and smart security. These priority areas reflect China's recognition 
of AI's potential to transform key sectors of the economy and society, and they guide the 
allocation of resources and the direction of research and development efforts.

The plan also emphasizes the importance of building AI capabilities in several key areas, 
including AI chips, sensors, network infrastructure, cloud computing platforms, big data, and 
open-source platforms. These capabilities are seen as essential for supporting AI development 
and deployment, and the plan calls for significant investment in building these capabilities, 
reducing dependence on foreign technologies, and achieving self-sufficiency in key AI 
technologies.

The plan reflects several core principles of China's approach to AI governance. First, it 
emphasizes the strategic importance of AI for national development and global competitiveness, 
viewing AI not merely as a technology but as a strategic asset that must be developed and 
controlled by the state. Second, it emphasizes the role of the state in directing AI development, 
setting priorities, allocating resources, and coordinating efforts across government, industry, and 
academia. Third, it emphasizes the importance of AI for social governance and stability, viewing 
AI as a tool for improving governance, maintaining stability, and achieving social objectives. 
Fourth, it emphasizes the importance of international cooperation and competition, recognizing 
that AI development is a global enterprise and that China must both cooperate with and 
compete against other countries in AI development.

The Plan 2030 has been instrumental in driving China's AI development, providing a clear 
strategic framework, mobilizing resources, and coordinating efforts across the government, 
industry, and academia. China has made remarkable progress in AI development since the plan 
was issued, achieving world-leading positions in several areas and building a robust AI 
ecosystem. However, achieving the goal of becoming the world's primary AI innovation center 
by 2030 will require continued significant investment, sustained innovation, and successful 
navigation of significant challenges, including technological competition with the United States, 
human rights concerns about AI applications, and the need for international cooperation on AI 
governance.

3.1.2 Strict Regulation: Complete Control Over Content and Algorithms

China's approach to AI regulation is characterized by strict control over content, algorithms, and 
data, reflecting the state's priority on maintaining political stability, social control, and ideological 
alignment. This regulatory approach is implemented through a combination of laws, regulations, 
administrative guidance, and technical controls, enforced by state agencies with broad authority 
and significant resources.
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The regulatory framework for AI in China includes several key components. First, the 
Cyberspace Administration of China (CAC) has issued regulations specifically addressing AI-
related challenges, including the Provisions on the Management of Algorithmic 
Recommendations in Internet Information Services (2022), the Provisions on the Management 
of Deep Synthesis Services in Internet Information Services (2023), and the Interim Measures 
for the Management of Generative AI Services (2023). These regulations establish 
requirements for transparency, content moderation, user protection, and government oversight 
of AI systems.

The algorithmic recommendation regulations require providers of algorithmic recommendation 
services to ensure that their algorithms do not endanger national security or social public 
interests, to provide users with options to turn off algorithmic recommendations, to refrain from 
using algorithms to influence online public opinion or evade regulatory oversight, and to file their 
algorithms with the CAC for review. These requirements reflect the state's concern about the 
potential for algorithms to shape public opinion, spread misinformation, or undermine social 
stability, and they establish government oversight of algorithmic systems.

The deep synthesis regulations address AI-generated synthetic media, including deepfakes, 
requiring providers to ensure that synthetic content is clearly labeled, to refrain from using 
synthetic media to spread false information or violate others' rights, to verify the identity of users 
generating synthetic content, and to file their services with the CAC. These requirements reflect 
the state's concern about the potential for synthetic media to spread misinformation, violate 
privacy, or undermine social trust, and they establish government oversight of synthetic media 
generation.

The generative AI regulations address large language models and other generative AI systems, 
requiring providers to ensure that their systems do not generate content that endangers national 
security, spreads false information, or violates others' rights, to implement content moderation 
mechanisms, to verify the identity of users, to file their services with the CAC, and to cooperate 
with government oversight. These requirements reflect the state's concern about the potential 
for generative AI to spread misinformation, generate harmful content, or undermine social 
stability, and they establish government oversight of generative AI systems.

Second, the Data Security Law (2021) and the Personal Information Protection Law (2021) 
establish comprehensive frameworks for data governance that apply to AI systems processing 
data. These laws establish requirements for data classification, data security, cross-border data 
transfers, and personal information protection. They give the state broad authority to regulate 
data processing activities, to require data localization, and to restrict cross-border data flows. 
These requirements reflect the state's concern about data security, national security, and the 
protection of personal information, and they establish government control over the data that 
fuels AI systems.

Third, the state maintains extensive technical controls over internet and AI-related activities, 
including the Great Firewall that restricts access to foreign internet services, content moderation 
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systems that filter and remove prohibited content, and surveillance systems that monitor online 
activities. These technical controls enable the state to enforce its regulatory requirements, to 
prevent the spread of prohibited content, and to maintain control over the information 
environment.

The Chinese regulatory approach has several characteristics that distinguish it from other 
approaches. First, it is comprehensive, covering all aspects of AI development and deployment, 
from data collection to algorithm design to content generation to user interaction. Second, it is 
proactive, requiring pre-market filing and review of AI systems, rather than relying on post-
market enforcement. Third, it is content-focused, emphasizing control over the content 
generated and distributed by AI systems, rather than focusing solely on safety or fairness. 
Fourth, it is state-controlled, with the state playing a central role in setting standards, reviewing 
systems, and enforcing requirements.

The Chinese regulatory approach has been effective in achieving the state's objectives of 
maintaining political stability, controlling information, and ensuring ideological alignment. It has 
enabled the state to prevent the spread of prohibited content, to control the narrative around 
sensitive issues, and to maintain social stability. However, it has also raised significant concerns 
about human rights, freedom of expression, innovation, and global cooperation. The strict 
control over content and algorithms may stifle innovation, limit the development of beneficial AI 
applications, and create barriers to international cooperation. The human rights concerns about 
surveillance, social control, and content moderation are significant and have drawn international 
criticism.

The Chinese regulatory approach represents a particular vision of AI governance, one that 
prioritizes state control, political stability, and social order over individual freedom, innovation, 
and global cooperation. Whether this approach can achieve its goals while addressing the 
challenges of innovation, human rights, and international cooperation, remains to be seen. The 
future of Chinese AI governance will depend on the state's willingness to balance control with 
openness, stability with innovation, and national objectives with global responsibilities.

3.1.3 Social Credit: AI as a Control Tool

China's social credit system represents one of the most controversial applications of AI for 
social governance, using data collection, algorithmic analysis, and behavioral scoring to 
monitor, evaluate, and influence citizen behavior. The system, which is still under development 
and varies significantly across regions, reflects the state's priority on social governance, 
behavioral compliance, and political control, and it demonstrates the potential for AI to be used 
as a tool of social control.

The social credit system is based on the collection and analysis of data about individuals and 
organizations, including financial records, legal compliance, social behavior, and online 
activities. This data is used to generate credit scores that evaluate the trustworthiness and 
compliance of individuals and organizations. High scores are rewarded with benefits such as 
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easier access to credit, faster administrative procedures, and preferential treatment. Low scores 
are punished with restrictions such as difficulty obtaining credit, travel restrictions, exclusion 
from certain jobs, and public shaming.

The social credit system uses AI technologies extensively for data collection, analysis, and 
scoring. AI algorithms analyze large amounts of data to identify patterns, predict behaviors, and 
generate scores. Machine learning systems improve scoring accuracy over time by learning 
from new data. Natural language processing systems analyze online content to identify 
prohibited speech or behavior. Facial recognition systems identify individuals in public spaces 
and link them to their credit records. These AI technologies enable the social credit system to 
operate at scale, to process large amounts of data quickly, and to generate scores that 
influence behavior.

The social credit system has several stated objectives, including improving social trust, 
encouraging compliance with laws and regulations, rewarding good behavior, and punishing 
bad behavior. The state presents the system as a tool for improving social governance, for 
building a more trustworthy society, and for encouraging citizens to behave responsibly. 
However, the system also raises significant concerns about human rights, privacy, freedom, and 
the potential for abuse.

The human rights concerns about the social credit system are significant. The system collects 
extensive data about individuals, often without their meaningful consent, raising concerns about 
privacy and data protection. The system uses this data to generate scores that influence 
individuals' lives in significant ways, raising concerns about fairness, transparency, and due 
process. The system can be used to punish political dissent, to restrict freedom of expression, 
and to enforce ideological conformity, raising concerns about freedom and democracy. The 
system can be used to discriminate against vulnerable populations, to reinforce existing 
inequalities, and to create new forms of social exclusion, raising concerns about equality and 
justice.

The social credit system also raises concerns about the potential for AI to be used as a tool of 
social control, enabling the state to monitor, evaluate, and influence citizen behavior in ways 
that were previously impossible. The system demonstrates the potential for AI to create a form 
of digital panopticon, where individuals are constantly monitored, their behavior is constantly 
evaluated, and their compliance is constantly enforced. This potential raises fundamental 
questions about the relationship between technology, freedom, and governance, and about the 
limits of legitimate state power in the digital age.

The social credit system is not monolithic but varies significantly across regions, with some 
regions implementing more comprehensive and restrictive systems than others. Some regions 
focus primarily on corporate credit, evaluating businesses' compliance with laws and 
regulations. Other regions focus on individual credit, evaluating citizens' behavior and 
compliance. Some regions use the system primarily for financial credit, linking it to access to 
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loans and financial services. Other regions use it more broadly, linking it to travel, employment, 
education, and other aspects of life.

The future of the social credit system is uncertain, with ongoing development, experimentation, 
and debate about its scope, objectives, and implementation. The system may become more 
comprehensive and restrictive, extending to more areas of life and applying more stringent 
requirements. Or it may become more limited and focused, restricted to specific areas such as 
financial credit or corporate compliance. The future will depend on the state's objectives, the 
public's response, the effectiveness of the system, and the international reaction.

The social credit system represents a cautionary tale about the potential for AI to be used as a 
tool of social control, and it raises fundamental questions about the relationship between 
technology, freedom, and governance. It demonstrates the need for robust safeguards, 
transparent governance, and democratic accountability in the development and deployment of 
AI systems. It also demonstrates the importance of international cooperation and human rights 
standards in addressing the challenges posed by AI technologies.

3.2 Chinese Philosophy: Stability and Development Above Individual Freedom

The Chinese approach to AI governance reflects a deeper philosophical commitment to stability, 
development, and collective welfare that is rooted in China's historical experience, shaped by its 
political system, and expressed in its cultural values. This commitment to stability and 
development above individual freedom stands in contrast to the European commitment to 
human dignity and the American commitment to individual liberty, representing a different vision 
of the relationship between technology, society, and the state.

The Chinese philosophical approach is built on several core principles. First, it reflects the 
principle of collective welfare, which holds that the interests of the collective, whether the nation, 
the society, or the community, take priority over the interests of individuals. This principle 
extends to AI governance, holding that AI development should serve national objectives, social 
stability, and collective welfare, even if this requires limiting individual freedom or privacy. It 
creates a preference for state direction over individual choice, for collective goals over individual 
rights, and for social harmony over individual expression.

Second, it reflects the principle of stability, which holds that social stability and political order are 
the foundation of development and prosperity. This principle extends to AI governance, holding 
that AI technologies should be developed and deployed in ways that maintain stability, prevent 
disruption, and support social order. It creates a preference for control over freedom, for 
predictability over experimentation, and for order over disruption.

Third, it reflects the principle of development, which holds that economic development and 
technological progress are essential for national rejuvenation and improving people's lives. This 
principle extends to AI governance, holding that AI should be developed as a strategic priority, 
that resources should be mobilized for AI development, and that AI should be used to drive 
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economic growth and social progress. It creates a preference for investment over restraint, for 
speed over caution, and for progress over preservation.

Fourth, it reflects the principle of state leadership, which holds that the state should play a 
central role in directing economic and technological development, ensuring alignment with 
national objectives, and maintaining control over strategic sectors. This principle extends to AI 
governance, holding that the state should set priorities, allocate resources, coordinate efforts, 
and maintain control over AI development and deployment. It creates a preference for state 
direction over market mechanisms, for planning over competition, and for control over freedom.

The Chinese philosophical approach has significant strengths in the context of AI development. 
It enables rapid mobilization of resources, as the state can direct investment, coordinate 
research, and deploy technologies at scale. It facilitates strategic planning, as the state can set 
long-term priorities and allocate resources accordingly. It ensures alignment with national 
objectives, as AI development is directed toward serving state priorities rather than purely 
commercial interests. It has enabled China to achieve remarkable progress in AI development, 
building world-class capabilities and deploying AI applications at scale.

However, the Chinese philosophical approach also has significant limitations and raises serious 
concerns. The prioritization of stability and collective welfare over individual freedom raises 
human rights concerns, particularly regarding freedom of expression, freedom of assembly, 
privacy, and due process. The state's control over AI development raises concerns about 
innovation, as state direction may not always align with the most productive or beneficial uses of 
AI, and as restrictions on freedom may limit creativity and entrepreneurship. The state's use of 
AI for social control raises concerns about the potential for abuse, for discrimination, and for the 
erosion of human dignity and autonomy.

The Chinese philosophical approach represents a particular vision of the good society, one that 
prioritizes stability, development, and collective welfare over individual freedom, 
experimentation, and personal autonomy. Whether this vision can achieve its goals of 
technological leadership and social stability while addressing the challenges of human rights, 
innovation, and global cooperation, remains to be seen. The answer will depend not only on the 
effectiveness of the Chinese approach but on the evolution of AI technologies, the emergence 
of new challenges, and the ability of the Chinese system to adapt and respond.

3.2.1 Digital Sovereignty: Internet Under State Control

The Chinese approach to AI governance is deeply influenced by the principle of digital 
sovereignty, which holds that the state has the right and responsibility to control the internet and 
digital technologies within its borders, to ensure that they serve national objectives, maintain 
social stability, and protect national security. This principle is expressed in China's internet 
governance policies, including the Great Firewall, content moderation requirements, data 
localization rules, and restrictions on foreign internet services.
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The principle of digital sovereignty influences Chinese AI governance in several ways. First, it 
justifies strict control over AI-related content and algorithms, requiring that AI systems not 
generate or distribute content that endangers national security, undermines social stability, or 
violates state policies. This control is enforced through content moderation requirements, 
algorithmic filing and review, and technical controls that filter and remove prohibited content.

Second, it justifies data localization requirements, requiring that data generated in China be 
stored and processed within China, and restricting cross-border data flows. These requirements 
are enforced through the Data Security Law, the Personal Information Protection Law, and other 
regulations that give the state broad authority to regulate data processing activities and restrict 
cross-border data transfers. Data localization ensures that the state has control over the data 
that fuels AI systems, enabling it to monitor, regulate, and control AI development and 
deployment.

Third, it justifies restrictions on foreign internet services and AI technologies, requiring that 
foreign companies comply with Chinese regulations, partner with Chinese companies, or face 
restrictions on their operations in China. These restrictions are enforced through the Great 
Firewall, licensing requirements, and other regulatory measures that give the state control over 
which foreign technologies and services can operate in China. These restrictions protect 
domestic AI companies from foreign competition, ensure that foreign technologies align with 
Chinese regulations, and maintain state control over the digital environment.

Fourth, it justifies the development of indigenous AI technologies and standards, reducing 
dependence on foreign technologies and ensuring that China has control over the key 
technologies that underpin AI development. This development is supported through significant 
public investment, national laboratories, and coordination of research and development efforts. 
Indigenous development ensures that China has the technological capabilities to develop and 
deploy AI systems independently, without reliance on foreign technologies that may be subject 
to foreign control or restrictions.

The principle of digital sovereignty has enabled China to maintain control over its digital 
environment, to develop a robust domestic AI industry, and to ensure that AI development 
aligns with state objectives. However, it has also created challenges for innovation, as 
restrictions on foreign technologies and services may limit access to the best technologies and 
ideas. It has created challenges for international cooperation, as digital sovereignty may conflict 
with the global nature of AI development and the need for international standards and 
collaboration. It has raised concerns about human rights, as digital sovereignty may be used to 
justify restrictions on freedom of expression, access to information, and other fundamental 
rights.

The principle of digital sovereignty is not unique to China but is embraced by many countries, 
particularly those that are concerned about foreign influence, national security, or cultural 
preservation. However, China's implementation of digital sovereignty is among the most 
comprehensive and restrictive, reflecting the state's priority on control, stability, and alignment 
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with state objectives. The future of Chinese AI governance will depend in part on how the 
principle of digital sovereignty evolves, whether it becomes more open and cooperative or more 
closed and restrictive, and how it balances the goals of control, innovation, and international 
cooperation.

3.2.2 AI as a National Tool: Serving Economic Development

The Chinese approach to AI governance is deeply influenced by the view that AI is a strategic 
national tool that should be developed and deployed to serve economic development, national 
rejuvenation, and global competitiveness. This view is expressed in the New Generation 
Artificial Intelligence Development Plan, which sets the goal of making China the world leader in 
AI by 2030, and in numerous other policies and initiatives that prioritize AI development as a 
national strategic priority.

The view of AI as a national tool influences Chinese AI governance in several ways. First, it 
justifies significant public investment in AI research, development, and infrastructure, viewing AI 
not merely as a commercial technology but as a strategic asset that requires state support and 
direction. This investment is channeled through national laboratories, research institutions, 
universities, and leading AI companies, creating a comprehensive ecosystem for AI 
development.

Second, it justifies state direction of AI development, with the state setting priorities, allocating 
resources, and coordinating efforts across government, industry, and academia. This direction 
ensures that AI development aligns with national objectives, such as economic growth, social 
stability, and global competitiveness, rather than being driven solely by market forces or 
commercial interests.

Third, it justifies the deployment of AI applications at scale, particularly in areas that serve 
national objectives, such as smart manufacturing, smart agriculture, smart healthcare, smart 
education, and smart city construction. This deployment is supported through government 
procurement, regulatory incentives, and coordination with local governments, enabling rapid 
scaling of AI applications across the economy and society.

Fourth, it justifies the development of indigenous AI technologies and standards, reducing 
dependence on foreign technologies and ensuring that China has control over the key 
technologies that underpin AI development. This development is seen as essential for national 
security, economic competitiveness, and technological sovereignty, and it is supported through 
significant public investment and coordination of research and development efforts.

The view of AI as a national tool has enabled China to achieve remarkable progress in AI 
development, building world-class capabilities, deploying AI applications at scale, and 
establishing itself as a global leader in AI. However, it has also raised concerns about the 
relationship between technology and the state, about the potential for AI to be used for political 
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control rather than public benefit, and about the implications for human rights, freedom, and 
democracy.

The future of Chinese AI governance will depend in part on how the view of AI as a national tool 
evolves, whether it becomes more focused on public benefit and human welfare or more 
focused on political control and state power, and how it balances the goals of economic 
development, social stability, and human rights.

3.2.3 Smart Surveillance: The Great Firewall 2.0

China's approach to AI governance includes extensive use of AI technologies for surveillance, 
content moderation, and social control, creating what has been described as a Great Firewall 
2.0 that extends beyond internet filtering to encompass comprehensive monitoring and control 
of digital activities. This smart surveillance system uses AI technologies extensively for facial 
recognition, natural language processing, behavioral analysis, and predictive analytics, enabling 
the state to monitor, evaluate, and influence citizen behavior in ways that were previously 
impossible.

The smart surveillance system includes several key components. First, it includes extensive 
camera networks with facial recognition capabilities, deployed in public spaces, transportation 
hubs, and other locations. These cameras use AI algorithms to identify individuals, track their 
movements, and link them to their identity records. This system enables the state to monitor 
citizen behavior in public spaces, to identify wanted individuals, and to maintain public order.

Second, it includes content moderation systems that use AI algorithms to filter and remove 
prohibited content from internet platforms, social media, and other digital services. These 
systems use natural language processing, image recognition, and other AI technologies to 
identify content that violates state policies, spreads misinformation, or undermines social 
stability. This system enables the state to control the information environment, to prevent the 
spread of prohibited content, and to maintain ideological alignment.

Third, it includes behavioral analysis systems that use AI algorithms to analyze data about 
citizen behavior, including online activities, financial transactions, social interactions, and other 
data. These systems use machine learning and predictive analytics to identify patterns, predict 
behaviors, and flag individuals who may pose risks or require attention. This system enables the 
state to monitor citizen behavior comprehensively, to identify potential problems before they 
occur, and to intervene proactively.

Fourth, it includes the social credit system, which uses AI technologies to collect data about 
individuals and organizations, generate credit scores, and influence behavior through rewards 
and punishments. This system, discussed in more detail earlier, uses AI extensively for data 
collection, analysis, and scoring, enabling the state to evaluate and influence citizen behavior at 
scale.
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The smart surveillance system has enabled the state to maintain social stability, to prevent the 
spread of prohibited content, and to control the information environment. However, it has also 
raised significant concerns about human rights, privacy, freedom, and the potential for abuse. 
The extensive use of AI for surveillance creates a form of digital panopticon, where citizens are 
constantly monitored, their behavior is constantly evaluated, and their compliance is constantly 
enforced. This raises fundamental questions about the relationship between technology, 
freedom, and governance, and about the limits of legitimate state power in the digital age.

The smart surveillance system represents the most comprehensive and sophisticated use of AI 
for social control in the world, and it demonstrates both the potential of AI technologies and the 
risks they pose when used for political control rather than public benefit. The future of Chinese 
AI governance will depend in part on how the smart surveillance system evolves, whether it 
becomes more transparent and accountable or more opaque and restrictive, and how it 
balances the goals of stability, development, and human rights.

3.3 Challenges and Risks

The Chinese approach to AI governance, while effective in achieving certain objectives, faces 
significant challenges and risks that will test its sustainability and legitimacy in the coming years. 
These challenges range from human rights concerns to innovation limitations, from international 
tensions to domestic pressures, and they raise fundamental questions about the future of 
Chinese AI governance and its implications for global AI development.

3.3.1 Political Repression: AI in Service of Authoritarianism

The most significant challenge to the Chinese approach to AI governance is the concern that AI 
technologies are being used to support political repression, to suppress dissent, to control the 
population, and to maintain authoritarian rule. This concern is based on the extensive use of AI 
for surveillance, social control, content moderation, and behavioral scoring, and it raises 
fundamental questions about the relationship between technology, freedom, and governance.

The political repression concern is based on several observations. First, AI technologies are 
used extensively for surveillance of political dissidents, ethnic minorities, and other groups that 
the state perceives as threats. Facial recognition systems, behavioral analysis systems, and 
predictive analytics are used to identify, track, and monitor these groups, enabling the state to 
suppress dissent before it can organize or spread.

Second, AI technologies are used for content moderation and censorship, filtering and removing 
content that criticizes the government, challenges state policies, or promotes alternative political 
views. Natural language processing, image recognition, and other AI technologies are used to 
identify and remove prohibited content at scale, enabling the state to control the information 
environment and maintain ideological alignment.
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Third, AI technologies are used for the social credit system, which can be used to punish 
political dissent, to restrict the activities of dissidents, and to enforce ideological conformity. The 
social credit system can lower the scores of individuals who express dissenting views, who 
participate in prohibited activities, or who associate with dissident groups, subjecting them to 
restrictions and punishments.

Fourth, AI technologies are used for predictive policing and social control, identifying individuals 
who may pose risks based on their behavior, associations, or characteristics, and intervening 
proactively to prevent potential problems. This use of AI raises concerns about discrimination, 
profiling, and the presumption of innocence, as individuals may be targeted based on 
algorithmic predictions rather than actual behavior.

The political repression concern raises fundamental questions about the legitimacy of the 
Chinese approach to AI governance, about the relationship between technology and freedom, 
and about the potential for AI to be used as a tool of authoritarian control. It has drawn 
significant international criticism, with human rights organizations, foreign governments, and 
international bodies expressing concern about China's use of AI for political repression.

The Chinese government has responded to these concerns by emphasizing that AI is used for 
social stability, public safety, and economic development, and by rejecting what it characterizes 
as interference in its internal affairs. However, the concerns persist, and they raise fundamental 
questions about the future of Chinese AI governance, about the implications for global AI 
development, and about the need for international standards and safeguards to prevent the 
misuse of AI for political repression.

The future of Chinese AI governance will depend in part on how the political repression concern 
evolves, whether the state becomes more transparent and accountable in its use of AI, whether 
it respects human rights and fundamental freedoms, and whether it engages constructively with 
international concerns. The answer will have significant implications not only for China but for 
the global development of AI technologies and governance frameworks.

3.3.2 Technological Isolation: The Trade War with the West

A significant challenge to the Chinese approach to AI governance is the technological isolation 
resulting from the trade war and technological competition with the United States and other 
Western countries. This isolation, expressed through export controls, investment restrictions, 
and decoupling pressures, threatens China's access to key technologies, talent, and markets, 
and it raises questions about the sustainability of China's AI development strategy.

The technological isolation challenge is based on several developments. First, the United States 
has imposed export controls on advanced AI chips, semiconductor manufacturing equipment, 
and other technologies that are essential for AI development. These controls restrict China's 
access to the most advanced computing hardware, limiting its ability to train large AI models 
and develop cutting-edge AI applications.
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Second, the United States and other Western countries have imposed restrictions on 
investment in Chinese AI companies, limiting the flow of capital, expertise, and technology from 
Western countries to China. These restrictions reduce China's access to international capital 
markets, limit partnerships with Western companies, and constrain the development of China's 
AI ecosystem.

Third, the United States and other Western countries have restricted the activities of Chinese AI 
companies in their markets, banning or restricting Chinese AI applications, imposing security 
reviews, and limiting partnerships with Chinese companies. These restrictions reduce China's 
access to Western markets, limit the global reach of Chinese AI companies, and constrain the 
commercial success of China's AI industry.

Fourth, the United States and other Western countries have restricted academic and research 
cooperation with Chinese AI researchers, limiting the flow of knowledge, talent, and ideas 
between Western and Chinese research communities. These restrictions reduce China's access 
to international research networks, limit the mobility of Chinese researchers, and constrain the 
development of China's AI research capabilities.

The technological isolation challenge raises fundamental questions about the sustainability of 
China's AI development strategy, about the ability of China to achieve its goal of becoming the 
world's primary AI innovation center by 2030, and about the implications for global AI 
development. China has responded to these challenges by accelerating efforts to develop 
indigenous technologies, by investing heavily in domestic chip manufacturing, by building 
alternative supply chains, and by strengthening cooperation with non-Western countries. 
However, these efforts face significant challenges, as developing advanced AI technologies 
requires not only investment but also access to global talent, knowledge, and markets.

The future of Chinese AI governance will depend in part on how the technological isolation 
challenge evolves, whether the trade war escalates or de-escalates, whether China can develop 
indigenous alternatives to restricted technologies, and whether China can maintain its AI 
development momentum despite isolation pressures. The answer will have significant 
implications not only for China but for the global AI ecosystem, as China is one of the world's 
leading AI powers and its development trajectory will shape the global balance of AI capabilities 
and influence.

3.3.3 Restricted Innovation: Does Surveillance Kill Creativity?

A significant challenge to the Chinese approach to AI governance is the concern that strict state 
control, extensive surveillance, and restrictions on freedom may stifle innovation, limit creativity, 
and reduce the dynamism of China's AI ecosystem. This concern is based on the recognition 
that innovation requires freedom to experiment, to challenge existing ideas, to take risks, and to 
think creatively, and that excessive control may constrain these essential elements of 
innovation.
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The restricted innovation concern is based on several observations. First, strict content 
moderation and censorship may limit the diversity of ideas, perspectives, and approaches that 
are essential for innovation. When AI researchers and developers cannot access diverse 
information, cannot challenge existing paradigms, or cannot express unconventional ideas, the 
creative process is constrained, and innovation may suffer.

Second, extensive surveillance and social control may create a climate of fear and self-
censorship, where researchers and developers are reluctant to take risks, to challenge 
authority, or to pursue unconventional approaches. This climate may reduce the dynamism and 
creativity of China's AI ecosystem, as individuals prioritize compliance and conformity over 
innovation and experimentation.

Third, state direction of AI development may not always align with the most productive or 
beneficial uses of AI, as state priorities may be driven by political considerations rather than 
technological or commercial logic. When the state directs resources toward politically favored 
applications rather than the most promising technologies, innovation may be misallocated, and 
the overall pace of progress may slow.

Fourth, restrictions on international cooperation and exchange may limit access to global talent, 
knowledge, and ideas, reducing the diversity and richness of China's AI ecosystem. When 
Chinese researchers cannot collaborate freely with international colleagues, cannot access 
international research networks, or cannot participate in global AI communities, the quality and 
impact of Chinese AI research may suffer.

The restricted innovation concern raises fundamental questions about the relationship between 
control and creativity, between stability and dynamism, and between state direction and market-
driven innovation. It suggests that the Chinese approach to AI governance, while effective in 
achieving certain objectives, may face limitations in fostering the kind of open, dynamic, and 
creative ecosystem that is essential for long-term AI leadership.

The future of Chinese AI governance will depend in part on how the restricted innovation 
concern evolves, whether the state can find ways to balance control with openness, stability 
with dynamism, and direction with experimentation. The answer will have significant implications 
not only for China's AI development but for the global AI ecosystem, as China's ability to 
innovate will shape its competitiveness, its influence, and its contribution to global AI progress.

---

CHAPTER FOUR: EMERGING SCHOOLS - DIVERSE MODELS AROUND THE WORLD

4.1 The United Kingdom: Balancing Innovation and Regulation
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The United Kingdom has developed a distinctive approach to AI governance that seeks to 
balance innovation and regulation, avoiding the comprehensive regulatory framework of the 
European Union while providing more structure and oversight than the American voluntary 
approach. The UK approach, articulated in the UK AI Strategy published in 2021 and 
subsequent policy documents, emphasizes pro-innovation regulation, sector-specific oversight, 
and international leadership in responsible AI governance.

The UK approach is characterized by several key features. First, it rejects the idea of a 
comprehensive AI law, arguing that AI is a general-purpose technology that should be regulated 
within existing sector-specific frameworks rather than through a horizontal regulatory regime. 
This approach recognizes that AI applications vary significantly across sectors, and that sector-
specific regulators are best positioned to understand and address the specific challenges and 
opportunities of AI in their domains.

Second, it establishes a set of cross-sector principles for AI governance, including safety, 
security, transparency, fairness, accountability, and contestability. These principles provide a 
common framework for AI governance across sectors, while allowing sector-specific regulators 
to adapt and implement them according to their specific contexts and needs.

Third, it assigns responsibility for AI governance to existing regulators, including the Financial 
Conduct Authority, the Competition and Markets Authority, the Information Commissioner's 
Office, the Office of Communications, and other sector-specific regulators. These regulators are 
expected to apply the cross-sector principles within their domains, to issue guidance and 
enforcement actions as needed, and to coordinate with each other through a central 
coordination function.

Fourth, it establishes initiatives to support responsible AI innovation, including regulatory 
sandboxes, testbeds, and standards development. These initiatives allow companies to test 
innovative AI applications in controlled environments, to work with regulators to address 
compliance challenges, and to develop best practices for responsible AI development and 
deployment.

The UK approach has several advantages. It provides flexibility and adaptability, as sector-
specific regulators can respond to emerging challenges in their domains without waiting for 
comprehensive legislation. It leverages existing regulatory expertise and infrastructure, avoiding 
the costs and delays of creating new regulatory structures. It supports innovation, as companies 
can work with regulators to address compliance challenges rather than facing rigid 
requirements. It provides a common framework of principles, ensuring consistency across 
sectors while allowing for sector-specific adaptation.

However, the UK approach also has limitations. It may create inconsistencies and gaps, as 
different regulators may interpret and apply the principles differently, and as some AI 
applications may fall between sectoral remits. It may lack the comprehensiveness and 
enforceability of a horizontal regulatory framework, particularly for addressing cross-cutting 
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challenges such as algorithmic bias, privacy violations, or systemic risks. It may not provide 
adequate protection for fundamental rights, as sector-specific regulators may prioritize sectoral 
objectives over rights protection.

The UK approach represents a distinctive model for AI governance, one that seeks to balance 
innovation and regulation, flexibility and consistency, sectoral expertise and cross-cutting 
principles. Whether this approach can effectively address the challenges posed by AI 
technologies, while maintaining the UK's position as a global leader in AI innovation and 
governance, remains to be seen. The future of UK AI governance will depend on the 
effectiveness of sectoral implementation, the coordination among regulators, and the ability to 
adapt to emerging challenges.

4.1.1 The "Responsible Innovation" Approach: No Comprehensive Law

The UK's rejection of a comprehensive AI law in favor of a "responsible innovation" approach 
represents a deliberate choice to prioritize flexibility, adaptability, and sectoral expertise over 
comprehensiveness, consistency, and horizontal oversight. This choice reflects the UK's 
assessment of its competitive position, its regulatory tradition, and its vision for AI governance, 
and it distinguishes the UK approach from both the European comprehensive model and the 
American voluntary model.

The responsible innovation approach is based on several arguments. First, it argues that AI is a 
general-purpose technology that is being applied across all sectors of the economy and society, 
making a comprehensive horizontal law impractical and potentially counterproductive. Different 
sectors have different needs, challenges, and risks, and a one-size-fits-all approach may not 
address these differences effectively.

Second, it argues that existing sectoral regulators have the expertise, infrastructure, and 
authority to address AI-related challenges within their domains, and that creating a new 
comprehensive regulatory structure would be costly, slow, and potentially duplicative. Sectoral 
regulators understand their domains, have established relationships with industry and 
stakeholders, and can respond quickly to emerging challenges.

Third, it argues that a comprehensive law would create unnecessary burdens on innovation, 
particularly for small and medium-sized enterprises that may lack the resources to comply with 
complex regulatory requirements. A sectoral approach allows regulators to tailor requirements 
to specific contexts, reducing unnecessary burdens while addressing genuine risks.

Fourth, it argues that the UK's competitive position in the global AI economy depends on 
maintaining a pro-innovation regulatory environment that attracts investment, talent, and 
companies. A comprehensive law, particularly one modeled on the EU AI Act, might create 
perceptions of excessive regulation and drive innovation and investment to other jurisdictions.
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The responsible innovation approach has been implemented through several mechanisms. The 
UK government has published a white paper setting out the cross-sector principles for AI 
governance and the framework for sectoral implementation. It has assigned responsibility for AI 
governance to existing regulators, with a central coordination function to ensure consistency 
and address cross-cutting challenges. It has established regulatory sandboxes and testbeds to 
support responsible innovation. It has invested in AI research, development, and skills 
development to maintain the UK's competitive position.

The responsible innovation approach has several strengths. It provides flexibility and 
adaptability, allowing regulators to respond to emerging challenges in their domains. It 
leverages existing expertise and infrastructure, avoiding the costs and delays of creating new 
structures. It supports innovation, reducing unnecessary burdens while addressing genuine 
risks. It maintains the UK's pro-innovation reputation, attracting investment and talent.

However, the approach also faces challenges. It may create inconsistencies and gaps, as 
different regulators interpret and apply the principles differently. It may lack the 
comprehensiveness and enforceability of a horizontal framework, particularly for cross-cutting 
challenges. It may not provide adequate protection for fundamental rights, as sectoral regulators 
prioritize sectoral objectives. It may face coordination challenges, as multiple regulators with 
different priorities and approaches must work together.

The future of the UK's responsible innovation approach will depend on the effectiveness of 
sectoral implementation, the quality of coordination among regulators, the ability to address 
cross-cutting challenges, and the evolution of AI technologies and challenges. Whether this 
approach can achieve its goals of balancing innovation and regulation, or whether it will prove 
insufficient and lead to pressure for more comprehensive legislation, remains to be seen.

4.1.2 Sectoral Bodies: Each Sector Regulates Itself

The UK's approach to AI governance assigns responsibility for AI regulation to existing sectoral 
bodies, with each sector regulating AI applications within its domain according to the cross-
sector principles. This sectoral approach reflects the UK's belief that sector-specific regulators 
are best positioned to understand and address the specific challenges and opportunities of AI in 
their domains, and that a decentralized approach is more effective and efficient than a 
centralized one.

The sectoral approach includes several key regulators with AI-related responsibilities. The 
Financial Conduct Authority (FCA) regulates AI applications in financial services, including 
algorithmic trading, credit scoring, fraud detection, and customer service. The FCA has issued 
guidance on AI and machine learning, established a digital sandbox for testing innovative 
applications, and taken enforcement actions against firms using AI in ways that violate 
regulatory requirements.

59 / 132



The Competition and Markets Authority (CMA) regulates AI-related competition and consumer 
protection issues, including algorithmic pricing, market concentration in AI markets, and 
consumer harm from AI applications. The CMA has conducted market studies on AI and digital 
markets, issued guidance on algorithmic competition, and taken enforcement actions against 
anti-competitive practices involving AI.

The Information Commissioner's Office (ICO) regulates AI-related data protection and privacy 
issues, enforcing the UK GDPR and the Data Protection Act 2018 in the context of AI systems 
processing personal data. The ICO has issued guidance on AI and data protection, conducted 
investigations into AI-related privacy violations, and taken enforcement actions against 
organizations failing to comply with data protection requirements in their AI systems.

The Office of Communications (Ofcom) regulates AI applications in communications and media, 
including content moderation, algorithmic recommendation, and online safety. Ofcom has been 
given new responsibilities under the Online Safety Act to regulate online platforms' use of AI for 
content moderation and recommendation, and it is developing its approach to these 
responsibilities.

Other sectoral regulators with AI-related responsibilities include the Care Quality Commission 
(healthcare), the Office of Qualifications and Examinations Regulation (education), the 
Department for Transport (autonomous vehicles), and others. Each regulator is expected to 
apply the cross-sector principles within its domain, to issue guidance and enforcement actions 
as needed, and to coordinate with other regulators through the central coordination function.

The sectoral approach has several advantages. It leverages existing expertise and 
infrastructure, as sectoral regulators understand their domains and have established 
relationships with industry and stakeholders. It provides flexibility and adaptability, as regulators 
can respond to emerging challenges in their domains without waiting for comprehensive 
legislation. It reduces unnecessary burdens, as regulators can tailor requirements to specific 
contexts rather than applying one-size-fits-all rules. It supports innovation, as companies can 
work with sectoral regulators to address compliance challenges in their specific domains.

However, the sectoral approach also has limitations. It may create inconsistencies, as different 
regulators interpret and apply the principles differently, leading to different requirements and 
standards across sectors. It may create gaps, as some AI applications may fall between 
sectoral remits or may not be clearly within any regulator's domain. It may lack 
comprehensiveness, as sectoral regulators may not address cross-cutting challenges such as 
algorithmic bias, privacy violations, or systemic risks that span multiple sectors. It may face 
coordination challenges, as multiple regulators with different priorities, cultures, and approaches 
must work together to ensure consistent and effective governance.

The sectoral approach represents a distinctive model for AI governance, one that prioritizes 
sectoral expertise, flexibility, and decentralization over comprehensiveness, consistency, and 
centralization. Whether this approach can effectively address the challenges posed by AI 
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technologies, while maintaining the UK's position as a global leader in AI innovation and 
governance, remains to be seen. The success of the sectoral approach will depend on the 
effectiveness of individual regulators, the quality of coordination among them, and the ability to 
address cross-cutting challenges that do not fit neatly within sectoral remits.

4.1.3 Global Ambition: London as a Global Hub for Ethical AI

The UK's approach to AI governance includes an ambitious vision of London as a global hub for 
ethical AI, combining world-class AI research and innovation with responsible governance and 
international leadership. This vision reflects the UK's recognition of its strengths in AI research, 
its financial and legal infrastructure, its global connections, and its commitment to responsible 
innovation, and it positions the UK as a bridge between the American innovation-focused 
approach and the European regulation-focused approach.

The global ambition vision is expressed in several initiatives and policies. First, the UK has 
invested heavily in AI research and development, establishing world-class research institutions 
such as the Alan Turing Institute, the Alan Turing Institute, the UK Research and Innovation AI 
sector, and numerous university AI research centers. These institutions conduct cutting-edge 
research, train AI talent, and collaborate with industry and international partners.

Second, the UK has established itself as a leader in AI governance and standards, hosting 
international forums, contributing to global standards development, and promoting its 
responsible innovation approach as a model for other countries. The UK has been active in 
international AI governance initiatives, including the Global Partnership on AI, the OECD AI 
Principles, and the UNESCO Recommendation on the Ethics of AI.

Third, the UK has positioned London as a global financial center for AI, leveraging its financial 
infrastructure, legal system, and talent pool to attract AI companies, investors, and startups. 
London has become a major hub for AI fintech, AI healthcare, and other AI applications that 
benefit from the city's financial and professional services ecosystem.

Fourth, the UK has established itself as a bridge between the American and European 
approaches to AI governance, maintaining close ties with both while developing its own 
distinctive approach. The UK has sought to maintain regulatory alignment with the EU where 
beneficial while pursuing its own pro-innovation path, and it has maintained strong ties with the 
US while developing its own governance framework.

The global ambition vision has several strengths. It leverages the UK's existing strengths in 
research, finance, and global connections, positioning the UK to benefit from the global AI 
economy. It provides a distinctive model for AI governance that balances innovation and 
regulation, offering an alternative to both the American voluntary approach and the European 
comprehensive approach. It positions the UK as a leader in responsible AI governance, 
enhancing its influence and reputation globally.
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However, the global ambition vision also faces challenges. The UK's departure from the 
European Union has created uncertainties about regulatory alignment, market access, and 
research collaboration. The global AI economy is highly competitive, with the US and China 
dominating in terms of investment, talent, and capabilities. The UK's resources are limited 
compared to these larger economies, and maintaining global leadership will require sustained 
investment and commitment.

The future of the UK's global ambition vision will depend on several factors, including the 
effectiveness of its AI research and innovation ecosystem, the success of its responsible 
innovation approach, the ability to attract and retain global talent and investment, and the 
evolution of the global AI economy. Whether London can achieve its vision of becoming a global 
hub for ethical AI, or whether it will face challenges from larger and better-resourced 
competitors, remains to be seen.

4.2 Canada: Pioneer of Ethical AI

Canada has established itself as a global pioneer in ethical AI governance, combining world-
class AI research with a strong commitment to responsible development, human rights, and 
international cooperation. The Canadian approach, articulated in the Pan-Canadian Artificial 
Intelligence Strategy and subsequent policies, emphasizes ethical AI development, public 
investment in research, and international leadership in AI governance.

The Canadian approach is characterized by several key features. First, it has made significant 
public investments in AI research, establishing world-class research institutes such as the Mila - 
Quebec AI Institute in Montreal, the Vector Institute in Toronto, and the Amii - Alberta Machine 
Intelligence Institute in Edmonton. These institutes conduct cutting-edge research, train AI 
talent, and collaborate with industry and international partners.

Second, it has been a leader in developing ethical frameworks for AI, most notably through the 
Montreal Declaration for Responsible Development of Artificial Intelligence, published in 2018. 
The Montreal Declaration establishes principles for responsible AI development, including 
benevolence, autonomy, justice, privacy, responsibility, and solidarity, and it has influenced AI 
ethics discussions globally.

Third, it has implemented regulatory measures to address AI-related challenges, including 
updates to privacy laws, guidance on automated decision-making, and initiatives to address 
algorithmic bias and discrimination. The federal government has issued directives on the use of 
automated decision systems in government, requiring impact assessments, transparency, and 
human oversight.

Fourth, it has been active in international AI governance, contributing to global standards and 
initiatives, hosting international forums, and promoting cooperation on responsible AI 
development. Canada has been a leading voice in international AI governance discussions, 
advocating for ethical principles, human rights, and international cooperation.
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The Canadian approach has several strengths. It combines world-class research with ethical 
commitment, positioning Canada as a leader in both AI innovation and responsible governance. 
It leverages its strengths in AI research, particularly in Montreal, which has become one of the 
world's leading AI research hubs. It provides a model for ethical AI development that balances 
innovation with responsibility, offering an alternative to both the American market-driven 
approach and the European regulation-driven approach.

However, the Canadian approach also faces challenges. Canada's AI ecosystem is smaller than 
those of the US and China, and it faces competition for talent, investment, and market share. 
The Canadian regulatory framework is less comprehensive than the European approach, and it 
may not address all AI-related challenges effectively. The Canadian approach relies heavily on 
voluntary commitments and ethical principles, which may not be sufficient to address systemic 
risks and harms.

The Canadian approach represents a distinctive model for AI governance, one that emphasizes 
ethical principles, research excellence, and international cooperation. Whether this approach 
can achieve its goals of responsible AI development while maintaining competitiveness in the 
global AI economy, remains to be seen. The future of Canadian AI governance will depend on 
the effectiveness of its research ecosystem, the strength of its ethical frameworks, and the 
ability to attract and retain global talent and investment.

4.2.1 The Montreal Declaration 2018: A Strong Ethical Legacy

The Montreal Declaration for Responsible Development of Artificial Intelligence, published in 
November 2018, represents one of the most influential ethical frameworks for AI development, 
establishing principles that have shaped AI ethics discussions globally. The Declaration was 
developed through a participatory process involving researchers, industry representatives, civil 
society organizations, and citizens, and it reflects a broad consensus on the ethical principles 
that should guide AI development.

The Montreal Declaration establishes several core principles for responsible AI development. 
First, the principle of benevolence holds that AI systems should be designed and used to benefit 
individuals, society, and the environment, and should not cause harm. This principle 
emphasizes the positive potential of AI and the responsibility of developers to ensure that AI 
serves human welfare.

Second, the principle of autonomy holds that AI systems should respect human autonomy, 
should not undermine human decision-making capacity, and should support rather than replace 
human agency. This principle emphasizes the importance of human control over AI systems 
and the need to preserve human dignity and self-determination.

Third, the principle of justice holds that AI systems should be developed and used in ways that 
promote fairness, equality, and non-discrimination, and should not perpetuate or exacerbate 
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existing inequalities. This principle emphasizes the need to address algorithmic bias, to ensure 
equitable access to AI benefits, and to protect vulnerable populations from AI-related harms.

Fourth, the principle of privacy holds that AI systems should respect privacy, should collect and 
use data only with informed consent, and should protect personal information from unauthorized 
access or misuse. This principle emphasizes the importance of data protection in the AI context 
and the need to balance AI's data needs with privacy rights.

Fifth, the principle of responsibility holds that those who develop and deploy AI systems should 
be accountable for their impacts, should ensure transparency and explainability, and should 
provide mechanisms for redress when harms occur. This principle emphasizes the need for 
accountability, transparency, and remedy in AI governance.

Sixth, the principle of solidarity holds that AI development should be inclusive, participatory, and 
oriented toward the common good, and should benefit all members of society, not just a 
privileged few. This principle emphasizes the need for broad participation in AI governance, 
equitable distribution of AI benefits, and attention to the social impacts of AI.

The Montreal Declaration has had significant influence on AI ethics discussions globally. It has 
been cited in numerous policy documents, academic papers, and industry guidelines. It has 
influenced the development of other ethical frameworks, including the OECD AI Principles, the 
IEEE Ethically Aligned Design, and various corporate AI ethics guidelines. It has established 
Montreal as a global center for AI ethics research and discussion, attracting researchers, 
policymakers, and industry representatives from around the world.

The Montreal Declaration represents a significant contribution to AI ethics, providing a 
comprehensive, principled framework for responsible AI development. However, it is a 
declaration of principles rather than a binding regulatory framework, and its effectiveness 
depends on voluntary adoption and implementation. The challenge for Canadian AI governance 
is to translate the Declaration's principles into concrete policies, regulations, and practices that 
effectively guide AI development and deployment.

The future of the Montreal Declaration's influence will depend on several factors, including the 
ability to translate principles into practice, the evolution of AI technologies and challenges, the 
development of competing ethical frameworks, and the international reception of the 
Declaration's approach. Whether the Montreal Declaration can achieve its vision of responsible 
AI development, or whether it will remain a statement of ideals without sufficient practical 
impact, remains to be seen.

4.2.2 National Strategy: Massive Investment with Value Protection

Canada's approach to AI governance includes a significant national strategy that combines 
massive public investment in AI research and development with a strong commitment to 
protecting Canadian values, including human rights, diversity, inclusion, and ethical 
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responsibility. This strategy, articulated in the Pan-Canadian Artificial Intelligence Strategy 
launched in 2017, represents one of the first national AI strategies in the world and has 
positioned Canada as a global leader in both AI research and responsible governance.

The national strategy includes several key components. First, it has invested significantly in AI 
research infrastructure, providing funding for the establishment and operation of three major AI 
research institutes: Mila in Montreal, the Vector Institute in Toronto, and Amii in Edmonton. 
These institutes have become world leaders in AI research, attracting top talent from around the 
world, producing cutting-edge research, and training the next generation of AI researchers and 
practitioners.

Second, it has invested in AI talent development, funding graduate scholarships, postdoctoral 
fellowships, and industry-academia partnerships to build Canada's AI workforce. These 
investments have helped Canada develop a deep pool of AI talent, though competition for this 
talent from the US and other countries remains a challenge.

Third, it has supported AI commercialization and industry collaboration, funding initiatives to 
help translate research into commercial applications, supporting startups and scale-ups, and 
fostering partnerships between academia and industry. These efforts have helped build a 
vibrant AI ecosystem in Canada, though it remains smaller than those of the US and China.

Fourth, it has integrated ethical considerations into the national strategy, ensuring that AI 
development aligns with Canadian values, including human rights, diversity, inclusion, and 
ethical responsibility. This integration is expressed through the Montreal Declaration, through 
government directives on ethical AI use, and through research funding priorities that emphasize 
responsible AI development.

The national strategy has several strengths. It has established Canada as a global leader in AI 
research, with world-class institutes, top talent, and cutting-edge contributions. It has built a 
vibrant AI ecosystem, with numerous companies, startups, and research organizations. It has 
integrated ethical considerations into AI development, positioning Canada as a leader in 
responsible AI governance. It has attracted international talent and investment, leveraging 
Canada's reputation for quality, ethics, and openness.

However, the national strategy also faces challenges. Canada's AI ecosystem is smaller than 
those of the US and China, and it faces competition for talent, investment, and market share. 
The strategy relies heavily on public investment, which may not be sustainable in the long term 
or sufficient to compete with the massive private investments in the US and China. The strategy 
faces challenges in retaining talent, as many Canadian AI researchers are attracted by higher 
salaries and larger opportunities in the US. The strategy faces challenges in commercialization, 
as translating research into successful companies requires not only research excellence but 
also business acumen, market access, and scale.
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The future of Canada's national AI strategy will depend on several factors, including the 
sustainability of public investment, the ability to retain and attract talent, the success of 
commercialization efforts, the evolution of the global AI economy, and the ability to maintain 
ethical leadership while remaining competitive. Whether Canada can achieve its vision of being 
a global leader in both AI research and responsible governance, or whether it will face 
challenges from larger and better-resourced competitors, remains to be seen.

4.2.3 MILA Institute: A Global Center for Responsible Research

Mila - Quebec AI Institute, located in Montreal, has become one of the world's leading centers 
for AI research, known not only for its cutting-edge contributions to AI science but also for its 
commitment to responsible research, ethical considerations, and social impact. Founded in 
1993 as the Quebec Center for Research in Artificial Intelligence and renamed Mila in 2016, the 
institute has grown to become a global leader in AI research, attracting top talent, producing 
influential research, and shaping the direction of AI science.

Mila's contributions to AI research are substantial and wide-ranging. The institute has made 
fundamental contributions to deep learning, reinforcement learning, natural language 
processing, computer vision, and other core areas of AI science. Mila researchers have 
published influential papers, developed widely-used algorithms and frameworks, and trained 
many of the world's leading AI researchers and practitioners. The institute has attracted 
significant attention and investment, becoming a magnet for AI talent from around the world.

Mila's commitment to responsible research distinguishes it from many other leading AI research 
centers. The institute has integrated ethical considerations into its research agenda, funding 
research on AI ethics, fairness, transparency, and social impact. It has established 
collaborations with ethicists, social scientists, and policy experts to ensure that AI research 
addresses not only technical challenges but also ethical, social, and policy implications. It has 
participated in the development of the Montreal Declaration and other ethical frameworks, 
contributing its research expertise to ethical discussions.

Mila's ecosystem approach has been instrumental in building Montreal's position as a global AI 
hub. The institute has collaborated with universities, industry, and government to create a 
vibrant AI ecosystem that includes research, education, commercialization, and policy. This 
ecosystem has attracted numerous AI companies to Montreal, created thousands of high-quality 
jobs, and positioned the city as a global leader in AI research and development.

Mila faces several challenges, including competition for talent from larger and better-funded 
institutions, the need to translate research into commercial success, the challenge of 
maintaining ethical leadership while remaining competitive, and the evolution of the global AI 
landscape. The institute must continue to attract top talent, produce cutting-edge research, 
contribute to ethical discussions, and build a sustainable ecosystem that benefits Montreal, 
Quebec, Canada, and the world.
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The future of Mila will depend on several factors, including the sustainability of funding, the 
ability to attract and retain talent, the success of research commercialization, the evolution of AI 
science, and the institute's ability to maintain its distinctive commitment to responsible research. 
Whether Mila can maintain its position as a global leader in both AI research and responsible 
governance, or whether it will face challenges from larger and better-resourced competitors, 
remains to be seen.

4.3 United Arab Emirates: Ambition in Digital Leadership

The United Arab Emirates (UAE) has emerged as a distinctive player in global AI governance, 
combining ambitious visions of digital leadership with a unique governance model that reflects 
its political system, economic strategy, and cultural values. The UAE approach, articulated in 
the UAE Strategy for Artificial Intelligence 2031 and subsequent initiatives, emphasizes rapid 
adoption, government leadership, economic diversification, and regional influence.

The UAE approach is characterized by several key features. First, it has established itself as a 
global leader in government commitment to AI, appointing the world's first Minister of State for 
Artificial Intelligence in 2017 and launching comprehensive national strategies for AI 
development and adoption. This high-level commitment signals the UAE's recognition of AI's 
strategic importance and its determination to be a global leader in AI governance and adoption.

Second, it has focused on rapid adoption and deployment of AI applications, particularly in 
government services, smart cities, healthcare, education, and transportation. The UAE has used 
AI extensively to improve government efficiency, to develop smart city infrastructure, and to 
diversify its economy away from oil dependence. This focus on adoption reflects the UAE's 
pragmatic approach to AI governance, emphasizing practical benefits over theoretical 
frameworks.

Third, it has established regulatory frameworks that balance innovation and control, creating 
relatively permissive environments for AI experimentation and deployment while maintaining 
government oversight and alignment with national objectives. The UAE has established free 
zones, regulatory sandboxes, and special economic zones that allow companies to test and 
deploy AI applications with reduced regulatory burdens, while maintaining government oversight 
and ensuring alignment with national priorities.

Fourth, it has positioned itself as a regional and global hub for AI, hosting international forums, 
attracting global companies and talent, and promoting its AI vision and governance model as an 
example for other countries. The UAE has hosted major AI conferences, established 
partnerships with leading global AI companies and research institutions, and used its financial 
resources and strategic location to build a prominent position in the global AI ecosystem.

The UAE approach has several strengths. It demonstrates strong government commitment and 
leadership, enabling rapid decision-making and implementation. It leverages the UAE's financial 
resources, strategic location, and business-friendly environment to attract investment and talent. 
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It focuses on practical applications and benefits, ensuring that AI development serves concrete 
economic and social objectives. It positions the UAE as a bridge between East and West, 
between developed and developing countries, and between different governance models.

However, the UAE approach also faces challenges. The UAE's political system is authoritarian, 
raising concerns about human rights, freedom of expression, and the potential for AI to be used 
for social control. The UAE's AI ecosystem is still developing, and it faces competition from 
larger and more established hubs. The UAE's regulatory framework, while permissive, may not 
provide adequate protection for fundamental rights or address all AI-related challenges. The 
UAE's reliance on foreign talent and technology creates dependencies and vulnerabilities.

The UAE approach represents a distinctive model for AI governance, one that emphasizes rapid 
adoption, government leadership, economic diversification, and regional influence. Whether this 
approach can achieve its goals of digital leadership while addressing the challenges of human 
rights, sustainability, and global cooperation, remains to be seen. The future of UAE AI 
governance will depend on the effectiveness of its strategies, the evolution of its regulatory 
framework, and the ability to balance ambition with responsibility.

4.3.1 Strategy 2031: UAE as the Capital of AI

The UAE Strategy for Artificial Intelligence 2031, launched in 2018, represents one of the most 
ambitious national AI strategies in the world, setting the goal of positioning the UAE as a global 
capital for AI by 2031. The strategy reflects the UAE's recognition of AI's transformative 
potential, its commitment to economic diversification, and its vision of leveraging AI to build a 
knowledge-based, post-oil economy.

The strategy includes several key pillars. First, it aims to establish the UAE as a global hub for 
AI research and development, investing in research infrastructure, attracting top talent, and 
fostering collaboration between academia, industry, and government. The strategy has led to 
the establishment of research centers, partnerships with leading global universities, and 
significant investments in AI education and training.

Second, it aims to accelerate AI adoption across all sectors of the economy and society, 
particularly in government services, healthcare, education, transportation, energy, and finance. 
The strategy has led to numerous AI initiatives in these sectors, including smart government 
services, AI-powered healthcare diagnostics, intelligent transportation systems, and AI-driven 
energy management.

Third, it aims to develop a robust AI ecosystem that supports innovation, entrepreneurship, and 
commercialization. The strategy has led to the establishment of free zones, regulatory 
sandboxes, accelerator programs, and funding initiatives that support AI startups and scale-ups. 
It has also led to partnerships with global AI companies, attracting investment and expertise to 
the UAE.
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Fourth, it aims to develop AI talent and capabilities, investing in education, training, and skills 
development to build a workforce capable of developing and deploying AI technologies. The 
strategy has led to the introduction of AI curricula in schools and universities, the establishment 
of specialized training programs, and initiatives to attract and retain global AI talent.

Fifth, it aims to establish ethical frameworks and governance structures for responsible AI 
development and deployment. The strategy has led to the development of AI ethics guidelines, 
the establishment of regulatory frameworks, and participation in international AI governance 
initiatives.

The strategy has achieved significant progress in several areas. The UAE has become a 
prominent player in global AI discussions, hosting major conferences and forums. It has 
attracted numerous global AI companies and investments. It has deployed AI applications 
extensively in government services and smart city infrastructure. It has built a growing AI 
ecosystem with numerous startups, research centers, and industry players.

However, the strategy also faces challenges. The UAE's AI ecosystem is still developing, and it 
faces competition from larger and more established hubs. The UAE's political system raises 
concerns about human rights and the potential for AI to be used for social control. The UAE's 
reliance on foreign talent and technology creates dependencies. The strategy's ambitious goals 
require sustained investment, commitment, and execution over more than a decade.

The future of the UAE's AI strategy will depend on several factors, including the sustainability of 
investment, the ability to attract and retain talent, the success of adoption and commercialization 
efforts, the evolution of the global AI economy, and the ability to balance ambition with 
responsibility. Whether the UAE can achieve its vision of becoming a global capital for AI, or 
whether it will face challenges from larger and more established competitors, remains to be 
seen.

4.3.2 Minister of AI: The First in the World

The UAE's appointment of Omar Al Olama as the world's first Minister of State for Artificial 
Intelligence in 2017 represents a groundbreaking move in AI governance, signaling the UAE's 
recognition of AI's strategic importance and its commitment to government leadership in AI 
development and adoption. This appointment, unique in the world, has given the UAE a 
distinctive position in global AI governance and has enabled rapid decision-making and 
implementation of AI initiatives.

The Minister of AI has several key responsibilities. First, the minister is responsible for 
developing and implementing the UAE's AI strategy, coordinating AI initiatives across 
government, and ensuring alignment with national objectives. This role gives the minister 
significant authority to drive AI adoption, allocate resources, and coordinate efforts across 
different government entities.
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Second, the minister is responsible for representing the UAE in international AI governance 
discussions, promoting the UAE's AI vision and model, and building partnerships with other 
countries and international organizations. This role has positioned the UAE as a prominent 
voice in global AI governance, with the minister participating in major international forums and 
building relationships with global AI leaders.

Third, the minister is responsible for developing regulatory frameworks and policies for AI, 
balancing innovation and responsibility, and ensuring that AI development aligns with UAE 
values and objectives. This role has led to the development of AI ethics guidelines, regulatory 
sandboxes, and other governance mechanisms.

Fourth, the minister is responsible for promoting AI awareness, education, and adoption across 
UAE society, working to build a culture of AI literacy and acceptance. This role has led to 
numerous public awareness campaigns, educational initiatives, and adoption programs.

The Minister of AI has achieved several significant accomplishments. The position has given AI 
a high profile in UAE governance, ensuring that AI receives attention and resources at the 
highest levels of government. It has enabled rapid decision-making and implementation, as the 
minister has the authority to drive initiatives without the bureaucratic delays that might occur in 
other governance structures. It has positioned the UAE as a global leader in AI governance, 
attracting attention, investment, and partnerships.

However, the Minister of AI also faces challenges. The position is unique, and its effectiveness 
depends on the authority, resources, and commitment given to it. The minister must balance 
multiple objectives, including innovation, regulation, adoption, and international positioning, 
which may sometimes conflict. The minister must work within the UAE's political system, which 
may limit the ability to address certain challenges, particularly those related to human rights and 
freedom.

The future of the Minister of AI position will depend on several factors, including the continued 
commitment of UAE leadership, the ability to achieve strategic goals, the evolution of global AI 
governance, and the effectiveness of the minister's approach. Whether the Minister of AI model 
can be replicated in other countries, or whether it remains a unique feature of UAE governance, 
remains to be seen.

4.3.3 Balancing Openness with Arab and Islamic Values

The UAE's approach to AI governance includes the challenge of balancing openness and 
innovation with alignment to Arab and Islamic values, creating a distinctive governance model 
that reflects the UAE's cultural context while remaining competitive in the global AI economy. 
This balance is expressed in several ways, including the development of AI ethics guidelines 
that reflect Islamic principles, the use of AI to support Arabic language and culture, and the 
establishment of regulatory frameworks that respect cultural values while enabling innovation.
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The balance between openness and values is expressed in several areas. First, in AI ethics, the 
UAE has developed guidelines that reflect Islamic principles, including emphasis on justice, 
fairness, privacy, and social responsibility. These guidelines draw on Islamic ethical traditions 
while also incorporating international best practices, creating a distinctive approach that reflects 
the UAE's cultural context.

Second, in AI applications, the UAE has used AI to support Arabic language processing, Islamic 
finance, and other areas that reflect Arab and Islamic culture. This includes development of 
Arabic natural language processing tools, AI applications for Islamic finance compliance, and 
AI-powered platforms for Islamic education and culture.

Third, in regulatory frameworks, the UAE has established regulations that respect cultural 
values, including requirements for content moderation that align with Islamic principles, data 
protection rules that reflect cultural sensitivities, and governance structures that ensure 
alignment with national values. These frameworks enable innovation while maintaining cultural 
alignment.

Fourth, in international engagement, the UAE has positioned itself as a bridge between different 
cultural and governance traditions, promoting dialogue between Western, Arab, Islamic, and 
Asian perspectives on AI governance. This positioning reflects the UAE's diverse population, its 
strategic location, and its commitment to being a global hub that respects multiple traditions.

The balance between openness and values faces several challenges. Global AI development is 
largely driven by Western and East Asian perspectives, and aligning AI with Arab and Islamic 
values may require significant adaptation and investment. The UAE's ambition to be a global AI 
hub requires openness to global talent, ideas, and practices, which may sometimes conflict with 
cultural values. The rapid evolution of AI technologies creates challenges for maintaining 
cultural alignment while keeping pace with global developments.

The future of the UAE's balance between openness and values will depend on several factors, 
including the ability to develop distinctive AI applications and governance models that reflect 
Arab and Islamic values, the success in attracting global talent and investment while 
maintaining cultural alignment, and the evolution of global AI governance to accommodate 
diverse cultural perspectives. Whether the UAE can achieve this balance, creating a distinctive 
model that is both globally competitive and culturally authentic, remains to be seen.

4.4 India: AI for Inclusive Development

India has developed a distinctive approach to AI governance that emphasizes inclusive 
development, social impact, and leveraging AI to address the country's unique challenges and 
opportunities. The Indian approach, articulated in the National Strategy for Artificial Intelligence 
#AIforAll published in 2018, focuses on using AI to solve problems in healthcare, agriculture, 
education, and infrastructure, with particular attention to ensuring that AI benefits all segments 
of Indian society.
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The Indian approach is characterized by several key features. First, it emphasizes AI for social 
impact, focusing on applications that address India's development challenges, including 
healthcare access, agricultural productivity, educational quality, and infrastructure efficiency. 
This focus reflects India's recognition of AI's potential to address pressing social problems and 
its commitment to ensuring that AI development serves public welfare.

Second, it emphasizes inclusive development, ensuring that AI benefits all segments of Indian 
society, including rural populations, marginalized communities, and small businesses. This 
emphasis is expressed through initiatives to develop AI applications for rural healthcare, 
smallholder agriculture, vernacular language education, and micro-enterprise support.

Third, it emphasizes research and talent development, investing in AI research infrastructure, 
establishing centers of excellence, and building AI capabilities in academia and industry. India 
has a large and talented STEM workforce, and the government has sought to leverage this 
talent for AI development through various initiatives and investments.

Fourth, it emphasizes international cooperation and standards, participating in global AI 
governance initiatives, contributing to international standards development, and building 
partnerships with other countries and international organizations. India has positioned itself as a 
voice for developing countries in AI governance discussions, advocating for inclusive 
approaches that address the needs and priorities of the Global South.

The Indian approach has several strengths. It focuses on social impact and inclusive 
development, ensuring that AI serves public welfare and benefits all segments of society. It 
leverages India's large talent pool, particularly in STEM fields, to build AI capabilities. It 
addresses India's unique challenges and opportunities, developing applications that are relevant 
to the Indian context. It positions India as a leader among developing countries in AI 
governance, advocating for inclusive approaches.

However, the Indian approach also faces challenges. India's infrastructure, including digital 
infrastructure, research infrastructure, and regulatory infrastructure, is still developing, creating 
challenges for AI development and deployment. India faces significant inequalities, including 
digital divides, economic disparities, and social exclusion, which may limit the inclusiveness of 
AI development. India's regulatory framework for AI is still evolving, and it faces challenges in 
balancing innovation and regulation, in protecting fundamental rights, and in addressing AI-
related harms. India faces competition from other countries, particularly China, in attracting AI 
investment, talent, and market share.

The Indian approach represents a distinctive model for AI governance, one that emphasizes 
inclusive development, social impact, and addressing the needs of developing countries. 
Whether this approach can achieve its goals of using AI for inclusive development while 
addressing the challenges of infrastructure, inequality, and global competition, remains to be 
seen. The future of Indian AI governance will depend on the effectiveness of its strategies, the 
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evolution of its regulatory framework, and the ability to balance ambition with implementation 
capacity.

4.4.1 The #AIforAll Strategy: Technology Serving Everyone

India's National Strategy for Artificial Intelligence, branded as #AIforAll, represents a distinctive 
approach to AI governance that emphasizes inclusive development, social impact, and ensuring 
that AI benefits all segments of Indian society. Published by NITI Aayog, the government's 
premier policy think tank, in 2018, the strategy focuses on using AI to address India's 
development challenges while ensuring that AI development is inclusive and equitable.

The #AIforAll strategy identifies five priority areas for AI application in India: healthcare, 
agriculture, education, smart cities and infrastructure, and smart mobility and transportation. 
These areas were chosen based on their potential for social impact, their alignment with 
national development priorities, and their ability to address India's unique challenges. The 
strategy emphasizes developing AI applications that are accessible, affordable, and relevant to 
all segments of Indian society, including rural populations, marginalized communities, and small 
businesses.

The strategy includes several key pillars. First, it emphasizes creating an enabling environment 
for AI research and innovation, including investment in research infrastructure, support for 
startups and entrepreneurs, and development of AI talent. The strategy has led to the 
establishment of centers of excellence, research partnerships, and various initiatives to build AI 
capabilities.

Second, it emphasizes applying AI to solve social challenges, developing applications that 
improve healthcare access, increase agricultural productivity, enhance educational quality, and 
optimize infrastructure efficiency. The strategy has led to numerous pilot projects and initiatives 
in these areas, though scaling these initiatives remains a challenge.

Third, it emphasizes ensuring inclusive access to AI benefits, developing applications that are 
accessible to rural populations, marginalized communities, and small businesses. This includes 
developing AI applications in vernacular languages, creating affordable solutions for small-scale 
users, and ensuring that AI development does not exacerbate existing inequalities.

Fourth, it emphasizes ethical and responsible AI development, developing guidelines and 
frameworks to ensure that AI is developed and used responsibly, with attention to privacy, 
fairness, transparency, and accountability. The strategy has led to the development of 
responsible AI principles and various initiatives to promote ethical AI development.

The #AIforAll strategy has achieved several accomplishments. It has positioned India as a 
leader among developing countries in AI governance, advocating for inclusive approaches that 
address the needs of the Global South. It has focused AI development on social impact, 
ensuring that AI serves public welfare rather than purely commercial interests. It has built a 

73 / 132



growing AI ecosystem, with numerous research centers, startups, and industry players. It has 
developed distinctive applications that address India's unique challenges, including AI for rural 
healthcare, smallholder agriculture, and vernacular language education.

However, the strategy also faces challenges. India's infrastructure, including digital 
infrastructure, research infrastructure, and regulatory infrastructure, is still developing, creating 
challenges for AI development and deployment. Scaling AI applications from pilots to national 
impact remains a significant challenge, requiring not only technical capabilities but also 
institutional capacity, funding, and coordination. India faces significant inequalities, including 
digital divides, economic disparities, and social exclusion, which may limit the inclusiveness of 
AI development. The strategy relies heavily on government leadership and coordination, which 
may face challenges in a complex federal system with multiple stakeholders.

The future of the #AIforAll strategy will depend on several factors, including the effectiveness of 
implementation, the ability to scale successful pilots, the evolution of India's infrastructure and 
capabilities, and the ability to address inequalities and ensure inclusive development. Whether 
India can achieve its vision of using AI for inclusive development, or whether it will face 
challenges from infrastructure gaps, inequalities, and implementation capacity, remains to be 
seen.

4.4.2 Focus on Social Applications: Health, Education, Agriculture

India's AI strategy places particular emphasis on developing AI applications for social sectors, 
including healthcare, education, and agriculture, recognizing that these sectors are critical for 
India's development and that AI has significant potential to address challenges in these areas. 
This focus reflects India's commitment to using AI for public welfare, its recognition of the social 
impact potential of AI, and its determination to ensure that AI development serves the needs of 
all Indians.

In healthcare, India has pursued numerous AI initiatives to improve access, quality, and 
efficiency. These include AI-powered diagnostic tools that can detect diseases such as 
tuberculosis, diabetic retinopathy, and cancer from medical images, particularly in rural and 
underserved areas where specialist doctors are scarce. They include AI-powered telemedicine 
platforms that connect patients in remote areas with doctors in urban centers, improving access 
to specialist care. They include AI-powered health management systems that optimize resource 
allocation, predict disease outbreaks, and improve public health interventions. These initiatives 
have the potential to significantly improve healthcare access and quality, particularly for rural 
and marginalized populations.

In education, India has pursued AI initiatives to improve quality, access, and personalization. 
These include AI-powered adaptive learning platforms that personalize education based on 
individual student needs, abilities, and learning styles. They include AI-powered language 
translation and vernacular language tools that make educational content accessible in multiple 
languages, addressing India's linguistic diversity. They include AI-powered assessment and 

74 / 132



evaluation tools that provide real-time feedback to students and teachers, improving learning 
outcomes. These initiatives have the potential to significantly improve educational quality and 
access, particularly for students in rural and underserved areas.

In agriculture, India has pursued AI initiatives to improve productivity, sustainability, and farmer 
welfare. These include AI-powered crop monitoring and prediction tools that use satellite 
imagery and sensor data to monitor crop health, predict yields, and provide early warning of 
pests and diseases. They include AI-powered advisory services that provide farmers with real-
time information on weather, market prices, and best practices, helping them make better 
decisions. They include AI-powered supply chain optimization tools that improve the efficiency 
of agricultural supply chains, reducing waste and improving farmer incomes. These initiatives 
have the potential to significantly improve agricultural productivity and farmer welfare, which is 
critical for India's food security and rural development.

The focus on social applications has several strengths. It addresses India's most pressing 
development challenges, using AI to improve healthcare, education, and agriculture for the 
benefit of all Indians. It leverages AI's potential for social impact, demonstrating that AI can 
serve public welfare rather than purely commercial interests. It develops distinctive applications 
that are relevant to the Indian context, addressing India's unique challenges and opportunities. It 
positions India as a leader in AI for social impact, attracting attention and partnerships from 
international organizations and development agencies.

However, the focus on social applications also faces challenges. Scaling AI applications from 
pilots to national impact remains a significant challenge, requiring not only technical capabilities 
but also institutional capacity, funding, infrastructure, and coordination. India's infrastructure, 
including digital infrastructure, healthcare infrastructure, and educational infrastructure, is still 
developing, creating challenges for AI deployment. India faces significant inequalities, including 
digital divides, economic disparities, and social exclusion, which may limit the reach and impact 
of AI applications. The social applications focus may not generate the commercial returns that 
attract private investment, creating challenges for sustainability and scaling.

The future of India's focus on social applications will depend on several factors, including the 
effectiveness of implementation, the ability to scale successful pilots, the evolution of 
infrastructure and capabilities, and the ability to attract investment and partnerships. Whether 
India can achieve its vision of using AI for social impact in healthcare, education, and 
agriculture, or whether it will face challenges from infrastructure gaps, inequalities, and 
implementation capacity, remains to be seen.

4.4.3 Challenges: Infrastructure and the Digital Divide

India's AI governance faces significant challenges related to infrastructure and the digital divide, 
which threaten to limit the inclusiveness and effectiveness of AI development and deployment. 
These challenges reflect India's broader development challenges, including inadequate digital 
infrastructure, significant inequalities in access to technology and connectivity, and the need to 
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ensure that AI development benefits all segments of society, not just the urban, educated, and 
affluent.

The infrastructure challenge is multifaceted. India's digital infrastructure, including broadband 
connectivity, data centers, and computing resources, is still developing, particularly in rural and 
underserved areas. This creates challenges for AI development and deployment, as AI 
applications require reliable connectivity, sufficient computing resources, and access to data. 
India's research infrastructure, including high-performance computing facilities, research labs, 
and collaboration platforms, is also developing, creating challenges for cutting-edge AI 
research. India's regulatory infrastructure, including data protection frameworks, AI governance 
mechanisms, and enforcement capabilities, is still evolving, creating challenges for responsible 
AI governance.

The digital divide challenge is equally significant. India faces significant inequalities in access to 
technology, connectivity, and digital skills, with rural populations, marginalized communities, 
women, and lower-income groups having less access than urban, affluent, and educated 
populations. This divide threatens to limit the inclusiveness of AI development, as AI 
applications may primarily benefit those who already have access to technology and 
connectivity, exacerbating existing inequalities rather than addressing them. The digital divide 
also threatens to limit the effectiveness of AI applications, as applications that require 
connectivity, devices, or digital skills may not reach those who need them most.

Addressing these challenges requires significant investment, coordination, and commitment. It 
requires investment in digital infrastructure, including broadband connectivity, data centers, and 
computing resources, particularly in rural and underserved areas. It requires investment in 
research infrastructure, including high-performance computing facilities, research labs, and 
collaboration platforms. It requires investment in regulatory infrastructure, including data 
protection frameworks, AI governance mechanisms, and enforcement capabilities. It requires 
initiatives to address the digital divide, including programs to improve access to technology and 
connectivity for underserved populations, digital skills training programs, and initiatives to 
ensure that AI applications are accessible and relevant to all segments of society.

The future of India's AI governance will depend significantly on the ability to address these 
infrastructure and digital divide challenges. If India can invest in infrastructure, address the 
digital divide, and ensure that AI development is inclusive, it can achieve its vision of using AI 
for inclusive development. If it cannot address these challenges, AI development may primarily 
benefit the already advantaged, exacerbating inequalities rather than addressing them, and 
limiting the social impact and effectiveness of AI applications.

---

CHAPTER FIVE: COMPARATIVE ANALYSIS - STRENGTHS AND WEAKNESSES

5.1 The Comprehensive Comparison Matrix
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The diverse approaches to AI governance around the world, from the European risk-based 
model to the American market-driven approach, from the Chinese state-directed model to the 
various emerging approaches, can be compared across multiple dimensions to identify their 
relative strengths, weaknesses, and implications. This comparison reveals not only the technical 
and regulatory differences between approaches but also the deeper philosophical, cultural, and 
political assumptions that underlie them.

5.1.1 Degree of Regulation: From Strict to Open

The degree of regulation varies significantly across different approaches to AI governance, 
ranging from the strict, comprehensive regulation of the European model to the open, voluntary 
approach of the American model, with the Chinese model representing a different kind of 
strictness focused on state control rather than individual rights protection.

The European model represents the highest degree of comprehensive regulation, with the EU 
AI Act establishing detailed requirements for different categories of AI systems, including 
prohibitions for unacceptable risk systems, strict obligations for high-risk systems, transparency 
requirements for limited risk systems, and minimal requirements for low-risk systems. This 
comprehensive approach provides clear rules, strong protections, and legal certainty, but it also 
creates significant compliance burdens, regulatory complexity, and potential barriers to 
innovation.

The American model represents the lowest degree of comprehensive federal regulation, with no 
horizontal AI legislation and reliance on voluntary standards, sector-specific regulations, and 
existing legal frameworks. This open approach provides flexibility, supports innovation, and 
avoids bureaucratic burdens, but it also creates gaps, inconsistencies, and potential 
inadequacies in addressing AI-related harms.

The Chinese model represents a different kind of strictness, with comprehensive state control 
over AI development, deployment, and content, but focused on maintaining political stability, 
social control, and alignment with state objectives rather than protecting individual rights. This 
state-directed approach enables rapid mobilization of resources, strategic planning, and 
alignment with national objectives, but it also raises human rights concerns, limits freedom, and 
may stifle innovation.

The emerging models, from the UK's sectoral approach to Canada's ethical focus, from the 
UAE's ambitious adoption to India's inclusive development, represent various intermediate 
positions, seeking to balance regulation and innovation, control and freedom, comprehensive 
oversight and sectoral flexibility. These models reflect their respective cultural, political, and 
economic contexts, and they demonstrate the diversity of approaches to AI governance.

The degree of regulation has significant implications for innovation, protection, and 
competitiveness. Strict regulation provides strong protections and legal certainty but may stifle 
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innovation and create competitive disadvantages. Open regulation supports innovation and 
flexibility but may not provide adequate protection or address systemic risks. State-directed 
regulation enables strategic planning and resource mobilization but raises human rights 
concerns and may limit freedom. The optimal degree of regulation depends on the specific 
context, objectives, and values of each society, and there is no one-size-fits-all answer.

5.1.2 Privacy Protection: From Fundamental Right to Commodity

Privacy protection varies significantly across different approaches to AI governance, reflecting 
different cultural values, legal traditions, and political systems. The European approach treats 
privacy as a fundamental right, the American approach treats it more as a consumer protection 
issue, the Chinese approach subordinates it to state objectives, and the emerging approaches 
vary in their treatment of privacy.

The European approach, built on the GDPR legacy, treats privacy as a fundamental right that 
must be protected regardless of economic or technological considerations. The EU AI Act 
extends this approach to AI, requiring that AI systems respect privacy, implementing data 
protection by design and by default, and establishing strong enforcement mechanisms. This 
approach provides strong privacy protection but may create compliance burdens and limit some 
AI applications that require extensive data processing.

The American approach treats privacy more as a consumer protection issue, with sector-
specific laws, voluntary commitments, and enforcement actions addressing privacy violations. 
The American approach provides some privacy protection but is less comprehensive and 
consistent than the European approach, creating gaps and variations across sectors and states.

The Chinese approach subordinates privacy to state objectives, with data protection laws that 
provide some privacy protection but also enable extensive state surveillance, data collection, 
and social control. The Chinese approach provides limited privacy protection against state 
actors, though it may provide stronger protection against commercial actors in some areas.

The emerging approaches vary in their treatment of privacy. Canada has strong privacy 
protection, built on its privacy laws and ethical frameworks. The UK has privacy protection 
through the UK GDPR and the Data Protection Act, though it may be less comprehensive than 
the EU approach. The UAE and India have developing privacy frameworks that provide some 
protection but are still evolving.

The treatment of privacy has significant implications for AI development, individual rights, and 
social trust. Strong privacy protection builds trust, protects individual rights, and ensures that AI 
development respects human dignity, but it may limit some AI applications and create 
compliance burdens. Weak privacy protection enables more AI applications and reduces 
compliance burdens, but it may undermine trust, violate individual rights, and create social 
tensions. The optimal approach to privacy depends on cultural values, legal traditions, and 
social priorities, and different societies may strike different balances.
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5.1.3 Speed of Innovation: From Restricted to Unleashed

The speed of innovation varies significantly across different approaches to AI governance, 
reflecting different priorities, regulatory environments, and ecosystem characteristics. The 
American model supports the fastest innovation, the European model is more restricted, the 
Chinese model is fast but state-directed, and the emerging models vary in their innovation 
speeds.

The American model supports the fastest innovation, with minimal federal regulation, strong 
venture capital ecosystem, world-leading tech companies, and a culture of entrepreneurship 
and disruption. This environment enables rapid development, testing, and deployment of AI 
applications, creating a dynamic and competitive AI ecosystem. However, this speed may come 
at the cost of inadequate attention to risks, harms, and ethical considerations.

The European model is more restricted in terms of innovation speed, with comprehensive 
regulation, compliance requirements, and precautionary approaches that slow down 
development and deployment. This environment may limit the pace of AI innovation in Europe, 
particularly compared to the US and China, and it may put European companies at a 
competitive disadvantage. However, this restriction may also ensure that AI development is 
more careful, responsible, and aligned with human values.

The Chinese model is fast but state-directed, with significant public investment, strategic 
planning, and state coordination enabling rapid AI development. However, this speed is directed 
toward state objectives, and it may not always align with the most innovative or beneficial uses 
of AI. The Chinese model also faces challenges from technological isolation, which may slow 
down access to cutting-edge technologies and limit innovation.

The emerging models vary in their innovation speeds. The UK's pro-innovation approach 
supports relatively fast innovation, though less dynamic than the US. Canada has strong 
research but faces challenges in commercialization and scaling. The UAE is rapidly adopting AI 
but faces challenges in building indigenous capabilities. India is developing AI capabilities but 
faces infrastructure and digital divide challenges.

The speed of innovation has significant implications for competitiveness, economic growth, and 
technological leadership. Fast innovation creates competitive advantages, drives economic 
growth, and establishes technological leadership, but it may come at the cost of inadequate 
attention to risks and ethical considerations. Slow innovation may ensure more careful and 
responsible development, but it may create competitive disadvantages and limit economic 
benefits. The optimal speed of innovation depends on the balance between innovation and 
responsibility, and different societies may strike different balances.

5.1.4 Democratic Accountability: From Transparency to Opacity
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Democratic accountability varies significantly across different approaches to AI governance, 
reflecting different political systems, governance traditions, and commitments to transparency 
and participation. The European model emphasizes democratic accountability, the American 
model provides some accountability through democratic institutions, the Chinese model has 
limited democratic accountability, and the emerging models vary in their accountability 
mechanisms.

The European model emphasizes democratic accountability, with the EU AI Act developed 
through democratic processes, subject to parliamentary approval, and implemented with 
oversight from elected bodies. The European approach includes transparency requirements, 
public consultation, and mechanisms for citizen participation and redress. This approach 
ensures that AI governance is subject to democratic oversight and accountability, though it may 
be slow and bureaucratic.

The American model provides some democratic accountability through democratic institutions, 
including congressional oversight, agency rulemaking processes, and public participation 
mechanisms. However, the American approach relies heavily on voluntary commitments and 
industry self-regulation, which may not be subject to the same level of democratic oversight as 
comprehensive legislation. The American approach also faces challenges from the influence of 
money in politics, which may undermine democratic accountability.

The Chinese model has limited democratic accountability, with AI governance decisions made 
by the state without meaningful public participation, oversight, or redress mechanisms. The 
Chinese approach prioritizes state control, stability, and alignment with state objectives over 
democratic accountability, raising concerns about legitimacy, transparency, and responsiveness 
to public needs and values.

The emerging models vary in their democratic accountability. The UK has democratic 
accountability through parliamentary oversight, though its sectoral approach may limit 
comprehensive oversight. Canada has strong democratic accountability, with transparent 
processes, public consultation, and parliamentary oversight. The UAE has limited democratic 
accountability, with decisions made by the state without meaningful public participation. India 
has democratic accountability through its democratic institutions, though implementation 
challenges may limit effectiveness.

Democratic accountability has significant implications for legitimacy, trust, and responsiveness. 
Strong democratic accountability ensures that AI governance is legitimate, transparent, and 
responsive to public needs and values, building trust and ensuring that AI serves public 
interests. Weak democratic accountability may undermine legitimacy, reduce trust, and enable 
AI governance that does not reflect public needs and values. The optimal level of democratic 
accountability depends on political systems, governance traditions, and social priorities, and 
different societies may strike different balances.

5.2 Lessons Learned
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The diverse approaches to AI governance around the world provide valuable lessons about the 
strengths, weaknesses, and trade-offs of different governance models. These lessons can 
inform the development of more effective governance frameworks, helping societies navigate 
the complex challenges of AI governance while balancing innovation, protection, and 
accountability.

5.2.1 No Perfect Model: Every Approach Has Its Price

The first and most important lesson from the global comparison of AI governance approaches is 
that there is no perfect model, that every approach has its price, and that societies must make 
difficult trade-offs between competing values and objectives. The European model provides 
strong protection but may stifle innovation. The American model supports innovation but may 
not provide adequate protection. The Chinese model enables strategic development but raises 
human rights concerns. The emerging models offer distinctive approaches but face their own 
challenges.

This lesson has several implications. First, it suggests that societies should not seek to copy 
other models wholesale but should develop governance approaches that reflect their own 
values, contexts, and priorities. What works in one context may not work in another, and blind 
copying may lead to ineffective or counterproductive governance.

Second, it suggests that societies should be explicit about the trade-offs they are making, 
recognizing that every governance approach has costs and benefits, and that these trade-offs 
should be subject to democratic deliberation and public debate. Hidden trade-offs, where the 
costs of governance approaches are not acknowledged or debated, may lead to ineffective or 
illegitimate governance.

Third, it suggests that societies should be willing to adapt and evolve their governance 
approaches as experience accumulates, as technologies evolve, and as challenges emerge. No 
governance approach is perfect or final, and effective governance requires ongoing learning, 
adaptation, and improvement.

Fourth, it suggests that international cooperation is essential, as no single society can address 
the global challenges of AI governance alone. Different societies have different strengths, 
weaknesses, and perspectives, and effective global governance requires learning from each 
other, sharing best practices, and developing common standards and approaches.

The recognition that there is no perfect model is not a reason for despair or inaction but a call 
for humility, learning, and continuous improvement. It is a recognition that AI governance is a 
complex, evolving challenge that requires ongoing effort, adaptation, and cooperation. It is a call 
to develop governance approaches that are effective, legitimate, and responsive to the needs 
and values of each society, while also contributing to effective global governance.
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5.2.2 Cultural Context Matters: Models Cannot Be Imported

The second important lesson from the global comparison is that cultural context matters 
significantly, that governance models cannot be simply imported from one society to another, 
and that effective governance must be rooted in the values, traditions, and priorities of each 
society. The European model reflects European values of human dignity, social solidarity, and 
precautionary principle. The American model reflects American values of freedom, innovation, 
and limited government. The Chinese model reflects Chinese values of stability, development, 
and state leadership. The emerging models reflect their respective cultural contexts.

This lesson has several implications. First, it suggests that governance approaches should be 
developed through inclusive, participatory processes that reflect the values and priorities of 
each society, rather than being imposed from outside or copied from other contexts. Effective 
governance requires local ownership, legitimacy, and alignment with local values.

Second, it suggests that international cooperation should respect cultural diversity, recognizing 
that different societies may have different approaches to AI governance that reflect their unique 
contexts. Effective global governance requires accommodation of diversity, not imposition of 
uniformity.

Third, it suggests that governance approaches should be adaptable, recognizing that cultural 
contexts evolve, values change, and new challenges emerge. Effective governance requires 
flexibility, responsiveness, and willingness to adapt to changing contexts.

Fourth, it suggests that cross-cultural learning is valuable, as societies can learn from each 
other's experiences, adapt best practices to their own contexts, and develop governance 
approaches that combine the strengths of different models. Effective governance requires both 
cultural rootedness and openness to learning from others.

The recognition that cultural context matters is not a justification for cultural relativism or a 
rejection of universal values but a call for culturally sensitive governance that respects diversity 
while upholding fundamental human rights and values. It is a recognition that effective 
governance must be both globally informed and locally rooted, combining universal principles 
with cultural sensitivity.

5.2.3 Flexibility Is Essential: Technology Evolves Faster Than Laws

The third important lesson from the global comparison is that flexibility is essential, that 
technology evolves faster than laws, and that effective governance must be able to adapt to 
rapidly changing technologies, emerging challenges, and new knowledge. The pace of AI 
development is unprecedented, with new capabilities, applications, and risks emerging 
continuously, and governance frameworks that are too rigid, too slow, or too specific may 
quickly become outdated or ineffective.
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This lesson has several implications. First, it suggests that governance frameworks should be 
principles-based rather than rules-based, establishing general principles that can be applied to 
diverse and evolving applications rather than specific rules that may quickly become outdated. 
Principles-based governance provides flexibility and adaptability while maintaining core values 
and objectives.

Second, it suggests that governance frameworks should include mechanisms for ongoing 
review, adaptation, and updating, recognizing that technologies, challenges, and knowledge will 
evolve. Effective governance requires not only initial framework design but also ongoing 
learning, adaptation, and improvement.

Third, it suggests that governance frameworks should leverage regulatory sandboxes, testbeds, 
and other experimental mechanisms that allow for testing and learning in controlled 
environments, enabling adaptation based on real-world experience rather than theoretical 
speculation.

Fourth, it suggests that governance frameworks should build capacity for horizon scanning, 
technology assessment, and anticipatory governance, enabling societies to identify emerging 
challenges, assess potential impacts, and develop proactive responses rather than reacting to 
problems after they occur.

The recognition that flexibility is essential is not a call for deregulation or governance by ad hoc 
decisions but a call for adaptive governance that can evolve with technology while maintaining 
core values and objectives. It is a recognition that effective governance requires both stability 
and flexibility, both clear principles and adaptive mechanisms, both ex ante rules and ex post 
learning.

5.3 Global Gaps

The global comparison of AI governance approaches reveals significant gaps in the current 
global governance landscape, gaps that create challenges for effective governance, 
international cooperation, and the responsible development of AI technologies. These gaps 
reflect the nascent state of AI governance, the diversity of approaches, and the challenges of 
developing effective global governance for a rapidly evolving technology.

5.3.1 Developing Countries: Lagging in the Race

The first significant gap is the lag of developing countries in AI governance and development, 
with most developing countries lacking the resources, capabilities, and infrastructure to 
participate effectively in the global AI economy or to develop their own governance frameworks. 
This lag creates risks of digital colonization, where developing countries become dependent on 
AI technologies developed elsewhere, subject to governance frameworks that do not reflect 
their values or priorities, and unable to benefit from the economic and social opportunities of AI.
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The developing country lag is evident in several areas. First, in AI research and development, 
most developing countries lack the research infrastructure, talent, and funding to conduct 
cutting-edge AI research, leaving them dependent on research conducted in developed 
countries. Second, in AI deployment, most developing countries lack the digital infrastructure, 
regulatory frameworks, and institutional capacity to deploy AI applications effectively, limiting 
their ability to benefit from AI's potential. Third, in AI governance, most developing countries 
lack the governance frameworks, expertise, and resources to develop effective AI governance, 
leaving them subject to governance frameworks developed elsewhere. Fourth, in international 
AI governance discussions, developing countries are often underrepresented, with their voices, 
needs, and priorities not adequately reflected in global standards and initiatives.

Addressing this gap requires significant international cooperation, capacity building, and 
resource transfer. It requires developed countries and international organizations to support 
developing countries in building AI capabilities, developing governance frameworks, and 
participating in global AI governance discussions. It requires inclusive global governance 
mechanisms that ensure developing countries have a voice in setting global standards and 
priorities. It requires AI applications and governance approaches that are relevant and 
accessible to developing countries, addressing their unique challenges and opportunities.

The developing country gap is not only a challenge for developing countries but a challenge for 
the global AI ecosystem, as effective global governance requires the participation and buy-in of 
all countries, and as the benefits of AI are maximized when all countries can participate and 
benefit. Addressing this gap is essential for effective global AI governance and for ensuring that 
AI development benefits all of humanity, not just a privileged few.

5.3.2 Absence of International Standards: Each Country Goes Alone

The second significant gap is the absence of comprehensive international standards for AI 
governance, with each country developing its own approach, creating a fragmented global 
governance landscape that creates challenges for international cooperation, cross-border AI 
deployment, and effective global governance. This absence reflects the nascent state of AI 
governance, the diversity of national approaches, and the challenges of developing international 
consensus on a rapidly evolving technology.

The absence of international standards creates several challenges. First, it creates regulatory 
fragmentation, with different countries having different requirements, standards, and 
enforcement mechanisms, creating compliance burdens for companies operating across 
borders and limiting the global reach of AI applications. Second, it creates governance gaps, 
with some AI applications falling between national jurisdictions or not being adequately 
addressed by any national framework. Third, it creates race-to-the-bottom risks, with countries 
competing to attract AI investment by lowering regulatory standards, potentially undermining 
protection and accountability. Fourth, it limits the effectiveness of global governance, as 
international cooperation is hampered by divergent national approaches and the absence of 
common standards.
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Several initiatives are underway to develop international standards, including the OECD AI 
Principles, the UNESCO Recommendation on the Ethics of AI, the Global Partnership on AI, 
and various industry-led standards development efforts. However, these initiatives are largely 
voluntary, non-binding, and limited in scope, and they have not yet created comprehensive 
international standards that can effectively govern the global AI ecosystem.

Developing effective international standards requires sustained international cooperation, 
compromise, and commitment. It requires countries to find common ground despite their 
different values, priorities, and governance approaches. It requires mechanisms for enforcement 
and accountability that can ensure compliance with international standards. It requires flexibility 
to accommodate diversity while maintaining core principles and objectives. It requires ongoing 
adaptation as technologies, challenges, and knowledge evolve.

The absence of international standards is one of the most significant challenges for global AI 
governance, and addressing it is essential for effective governance of the global AI ecosystem. 
The future of global AI governance will depend significantly on the ability to develop effective 
international standards that can provide common frameworks, ensure accountability, and enable 
cooperation across borders.

5.3.3 Risk of Digital Fragmentation: Internet Divided into Blocks

The third significant gap is the risk of digital fragmentation, where the global internet and AI 
ecosystem become divided into separate blocks with different standards, technologies, and 
governance approaches, creating challenges for global cooperation, innovation, and the free 
flow of information and ideas. This risk is driven by geopolitical tensions, technological 
competition, and divergent governance approaches, and it threatens to undermine the global 
nature of the internet and the AI ecosystem.

The risk of digital fragmentation is evident in several trends. First, the technological competition 
between the US and China is creating two separate AI ecosystems, with different technologies, 
standards, and governance approaches, and with limited interoperability or cooperation 
between them. Second, data localization requirements, export controls, and other national 
policies are creating barriers to the global flow of data, limiting the ability to develop and deploy 
AI applications globally. Third, content moderation, censorship, and other national policies are 
creating different information environments, limiting the global flow of information and ideas. 
Fourth, the development of national or regional AI governance frameworks, without adequate 
international coordination, is creating regulatory fragmentation that limits global interoperability 
and cooperation.

Digital fragmentation creates several challenges. First, it limits the global reach and impact of AI 
applications, as applications developed for one block may not be compatible with or accessible 
in other blocks. Second, it limits the global flow of data, which is essential for training AI systems 
and developing effective applications. Third, it limits international cooperation on AI governance, 
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as divergent approaches create barriers to common standards and frameworks. Fourth, it 
creates risks of geopolitical tensions, as technological competition and digital fragmentation may 
exacerbate geopolitical rivalries and create new forms of conflict.

Addressing the risk of digital fragmentation requires sustained international cooperation, 
commitment to global standards, and willingness to find common ground despite geopolitical 
tensions. It requires mechanisms for interoperability, data flow, and cooperation across different 
governance approaches. It requires commitment to the global nature of the internet and the AI 
ecosystem, recognizing that fragmentation undermines the benefits of global connectivity and 
cooperation. It requires diplomatic efforts to manage geopolitical tensions and find areas of 
cooperation despite competition.

The risk of digital fragmentation is one of the most significant challenges for global AI 
governance, and addressing it is essential for effective governance of the global AI ecosystem. 
The future of global AI governance will depend significantly on the ability to maintain global 
connectivity, cooperation, and interoperability despite geopolitical tensions and divergent 
governance approaches.

---

CHAPTER SIX: THE RAKHAWI DOCTRINE FOR SMART GOVERNANCE - TOWARD A 
HARMONIOUS MODEL

6.1 Core Principles

The Rakhawi Doctrine for Smart AI Governance represents a comprehensive framework for AI 
governance that seeks to transcend the limitations of existing models while preserving their 
strengths, combining the European commitment to human dignity, the American commitment to 
innovation, the Chinese commitment to strategic development, and the diverse insights from 
emerging approaches around the world. The doctrine is built on four core principles that 
together provide a robust foundation for effective, legitimate, and adaptive AI governance: 
cognitive sovereignty, proportionality, transparency, and accountability.

6.1.1 Cognitive Sovereignty: The Human Right to One's Own Mind

The principle of cognitive sovereignty is the foundational principle of the Rakhawi Doctrine, 
asserting that every human being has an inalienable right to control their own cognitive 
processes, to resist algorithmic manipulation, and to maintain authentic thought and decision-
making. This principle recognizes that AI technologies do not merely affect external behavior but 
can influence internal thought processes, shaping beliefs, preferences, and decisions in ways 
that may not be conscious or voluntary. It asserts that the human mind is the last frontier of 
human sovereignty, and that protecting cognitive freedom is essential for preserving human 
dignity, autonomy, and democracy.
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The principle of cognitive sovereignty has several implications for AI governance. First, it 
requires that AI systems be designed and deployed in ways that respect and protect cognitive 
freedom, avoiding manipulation, deception, or undue influence on human thought and decision-
making. This includes requirements for transparency about AI influence, protections against 
algorithmic manipulation, and mechanisms for individuals to resist or opt out of AI influence.

Second, it requires that individuals have control over their neural data, including data about their 
thoughts, preferences, decisions, and cognitive processes. This includes rights to access, 
correct, delete, and control the use of neural data, as well as protections against unauthorized 
collection, analysis, or use of such data.

Third, it requires that AI governance protect against cognitive warfare and mass manipulation, 
including state or corporate campaigns to manipulate public opinion, influence elections, or 
undermine democratic processes through AI technologies. This includes international 
prohibitions on cognitive warfare, democratic oversight of AI-related influence campaigns, and 
mechanisms for detecting and countering manipulation.

Fourth, it requires that AI governance protect cognitive diversity, ensuring that AI systems do 
not homogenize thought, eliminate dissent, or create cognitive conformity. This includes 
protections for diverse perspectives, mechanisms for ensuring pluralism in AI systems, and 
attention to the cognitive impacts of AI on society.

The principle of cognitive sovereignty is not absolute but must be balanced with other principles 
and objectives. It may be limited in specific circumstances, such as when necessary to protect 
public safety, prevent harm, or address legitimate security concerns. However, any limitations 
must be proportionate, necessary, and subject to democratic oversight and accountability.

The principle of cognitive sovereignty distinguishes the Rakhawi Doctrine from other 
governance frameworks, which may focus primarily on safety, fairness, or economic impacts 
without adequately addressing the unique challenges that AI poses to cognitive freedom and 
human autonomy. By placing cognitive sovereignty at the center of AI governance, the Rakhawi 
Doctrine provides a comprehensive framework that addresses not only the external impacts of 
AI but also its internal impacts on mind, consciousness, and human agency.

6.1.2 Proportionality: Regulation Commensurate with Risk

The principle of proportionality requires that regulatory interventions be commensurate with the 
risks they address, avoiding both over-regulation that stifles innovation and under-regulation 
that fails to protect against significant harms. This principle recognizes that AI technologies are 
diverse, with applications ranging from low-risk to high-risk, and that governance approaches 
should be tailored to the specific risks and impacts of each application.

The principle of proportionality has several implications for AI governance. First, it requires risk-
based classification of AI systems, with different levels of regulatory requirements based on the 
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potential for harm. This approach, similar to the EU AI Act's risk-based framework, ensures that 
high-risk applications are subject to strict oversight while low-risk applications can flourish with 
minimal burdens.

Second, it requires that regulatory requirements be tailored to the specific risks and contexts of 
each application, rather than applying one-size-fits-all rules. This approach allows for flexibility 
and adaptation, recognizing that different applications have different risks, impacts, and 
governance needs.

Third, it requires ongoing assessment and adjustment of regulatory requirements as risks 
evolve, as new knowledge emerges, and as technologies change. This approach ensures that 
governance remains effective and relevant, avoiding both rigidity and obsolescence.

Fourth, it requires consideration of both the benefits and risks of AI applications, ensuring that 
regulation does not unnecessarily restrict beneficial applications while adequately addressing 
significant risks. This approach balances innovation and protection, recognizing that both are 
important objectives of AI governance.

The principle of proportionality distinguishes the Rakhawi Doctrine from approaches that are 
either too rigid or too permissive. It provides a framework for governance that is flexible, 
adaptive, and tailored to specific risks and contexts, while maintaining core principles and 
objectives. It enables effective governance that protects against significant harms without stifling 
beneficial innovation.

6.1.3 Transparency: The Right to Know About Algorithms

The principle of transparency requires that AI systems be explainable, accountable, and open to 
scrutiny, ensuring that individuals and societies can understand how AI systems work, what 
decisions they make, and what impacts they have. This principle recognizes that AI systems 
often operate as black boxes, with decision-making processes that are opaque even to their 
developers, and that this opacity undermines accountability, trust, and democratic oversight.

The principle of transparency has several implications for AI governance. First, it requires that 
AI systems provide meaningful explanations of their decisions, particularly when those decisions 
affect individuals' rights, opportunities, or welfare. This includes requirements for explainability, 
interpretability, and documentation of AI decision-making processes.

Second, it requires that individuals be informed when they are interacting with AI systems, when 
AI is making decisions about them, and when AI-generated content is being presented to them. 
This includes requirements for disclosure, labeling, and notification about AI involvement.

Third, it requires that AI systems be subject to independent audit and scrutiny, enabling external 
parties to assess their performance, fairness, safety, and compliance with governance 
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requirements. This includes requirements for documentation, testing, and third-party 
assessment.

Fourth, it requires that AI governance processes be transparent, with open decision-making, 
public consultation, and accessible information about governance frameworks, policies, and 
decisions. This ensures that AI governance is subject to democratic oversight and public 
accountability.

The principle of transparency distinguishes the Rakhawi Doctrine from approaches that prioritize 
innovation or state control at the expense of openness and accountability. It provides a 
framework for governance that ensures AI systems are understandable, accountable, and 
subject to democratic oversight, building trust and enabling effective governance.

6.1.4 Accountability: Those Who Err Pay the Price

The principle of accountability requires that those who develop, deploy, and govern AI systems 
be responsible for their impacts, subject to oversight and enforcement, and required to provide 
remedies when harms occur. This principle recognizes that AI systems can cause significant 
harms, including discrimination, privacy violations, safety failures, and cognitive manipulation, 
and that effective governance requires clear lines of responsibility and mechanisms for redress.

The principle of accountability has several implications for AI governance. First, it requires clear 
assignment of responsibility for AI systems, including responsibility for design, development, 
deployment, monitoring, and remediation. This ensures that there are identifiable parties who 
can be held accountable when harms occur.

Second, it requires enforcement mechanisms that can detect violations, impose penalties, and 
require remediation. This includes regulatory authorities with investigative and enforcement 
powers, penalties that are dissuasive, and mechanisms for individuals to seek redress for 
harms.

Third, it requires liability frameworks that address the unique challenges of AI-related harms, 
including challenges of causation, attribution, and damages. This ensures that victims of AI-
related harms can obtain compensation and that responsible parties bear the costs of their 
actions.

Fourth, it requires ongoing monitoring and evaluation of AI systems, ensuring that their impacts 
are assessed, risks are identified, and corrective actions are taken when necessary. This 
ensures that accountability is not limited to ex post enforcement but includes ongoing oversight 
and improvement.

The principle of accountability distinguishes the Rakhawi Doctrine from approaches that rely 
primarily on voluntary commitments or market mechanisms, which may not provide adequate 
accountability for AI-related harms. It provides a framework for governance that ensures 
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responsible parties are held accountable, victims can obtain redress, and AI systems are 
continuously monitored and improved.

6.2 The Proposed Model: Multi-Level Governance

The Rakhawi Doctrine proposes a multi-level governance model that operates simultaneously at 
international, regional, national, and institutional levels, recognizing that effective AI governance 
requires coordination and action at all levels. This model addresses the global nature of AI 
technologies, the diversity of national contexts, and the need for both common standards and 
local adaptation.

6.2.1 International Level: A Global AI Treaty

At the international level, the Rakhawi Doctrine calls for a comprehensive global treaty on AI 
governance that establishes minimum standards for human rights protection, prohibits the most 
dangerous applications, and creates mechanisms for international cooperation and dispute 
resolution. This treaty would provide a common framework for global AI governance, addressing 
the challenges of regulatory fragmentation, race-to-the-bottom, and inadequate global 
coordination.

The proposed global treaty would include several key elements. First, it would establish 
minimum standards for AI governance, including requirements for safety, fairness, 
transparency, accountability, and cognitive sovereignty. These standards would provide a 
common baseline for national governance frameworks, ensuring that all countries provide basic 
protections while allowing for national adaptation and additional requirements.

Second, it would prohibit the most dangerous AI applications, including autonomous weapons 
systems that violate international humanitarian law, AI systems designed for mass cognitive 
manipulation, AI systems that enable pervasive surveillance in violation of human rights, and 
other applications that pose unacceptable risks to humanity. These prohibitions would provide 
clear boundaries for AI development, ensuring that the most dangerous applications are not 
developed or deployed.

Third, it would create mechanisms for international cooperation, including information sharing, 
joint research, capacity building, and technical assistance. These mechanisms would enable 
countries to learn from each other, build collective capabilities, and address global challenges 
that no single country can address alone.

Fourth, it would create mechanisms for dispute resolution, including mediation, arbitration, and 
adjudication of disputes between countries or between companies and countries. These 
mechanisms would provide peaceful means for resolving conflicts, reducing the risk of 
technological competition escalating into geopolitical conflict.
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Fifth, it would establish an international governance body, similar to the International Atomic 
Energy Agency or the World Health Organization, responsible for overseeing implementation of 
the treaty, coordinating international cooperation, providing technical assistance, and monitoring 
compliance. This body would provide institutional infrastructure for global AI governance, 
ensuring ongoing coordination and oversight.

The proposed global treaty faces significant challenges, including the difficulty of achieving 
international consensus, the diversity of national interests and values, the rapid evolution of AI 
technologies, and the enforcement challenges of international law. However, the challenges of 
global AI governance are so significant, and the risks of inaction so great, that sustained efforts 
to develop effective international governance are essential.

The Rakhawi Doctrine recognizes that the global treaty is a long-term goal that will require 
sustained diplomatic efforts, compromise, and commitment. However, it also recognizes that 
progress toward this goal is essential for effective global AI governance, and that even partial 
progress, through voluntary agreements, sectoral initiatives, or regional cooperation, can 
contribute to the broader goal of effective global governance.

6.2.2 Regional Level: Coordination Among Economic Blocs

At the regional level, the Rakhawi Doctrine calls for coordination among economic blocs to 
harmonize standards while respecting cultural diversity. This regional coordination would 
address the challenges of regulatory fragmentation within regions, enable collective bargaining 
power in international negotiations, and provide a bridge between global standards and national 
implementation.

The proposed regional coordination would include several key elements. First, it would 
harmonize regulatory standards within regions, reducing compliance burdens for companies 
operating across multiple countries and creating larger, more integrated markets for AI 
applications. This harmonization would respect cultural diversity, allowing regions to maintain 
distinctive approaches while ensuring basic compatibility and interoperability.

Second, it would coordinate research and development efforts within regions, pooling 
resources, sharing knowledge, and avoiding duplication. This coordination would enable regions 
to build collective capabilities, compete more effectively in the global AI economy, and address 
common challenges through joint efforts.

Third, it would coordinate positions in international negotiations, enabling regions to speak with 
one voice in global AI governance discussions and to advocate for standards and approaches 
that reflect regional values and priorities. This coordination would increase regional influence in 
global governance and ensure that regional perspectives are adequately represented.

Fourth, it would provide mechanisms for dispute resolution within regions, enabling peaceful 
resolution of conflicts between member states and ensuring consistent application of regional 
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standards. These mechanisms would reduce the risk of regional fragmentation and provide 
alternatives to international dispute resolution.

The proposed regional coordination builds on existing regional organizations, such as the 
European Union, the African Union, the Association of Southeast Asian Nations, and others, 
leveraging their institutional infrastructure, political relationships, and governance experience. 
However, it also recognizes the diversity of regional organizations, with some having strong 
governance capabilities and others having limited capacity, and it calls for capacity building and 
support for regions that need it.

The Rakhawi Doctrine recognizes that regional coordination is not a substitute for global 
governance but a complement, providing an intermediate level of governance that can address 
regional challenges, build collective capabilities, and contribute to effective global governance. 
Regional coordination can be more agile, more culturally sensitive, and more politically feasible 
than global governance, while still providing meaningful coordination and harmonization.

6.2.3 National Level: Flexible Laws Adaptable to Change

At the national level, the Rakhawi Doctrine calls for flexible regulatory frameworks that can 
adapt to technological change while providing clear guidance to developers and users. This 
national approach would balance the need for legal certainty with the need for adaptability, 
providing clear rules while enabling ongoing adjustment as technologies, challenges, and 
knowledge evolve.

The proposed national framework would include several key elements. First, it would establish 
core principles and objectives for AI governance, providing a stable foundation that does not 
need to change frequently. These principles would include cognitive sovereignty, proportionality, 
transparency, and accountability, as well as other core values such as safety, fairness, and 
human dignity.

Second, it would establish flexible regulatory mechanisms that can adapt to changing 
technologies and challenges. This would include principles-based regulation that provides 
general guidance rather than specific rules, regulatory sandboxes that allow for testing and 
learning, and mechanisms for ongoing review and adjustment of requirements.

Third, it would assign responsibility for AI governance to existing regulators where appropriate, 
leveraging their expertise and infrastructure, while creating new coordination mechanisms for 
cross-cutting challenges. This approach would avoid the costs and delays of creating new 
regulatory structures while ensuring effective governance across sectors.

Fourth, it would establish enforcement mechanisms that are effective, proportionate, and 
dissuasive, ensuring that violations are detected, penalties are imposed, and remedies are 
provided. This would include regulatory authorities with investigative and enforcement powers, 
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penalties that are commensurate with violations, and mechanisms for individuals to seek 
redress.

Fifth, it would establish mechanisms for public participation, consultation, and oversight, 
ensuring that AI governance is subject to democratic accountability and reflects public values 
and priorities. This would include public consultation processes, parliamentary oversight, and 
mechanisms for civil society participation.

The proposed national framework recognizes the diversity of national contexts, with different 
countries having different legal traditions, governance capacities, and cultural values. It calls for 
adaptation of the framework to national contexts, while maintaining core principles and 
objectives. It also recognizes that national frameworks are not sufficient alone but must be 
complemented by international and regional coordination.

The Rakhawi Doctrine recognizes that national frameworks are the primary level of 
implementation for AI governance, as most AI development and deployment occurs within 
national jurisdictions, and as national governments have the primary responsibility for protecting 
their citizens. However, it also recognizes that national frameworks must be coordinated with 
international and regional governance to address the global nature of AI technologies and 
challenges.

6.2.4 Institutional Level: Ethics Committees Within Companies

At the institutional level, the Rakhawi Doctrine calls for the establishment of ethics committees, 
impact assessments, and accountability mechanisms within organizations that develop or 
deploy AI systems. This institutional approach recognizes that much of AI governance must 
occur within the organizations that actually develop and deploy AI systems, and that internal 
governance mechanisms are essential for effective overall governance.

The proposed institutional governance would include several key elements. First, it would 
require organizations that develop or deploy high-risk AI systems to establish internal ethics 
committees or review boards, composed of diverse stakeholders including technical experts, 
ethicists, legal experts, and representatives of affected communities. These committees would 
review AI projects, assess risks and impacts, and provide guidance on responsible development 
and deployment.

Second, it would require organizations to conduct impact assessments before deploying AI 
systems, assessing potential risks, benefits, and impacts on individuals, communities, and 
society. These assessments would be documented, reviewed by ethics committees, and made 
available to regulators and the public, ensuring transparency and accountability.

Third, it would require organizations to establish internal accountability mechanisms, including 
clear assignment of responsibility, monitoring and evaluation processes, and mechanisms for 
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reporting and addressing concerns. These mechanisms would ensure that organizations take 
responsibility for their AI systems and that concerns are identified and addressed promptly.

Fourth, it would require organizations to establish mechanisms for external oversight and 
accountability, including cooperation with regulators, participation in industry initiatives, and 
responsiveness to civil society concerns. These mechanisms would ensure that organizational 
governance is subject to external scrutiny and accountability.

The proposed institutional governance recognizes the diversity of organizations, with different 
sizes, sectors, and capabilities, and it calls for proportionate requirements based on the risks 
and impacts of AI systems. Small organizations with low-risk applications would have lighter 
requirements, while large organizations with high-risk applications would have more 
comprehensive requirements.

The Rakhawi Doctrine recognizes that institutional governance is essential for effective overall 
governance, as organizations are the primary developers and deployers of AI systems, and as 
internal governance mechanisms can address challenges more quickly and flexibly than 
external regulation. However, it also recognizes that institutional governance is not sufficient 
alone and must be complemented by national, regional, and international governance.

6.3 Implementation Mechanisms

The Rakhawi Doctrine proposes several implementation mechanisms to ensure that its 
principles and governance framework are effectively implemented, monitored, and enforced. 
These mechanisms address the challenges of translating governance principles into practice, 
ensuring compliance, detecting violations, and providing remedies when harms occur.

6.3.1 Compliance Certificates: A Quality Mark for Ethical AI

The Rakhawi Doctrine proposes the establishment of compliance certificates, similar to organic 
food labels or energy efficiency ratings, that provide a visible mark of quality for AI systems that 
meet governance standards. These certificates would enable users, customers, and regulators 
to identify AI systems that have been independently assessed and found to meet governance 
requirements, building trust and creating market incentives for responsible AI development.

The proposed compliance certificate system would include several key elements. First, it would 
establish clear standards for certification, based on the core principles of the Rakhawi Doctrine, 
including cognitive sovereignty, proportionality, transparency, and accountability. These 
standards would be specific, measurable, and verifiable, enabling consistent assessment across 
different AI systems and applications.

Second, it would establish independent certification bodies, accredited by regulatory authorities, 
to conduct assessments and issue certificates. These bodies would be independent of the 
organizations they assess, ensuring objectivity and credibility. They would have the technical 
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expertise to assess AI systems, the independence to make objective judgments, and the 
accountability to maintain high standards.

Third, it would establish a visible labeling system, enabling users to easily identify certified AI 
systems. This labeling could take various forms, including digital labels on AI systems, physical 
labels on products incorporating AI, or registry entries for AI services. The labeling would be 
clear, consistent, and easily understandable, enabling informed choices by users and 
customers.

Fourth, it would establish ongoing monitoring and renewal requirements, ensuring that certified 
systems continue to meet standards over time. This would include periodic reassessment, 
monitoring of impacts, and requirements for recertification when systems are significantly 
modified. This ongoing monitoring would ensure that certification reflects current performance, 
not just past assessment.

The proposed compliance certificate system would create market incentives for responsible AI 
development, as organizations that obtain certification could differentiate themselves in the 
market, build trust with users and customers, and potentially command premium prices. It would 
also provide regulators with a tool for identifying compliant systems, focusing enforcement 
resources on non-compliant systems, and building public confidence in AI governance.

The Rakhawi Doctrine recognizes that compliance certificates are not a substitute for regulation 
but a complement, providing market-based incentives for compliance while regulatory 
mechanisms provide legal requirements and enforcement. The certificate system works best 
when combined with clear regulatory requirements, effective enforcement, and public 
awareness of the meaning and value of certification.

6.3.2 Independent Audit: External Reviewers for Algorithms

The Rakhawi Doctrine proposes requirements for independent audit of AI systems, particularly 
high-risk systems, by external reviewers who can assess their safety, fairness, transparency, 
and compliance with governance requirements. These audits would provide objective 
assessment of AI systems, identify potential problems, and ensure accountability to external 
standards.

The proposed independent audit system would include several key elements. First, it would 
require organizations developing or deploying high-risk AI systems to engage independent 
auditors to assess their systems. These auditors would be independent of the organizations 
they assess, ensuring objectivity and credibility. They would have the technical expertise to 
assess AI systems, the independence to make objective judgments, and the accountability to 
maintain high standards.

Second, it would establish audit standards and methodologies, ensuring consistent and rigorous 
assessment across different AI systems and applications. These standards would address 
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safety, fairness, transparency, accountability, and other governance requirements, providing 
clear criteria for assessment.

Third, it would require audit reports to be made available to regulators and, where appropriate, 
to the public, ensuring transparency and accountability. These reports would document the audit 
process, findings, and recommendations, enabling regulators to assess compliance and 
enabling the public to understand the governance status of AI systems.

Fourth, it would establish mechanisms for addressing audit findings, including requirements for 
organizations to respond to audit recommendations, implement corrective actions, and 
demonstrate ongoing compliance. This would ensure that audits lead to meaningful 
improvements, not just documentation of problems.

The proposed independent audit system would provide objective assessment of AI systems, 
complementing internal governance mechanisms and regulatory oversight. It would identify 
potential problems before they cause harm, ensure accountability to external standards, and 
build public confidence in AI governance.

The Rakhawi Doctrine recognizes that independent audit is not a substitute for regulation but a 
complement, providing external assessment that complements internal governance and 
regulatory oversight. The audit system works best when combined with clear standards, 
effective enforcement, and organizational commitment to continuous improvement.

6.3.3 Right of Objection: Citizens Can Reject Automated Decisions

The Rakhawi Doctrine proposes a right of objection for individuals affected by automated 
decisions, enabling them to challenge AI-driven decisions, request human review, and obtain 
remedies when decisions are incorrect, unfair, or harmful. This right would ensure that 
individuals are not subject to unchallengeable algorithmic decisions and that they have 
meaningful recourse when AI systems make errors or cause harm.

The proposed right of objection would include several key elements. First, it would give 
individuals the right to be informed when a decision affecting them is made or significantly 
influenced by an AI system, enabling them to understand the basis for decisions and to exercise 
their right of objection.

Second, it would give individuals the right to request human review of automated decisions, 
enabling them to challenge decisions they believe are incorrect, unfair, or harmful. This human 
review would be conducted by qualified individuals who can assess the decision, consider 
additional information, and make an independent judgment.

Third, it would give individuals the right to obtain remedies when automated decisions are 
incorrect, unfair, or harmful, including correction of decisions, compensation for harms, and 
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other appropriate remedies. This would ensure that individuals are not left without recourse 
when AI systems cause harm.

Fourth, it would give individuals the right to opt out of automated decision-making in certain 
circumstances, enabling them to choose human decision-making when they have concerns 
about AI-driven decisions. This opt-out right would be subject to legitimate limitations, such as 
when automated decision-making is necessary for efficiency or when human decision-making is 
not feasible.

The proposed right of objection would ensure that individuals are not subject to unchallengeable 
algorithmic decisions, that they have meaningful recourse when AI systems make errors or 
cause harm, and that they can maintain control over important decisions affecting their lives. 
This right is essential for protecting individual autonomy, ensuring fairness, and building trust in 
AI systems.

The Rakhawi Doctrine recognizes that the right of objection must be balanced with the benefits 
of automated decision-making, including efficiency, consistency, and scalability. However, it 
insists that these benefits cannot justify subjecting individuals to unchallengeable algorithmic 
decisions, and that meaningful rights of objection are essential for legitimate AI governance.

6.3.4 Compensation Fund: For Victims of AI

The Rakhawi Doctrine proposes the establishment of compensation funds for victims of AI-
related harms, providing a mechanism for individuals who suffer harm from AI systems to obtain 
compensation even when traditional liability mechanisms are insufficient or unavailable. These 
funds would address the challenges of AI-related liability, including difficulties of causation, 
attribution, and proof, ensuring that victims can obtain meaningful remedies.

The proposed compensation fund system would include several key elements. First, it would 
establish funds financed by contributions from organizations that develop or deploy AI systems, 
particularly high-risk systems. These contributions would be based on the risk level of AI 
systems, with higher-risk systems making larger contributions. This would ensure that those 
who benefit from AI development share the costs of addressing harms.

Second, it would establish clear eligibility criteria for compensation, including requirements that 
claimants demonstrate harm, that the harm was caused by an AI system, and that other 
remedies are not available or sufficient. These criteria would ensure that funds are used for 
legitimate claims while preventing abuse.

Third, it would establish efficient claims processes, enabling victims to obtain compensation 
without lengthy or costly legal proceedings. These processes would be accessible, transparent, 
and fair, enabling victims to obtain meaningful remedies in a timely manner.
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Fourth, it would establish governance mechanisms for the funds, including independent boards, 
transparent decision-making, and accountability to contributors and beneficiaries. These 
mechanisms would ensure that funds are managed responsibly, decisions are made fairly, and 
the system maintains public confidence.

The proposed compensation fund system would address the challenges of AI-related liability, 
providing a mechanism for victims to obtain compensation even when traditional liability 
mechanisms are insufficient. It would complement other governance mechanisms, including 
regulation, audit, and rights of objection, providing a comprehensive framework for addressing 
AI-related harms.

The Rakhawi Doctrine recognizes that compensation funds are not a substitute for prevention, 
and that the primary goal of AI governance should be to prevent harms rather than compensate 
for them. However, it recognizes that some harms are inevitable, and that effective governance 
requires mechanisms for addressing harms when they occur. Compensation funds provide such 
a mechanism, ensuring that victims are not left without recourse.

---

CHAPTER SEVEN: FUTURE CHALLENGES AND 2030 SCENARIOS

7.1 Scenario One: Digital Fragmentation

The first scenario for the future of AI governance envisions a world of digital fragmentation, 
where the global internet and AI ecosystem become divided into separate blocks with different 
standards, technologies, and governance approaches. This scenario, driven by geopolitical 
tensions, technological competition, and divergent governance approaches, represents a 
significant challenge for global cooperation, innovation, and the responsible development of AI 
technologies.

7.1.1 Divided Internet: Competing Blocks

In the digital fragmentation scenario, the global internet becomes divided into several competing 
blocks, each with its own technologies, standards, and governance approaches. The US-led 
block, centered on American tech companies and democratic values, develops AI technologies 
and governance frameworks that emphasize innovation, freedom, and market-driven 
approaches. The China-led block, centered on Chinese tech companies and state control, 
develops AI technologies and governance frameworks that emphasize state direction, stability, 
and strategic development. Other blocks emerge, including a European block centered on 
regulation and human rights, and various regional blocks centered on their own priorities and 
values.

This divided internet creates significant challenges. First, it limits the global reach and impact of 
AI applications, as applications developed for one block may not be compatible with or 
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accessible in other blocks. Companies must develop separate versions of their applications for 
different blocks, increasing costs and limiting efficiency. Users in different blocks have access to 
different applications, services, and information, creating inequalities and limiting the global 
benefits of AI.

Second, it limits the global flow of data, which is essential for training AI systems and 
developing effective applications. Data localization requirements, export controls, and other 
barriers prevent the free flow of data across blocks, limiting the ability to develop AI systems 
that benefit from global data. This limits the performance, accuracy, and effectiveness of AI 
systems, particularly for applications that require diverse and comprehensive data.

Third, it limits international cooperation on AI governance, as divergent approaches create 
barriers to common standards and frameworks. Each block develops its own governance 
approaches, with limited coordination or harmonization across blocks. This creates regulatory 
fragmentation, compliance burdens, and governance gaps, undermining the effectiveness of 
global AI governance.

Fourth, it creates risks of geopolitical tensions, as technological competition and digital 
fragmentation may exacerbate geopolitical rivalries and create new forms of conflict. 
Competition for technological leadership, control over standards, and influence over global 
governance may escalate into broader geopolitical conflicts, with AI technologies becoming 
tools of geopolitical competition rather than instruments of human progress.

The digital fragmentation scenario represents a significant challenge for the future of AI 
governance, threatening to undermine the global nature of the internet, limit the benefits of AI, 
and create new forms of geopolitical conflict. Avoiding this scenario requires sustained 
international cooperation, commitment to global standards, and willingness to find common 
ground despite geopolitical tensions. It requires diplomatic efforts to manage competition, 
mechanisms for interoperability and data flow, and governance frameworks that can 
accommodate diversity while maintaining global connectivity.

7.1.2 Algorithm Wars: A Digital Arms Race

In the digital fragmentation scenario, the competition between blocks escalates into algorithm 
wars, a digital arms race where countries and companies compete to develop more powerful, 
more capable, and more strategically advantageous AI systems. This competition drives rapid 
AI development but also creates significant risks, including the development of dangerous 
applications, the erosion of safety and ethical standards, and the escalation of geopolitical 
tensions.

The algorithm wars manifest in several ways. First, countries compete to develop the most 
powerful AI systems, investing heavily in AI research, development, and deployment. This 
competition drives rapid progress but also creates pressures to cut corners on safety, ethics, 
and governance, as countries prioritize capability over responsibility.
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Second, countries develop AI systems for military and strategic applications, including 
autonomous weapons, cyber warfare capabilities, and intelligence analysis systems. These 
applications raise significant ethical and security concerns, including risks of escalation, 
accidents, and violation of international humanitarian law.

Third, countries use AI systems for economic competition, including industrial espionage, 
market manipulation, and strategic advantage in key sectors. These applications undermine fair 
competition, create economic distortions, and erode trust in global markets.

Fourth, countries use AI systems for information warfare, including propaganda, manipulation, 
and influence campaigns targeting other countries. These applications undermine democratic 
processes, erode social trust, and create new forms of geopolitical conflict.

The algorithm wars scenario represents a significant challenge for the future of AI governance, 
threatening to undermine safety, ethics, and international cooperation. Avoiding this scenario 
requires international agreements to limit dangerous applications, mechanisms for verification 
and enforcement, and diplomatic efforts to manage competition and build trust. It requires 
recognition that uncontrolled AI competition creates risks for all, and that cooperation is 
essential for managing these risks.

7.1.3 The End of Digital Globalization

In the digital fragmentation scenario, the era of digital globalization, characterized by global 
internet connectivity, free flow of data, and global technology companies, comes to an end. The 
global internet becomes divided into separate blocks, data flows are restricted, and global 
technology companies must operate separately in different blocks with different requirements 
and standards.

The end of digital globalization has significant implications. First, it limits the global reach and 
impact of technology companies, which must develop separate operations for different blocks, 
increasing costs and limiting efficiency. The era of global platforms that serve billions of users 
worldwide comes to an end, replaced by regional or block-specific platforms that serve more 
limited markets.

Second, it limits the global flow of ideas, information, and innovation, as barriers to connectivity 
and data flow restrict the exchange of knowledge and collaboration across blocks. This limits 
the pace of innovation, reduces the diversity of perspectives, and undermines the global 
benefits of digital connectivity.

Third, it creates inequalities between blocks, with some blocks having more advanced 
technologies, better infrastructure, and greater capabilities than others. Users in less advanced 
blocks have limited access to the best technologies, services, and opportunities, creating digital 
divides that exacerbate existing inequalities.
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Fourth, it undermines the global governance of digital technologies, as the divided internet 
makes it difficult to develop common standards, coordinate policies, or address global 
challenges. Each block develops its own governance approaches, with limited coordination or 
cooperation across blocks, creating a fragmented and ineffective global governance landscape.

The end of digital globalization scenario represents a significant challenge for the future of AI 
governance, threatening to undermine the global benefits of digital connectivity, limit innovation, 
and create new forms of inequality and fragmentation. Avoiding this scenario requires sustained 
commitment to global connectivity, mechanisms for interoperability and cooperation, and 
governance frameworks that can accommodate diversity while maintaining global collaboration.

7.2 Scenario Two: Technological Dominance

The second scenario for the future of AI governance envisions a world of technological 
dominance, where a small number of large technology companies or states control the 
development, deployment, and governance of AI technologies, creating significant 
concentrations of power that threaten democracy, competition, and human rights. This scenario, 
driven by the economics of AI development, the dynamics of technological competition, and the 
challenges of governance, represents a significant challenge for the future of human society.

7.2.1 Big Tech Monopoly: Digital Shadow Governments

In the technological dominance scenario, a small number of large technology companies, often 
referred to as Big Tech, achieve dominant positions in AI development and deployment, 
controlling the key technologies, platforms, and infrastructure that underpin the AI ecosystem. 
These companies become so powerful that they effectively function as digital shadow 
governments, exercising significant influence over public discourse, economic activity, and 
social behavior, often without democratic accountability or public oversight.

The Big Tech monopoly manifests in several ways. First, these companies control the key AI 
technologies, including foundational models, training infrastructure, and deployment platforms, 
creating barriers to entry for competitors and concentrating power in a small number of entities. 
New AI companies must rely on the infrastructure, platforms, and technologies controlled by Big 
Tech, creating dependencies and limiting competition.

Second, these companies control the platforms through which AI applications reach users, 
including search engines, social media, app stores, and cloud services. This control enables 
them to shape which AI applications succeed, which fail, and how they are used, creating 
significant influence over the AI ecosystem.

Third, these companies accumulate vast amounts of data about users, their behaviors, 
preferences, and interactions, creating significant advantages in AI development and 
deployment. This data accumulation creates barriers to entry, as new companies cannot access 
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the same data resources, and it creates significant power over users, whose data is used to 
develop and improve AI systems.

Fourth, these companies use their economic power, technological capabilities, and data 
resources to influence public policy, shape public discourse, and affect social behavior, often 
without transparent accountability or democratic oversight. Their influence extends beyond their 
direct business operations to shape the broader social, economic, and political environment in 
ways that may not align with public interests.

The Big Tech monopoly scenario represents a significant challenge for the future of AI 
governance, threatening to concentrate power in ways that undermine democracy, competition, 
and human rights. Addressing this scenario requires robust antitrust enforcement, data 
protection regulations, transparency requirements, and democratic oversight of technology 
companies. It requires recognition that concentrated technological power creates risks for 
society, and that effective governance requires limiting concentrations of power and ensuring 
accountability.

7.2.2 The End of Privacy: Comprehensive Surveillance

In the technological dominance scenario, the combination of AI technologies, data 
accumulation, and surveillance capabilities leads to the end of privacy as we have known it, with 
comprehensive surveillance of individuals' activities, communications, and behaviors becoming 
the norm. This comprehensive surveillance may be conducted by governments, by technology 
companies, or by a combination of both, creating a world where privacy is effectively impossible 
and individuals are subject to constant monitoring and analysis.

The end of privacy manifests in several ways. First, AI-powered surveillance technologies, 
including facial recognition, behavioral analysis, and predictive analytics, enable comprehensive 
monitoring of individuals in public spaces, online environments, and increasingly in private 
spaces. Cameras, sensors, and other monitoring devices, combined with AI analysis, create a 
world where individuals' movements, activities, and interactions are constantly tracked and 
analyzed.

Second, AI-powered data analysis enables comprehensive profiling of individuals, combining 
data from multiple sources to create detailed profiles of their behaviors, preferences, 
relationships, and characteristics. These profiles enable prediction, manipulation, and control of 
individuals in ways that were previously impossible.

Third, AI-powered content analysis enables comprehensive monitoring of communications, 
including emails, messages, social media posts, and other forms of communication. This 
monitoring enables detection of prohibited content, identification of individuals of interest, and 
analysis of social networks and relationships.
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Fourth, the normalization of surveillance creates a culture where individuals accept constant 
monitoring as the price of participation in modern society, where privacy is viewed as outdated 
or suspicious, and where resistance to surveillance is marginalized or punished.

The end of privacy scenario represents a significant challenge for the future of AI governance, 
threatening fundamental human rights, individual autonomy, and democratic society. 
Addressing this scenario requires strong privacy protections, limits on surveillance, 
transparency about monitoring activities, and democratic oversight of surveillance programs. It 
requires recognition that privacy is essential for human dignity, autonomy, and democracy, and 
that comprehensive surveillance creates risks that must be addressed through robust 
governance.

7.2.3 Voluntary Digital Enslavement

In the technological dominance scenario, individuals voluntarily submit to comprehensive digital 
monitoring, manipulation, and control, trading their privacy, autonomy, and cognitive freedom for 
convenience, entertainment, and social connection. This voluntary digital enslavement, driven 
by the attractiveness of digital services, the manipulation of cognitive vulnerabilities, and the 
social pressures of digital participation, creates a world where individuals are controlled not by 
external force but by their own choices, made in conditions of manipulation and limited 
awareness.

The voluntary digital enslavement manifests in several ways. First, individuals voluntarily 
provide vast amounts of personal data to technology companies in exchange for free or low-cost 
services, without fully understanding the implications of this data collection or the ways in which 
their data will be used. This data provides the foundation for AI-powered surveillance, profiling, 
and manipulation.

Second, individuals voluntarily spend increasing amounts of time in digital environments, 
becoming dependent on digital services for social connection, entertainment, information, and 
even identity. This dependence creates vulnerabilities that can be exploited for manipulation, 
control, and profit.

Third, individuals voluntarily submit to algorithmic curation of their information, entertainment, 
and social environments, allowing AI systems to determine what they see, hear, and think 
about. This curation shapes their beliefs, preferences, and behaviors in ways that may not be 
conscious or voluntary, creating a form of cognitive control that is invisible even to the 
controlled.

Fourth, individuals voluntarily participate in social systems that reward digital conformity, punish 
dissent, and create pressures for digital participation. These social pressures create a form of 
voluntary compliance, where individuals conform to digital norms and expectations not because 
they are forced to but because the costs of non-conformity are too high.

103 / 132



The voluntary digital enslavement scenario represents a significant challenge for the future of AI 
governance, threatening individual autonomy, cognitive freedom, and human dignity. 
Addressing this scenario requires education about digital manipulation, protections for cognitive 
freedom, mechanisms for meaningful consent, and social support for digital autonomy. It 
requires recognition that voluntary submission to digital control is not truly voluntary when it 
occurs in conditions of manipulation, limited awareness, and social pressure, and that effective 
governance must protect against these forms of control.

7.3 Scenario Three: Smart Governance (Applying the Rakhawi Doctrine)

The third scenario for the future of AI governance envisions a world where the Rakhawi Doctrine 
is successfully implemented, creating a global governance framework that effectively addresses 
the challenges of AI while preserving innovation, protecting human rights, and promoting human 
flourishing. This scenario, while optimistic, represents a possible future if societies commit to 
effective governance, international cooperation, and responsible AI development.

7.3.1 Effective International Cooperation: Binding Treaties

In the smart governance scenario, effective international cooperation leads to the development 
and implementation of binding treaties on AI governance, creating common standards, 
prohibiting dangerous applications, and establishing mechanisms for international coordination 
and enforcement. These treaties address the challenges of global AI governance, providing a 
framework for responsible development and deployment of AI technologies worldwide.

The effective international cooperation manifests in several ways. First, countries negotiate and 
ratify a comprehensive global treaty on AI governance, establishing minimum standards for 
safety, fairness, transparency, accountability, and cognitive sovereignty. This treaty provides a 
common framework for national governance, ensuring that all countries provide basic 
protections while allowing for national adaptation.

Second, countries agree to prohibit the most dangerous AI applications, including autonomous 
weapons that violate international humanitarian law, AI systems designed for mass cognitive 
manipulation, and other applications that pose unacceptable risks. These prohibitions are 
enforced through international monitoring, verification, and accountability mechanisms.

Third, countries establish international governance bodies responsible for overseeing 
implementation of the treaty, coordinating international cooperation, providing technical 
assistance, and monitoring compliance. These bodies provide institutional infrastructure for 
global AI governance, ensuring ongoing coordination and oversight.

Fourth, countries cooperate on research, development, and capacity building, sharing 
knowledge, pooling resources, and supporting countries that need assistance in building AI 
capabilities and governance frameworks. This cooperation ensures that the benefits of AI are 
shared globally and that all countries can participate in and benefit from AI development.
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The effective international cooperation scenario represents a significant achievement for global 
AI governance, demonstrating that countries can overcome their differences, find common 
ground, and develop effective governance frameworks for a challenging technology. Achieving 
this scenario requires sustained diplomatic efforts, willingness to compromise, and commitment 
to common goals despite competing interests. It requires recognition that the challenges of AI 
governance are global, that no single country can address them alone, and that international 
cooperation is essential for effective governance.

7.3.2 Balance Between Innovation and Protection

In the smart governance scenario, societies successfully balance the goals of innovation and 
protection, developing AI technologies that are both cutting-edge and responsible, both powerful 
and safe, both transformative and aligned with human values. This balance is achieved through 
governance frameworks that support innovation while protecting against risks, through cultural 
values that embrace both progress and responsibility, and through ongoing learning and 
adaptation as technologies and challenges evolve.

The balance between innovation and protection manifests in several ways. First, governance 
frameworks provide clear rules and standards that enable innovators to develop new 
applications with confidence, knowing what is required and what is prohibited. This legal 
certainty enables investment, reduces risks, and supports innovation.

Second, governance frameworks include mechanisms for experimentation and learning, 
including regulatory sandboxes, testbeds, and pilot programs that allow innovators to test new 
applications in controlled environments. These mechanisms enable innovation while managing 
risks, supporting learning, and adapting governance as experience accumulates.

Third, governance frameworks include ongoing monitoring and evaluation, ensuring that AI 
applications are continuously assessed for their impacts, risks are identified and addressed, and 
governance is adapted as needed. This ongoing monitoring ensures that governance remains 
effective and relevant, avoiding both rigidity and obsolescence.

Fourth, cultural values embrace both innovation and responsibility, recognizing that progress 
and protection are not opposed but complementary. This cultural balance supports governance 
frameworks that enable innovation while protecting against risks, and it creates social support 
for responsible AI development.

The balance between innovation and protection scenario represents a significant achievement 
for AI governance, demonstrating that societies can pursue both progress and responsibility, 
both innovation and protection, both transformation and preservation of human values. 
Achieving this scenario requires ongoing effort, learning, and adaptation, as well as cultural 
commitment to both innovation and responsibility. It requires recognition that the goal is not to 
choose between innovation and protection but to find ways to achieve both simultaneously.
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7.3.3 AI Serving Humanity, Not Controlling It

In the smart governance scenario, AI technologies are developed and deployed in ways that 
serve humanity, enhancing human capabilities, addressing human challenges, and promoting 
human flourishing, rather than controlling, manipulating, or replacing humans. This scenario 
represents the fulfillment of AI's promise, where technologies are aligned with human values, 
serve human purposes, and enhance rather than diminish human dignity and autonomy.

AI serving humanity manifests in several ways. First, AI applications address significant human 
challenges, including healthcare, education, climate change, poverty, and inequality. AI-
powered diagnostics improve healthcare access and quality, AI-powered personalized learning 
improves educational outcomes, AI-powered climate modeling supports effective climate action, 
and AI-powered optimization improves resource allocation and reduces waste.

Second, AI applications enhance human capabilities, enabling people to do things that were 
previously impossible or difficult. AI-powered tools augment human creativity, improve human 
decision-making, extend human reach, and expand human possibilities. These tools are 
designed to complement and enhance human capabilities, not to replace or diminish them.

Third, AI applications are developed and deployed with respect for human values, including 
dignity, autonomy, fairness, and transparency. AI systems are designed to be explainable, 
accountable, and aligned with human values. They are subject to democratic oversight, public 
accountability, and ongoing evaluation to ensure that they serve human purposes.

Fourth, AI governance ensures that the benefits of AI are shared broadly, that risks are 
managed effectively, and that AI development is guided by human values and priorities. 
Governance frameworks protect against concentration of power, ensure equitable access to 
benefits, address risks and harms, and maintain democratic control over AI development and 
deployment.

The AI serving humanity scenario represents the fulfillment of AI's promise, where technologies 
enhance human flourishing rather than diminish it, where progress serves human values rather 
than undermining them, and where the future of AI is one of liberation rather than domination. 
Achieving this scenario requires sustained commitment to responsible AI development, effective 
governance, and alignment of AI with human values. It requires recognition that the goal of AI is 
not technological progress for its own sake but human flourishing, and that effective governance 
is essential for ensuring that AI serves this goal.

7.4 The Point of No Return: When Do We Become Something Other Than Human?

The question of the point of no return, when AI development fundamentally transforms human 
nature, society, or civilization in ways that cannot be reversed, represents one of the deepest 
philosophical and practical challenges of AI governance. This question goes beyond specific 
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governance challenges to address the fundamental nature of human existence, the trajectory of 
human development, and the long-term implications of AI technologies.

The point of no return question manifests in several ways. First, it concerns the transformation 
of human cognition, as AI technologies increasingly augment, enhance, or replace human 
cognitive processes. Brain-computer interfaces, cognitive enhancement technologies, and AI-
powered decision support systems may fundamentally alter how humans think, decide, and 
understand the world. At what point does this transformation become so significant that humans 
are no longer the same beings they were before?

Second, it concerns the transformation of human society, as AI technologies reshape economic 
structures, social relationships, political institutions, and cultural values. AI-powered automation, 
algorithmic governance, and digital social platforms may fundamentally alter how humans 
organize themselves, relate to each other, and create meaning. At what point does this 
transformation become so significant that society is no longer recognizable as human society?

Third, it concerns the transformation of human civilization, as AI technologies enable new forms 
of existence, new kinds of beings, or new trajectories of development that transcend traditional 
human limitations. Artificial general intelligence, mind uploading, or other speculative 
technologies may create possibilities that fundamentally transcend human nature as we 
understand it. At what point does this transformation become so significant that civilization is no 
longer human civilization?

The point of no return question raises fundamental philosophical questions about the nature of 
humanity, the value of human nature, and the goals of human development. Is human nature 
something to be preserved, enhanced, or transcended? Is there something valuable about 
human limitations, vulnerabilities, and finitude that should be preserved? Or is the goal of 
human development to transcend these limitations, to achieve forms of existence that are more 
powerful, more knowledgeable, or more capable?

The Rakhawi Doctrine does not provide definitive answers to these questions but offers a 
framework for navigating them. It insists that the transformation of human nature, if it occurs, 
must be a choice made by humanity as a whole, through democratic processes, with full 
awareness of the implications, and with respect for those who choose not to participate. It 
insists that cognitive sovereignty, the right of individuals to control their own cognitive 
processes, must be preserved even as technologies transform the possibilities of human 
cognition. It insists that human dignity, autonomy, and values must remain the guiding principles 
of technological development, even as technologies transform the possibilities of human 
existence.

The point of no return question is not one that can be answered definitively, but it is one that 
must be confronted consciously, deliberately, and democratically. The future of humanity, the 
nature of human existence, and the trajectory of human development are not predetermined but 
are choices that must be made by humanity itself. The Rakhawi Doctrine provides a framework 
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for making these choices in ways that respect human dignity, preserve cognitive sovereignty, 
and maintain democratic control over the future of human existence.

---

CHAPTER EIGHT: PRACTICAL RECOMMENDATIONS

8.1 For Policymakers

Policymakers bear primary responsibility for developing and implementing AI governance 
frameworks, and their decisions will shape the future of AI development, deployment, and 
impact. The following recommendations are designed to help policymakers develop effective 
governance frameworks that balance innovation and protection, address emerging challenges, 
and serve public interests.

8.1.1 Do Not Wait: Start Regulating Now

The first and most important recommendation for policymakers is to begin developing AI 
governance frameworks now, rather than waiting for problems to emerge or for technologies to 
mature further. The pace of AI development is rapid, the challenges are significant, and the 
window for proactive governance is closing. Waiting until harms occur before responding is 
insufficient, as some harms, once they occur, cannot be undone, and as reactive governance is 
always less effective than proactive governance.

Policymakers should begin by conducting comprehensive assessments of AI development and 
deployment in their jurisdictions, identifying current and emerging challenges, assessing risks 
and opportunities, and mapping existing governance frameworks. These assessments should 
be inclusive, involving technical experts, ethicists, civil society, industry, and affected 
communities, ensuring that governance development is informed by diverse perspectives and 
knowledge.

Policymakers should then develop governance frameworks that address identified challenges, 
balancing innovation and protection, providing clear guidance while maintaining flexibility, and 
establishing accountability mechanisms. These frameworks should be principles-based, 
providing general guidance that can be applied to diverse and evolving applications, rather than 
specific rules that may quickly become outdated.

Policymakers should establish governance institutions, including regulatory authorities, advisory 
bodies, and coordination mechanisms, with the expertise, resources, and authority to implement 
governance frameworks effectively. These institutions should be independent, transparent, and 
accountable, ensuring that governance is effective, legitimate, and responsive to public needs 
and values.
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Policymakers should engage in international cooperation, participating in global governance 
initiatives, sharing experiences and best practices, and working toward common standards and 
approaches. International cooperation is essential for effective governance of a global 
technology, and policymakers should invest in building the relationships, institutions, and 
agreements necessary for effective global governance.

The recommendation to start regulating now does not mean rushing to enact comprehensive 
legislation without adequate analysis or consultation. It means beginning the process of 
governance development now, conducting assessments, building capacity, engaging 
stakeholders, and developing frameworks that can be implemented as needed. It means 
recognizing that governance is an ongoing process, not a one-time event, and that effective 
governance requires sustained commitment, learning, and adaptation.

8.1.2 Be Flexible: Adaptable Laws

The second recommendation for policymakers is to develop governance frameworks that are 
flexible, adaptable, and able to evolve as technologies, challenges, and knowledge change. AI 
technologies are evolving rapidly, new challenges are emerging continuously, and our 
understanding of risks, impacts, and effective governance is constantly improving. Governance 
frameworks that are too rigid, too specific, or too slow to adapt will quickly become outdated, 
ineffective, or counterproductive.

Policymakers should develop principles-based governance frameworks, establishing general 
principles that can be applied to diverse and evolving applications, rather than specific rules that 
may quickly become outdated. Principles such as safety, fairness, transparency, accountability, 
and cognitive sovereignty provide stable foundations while allowing for adaptation to specific 
contexts and applications.

Policymakers should establish mechanisms for ongoing review and adaptation of governance 
frameworks, including regular assessments of effectiveness, mechanisms for updating 
requirements, and processes for incorporating new knowledge and experience. These 
mechanisms ensure that governance remains effective and relevant, avoiding both rigidity and 
obsolescence.

Policymakers should leverage regulatory sandboxes, testbeds, and other experimental 
mechanisms that allow for testing and learning in controlled environments. These mechanisms 
enable policymakers to learn from real-world experience, to adapt governance based on 
evidence, and to support innovation while managing risks.

Policymakers should build capacity for horizon scanning, technology assessment, and 
anticipatory governance, enabling them to identify emerging challenges, assess potential 
impacts, and develop proactive responses. This capacity enables governance that is forward-
looking, preventive, and adaptive, rather than reactive and滞后.
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The recommendation to be flexible does not mean abandoning clear rules or legal certainty. It 
means developing governance frameworks that provide clear principles and objectives while 
maintaining the flexibility to adapt to changing circumstances. It means recognizing that 
effective governance requires both stability and adaptability, both clear rules and ongoing 
learning, both ex ante guidance and ex post adjustment.

8.1.3 Cooperate Internationally: The Problem Cannot Be Solved Alone

The third recommendation for policymakers is to invest in international cooperation, recognizing 
that the challenges of AI governance are global and cannot be effectively addressed by any 
single country acting alone. AI technologies are developed and deployed globally, their impacts 
cross borders, and their governance requires international coordination, common standards, 
and cooperative mechanisms.

Policymakers should participate actively in international AI governance initiatives, including the 
OECD, UNESCO, the Global Partnership on AI, and other forums where international standards 
and approaches are developed. These participations enable policymakers to contribute their 
perspectives, learn from others, and build the relationships necessary for effective cooperation.

Policymakers should work toward bilateral and regional agreements on AI governance, 
harmonizing standards, coordinating enforcement, and building cooperative mechanisms. 
These agreements can be more agile and specific than global agreements, enabling meaningful 
cooperation even when global consensus is difficult to achieve.

Policymakers should support capacity building for developing countries, helping them develop 
AI capabilities and governance frameworks, and ensuring that they can participate meaningfully 
in global AI governance. This support is essential for inclusive global governance and for 
ensuring that the benefits of AI are shared broadly.

Policymakers should invest in diplomatic efforts to manage geopolitical tensions, build trust, and 
find areas of cooperation despite competition. The challenges of AI governance are too 
significant to be addressed in a context of unmanaged geopolitical rivalry, and policymakers 
should invest in the diplomatic relationships and mechanisms necessary for effective 
cooperation.

The recommendation to cooperate internationally does not mean surrendering national 
sovereignty or accepting governance approaches that do not reflect national values and 
priorities. It means recognizing that effective governance of a global technology requires 
international cooperation, that national governance is more effective when coordinated with 
others, and that the challenges of AI governance are too significant for any single country to 
address alone.

8.2 For Technology Companies
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Technology companies are the primary developers and deployers of AI systems, and their 
decisions and practices will significantly shape the development, deployment, and impact of AI 
technologies. The following recommendations are designed to help companies develop 
responsible AI practices that build trust, manage risks, and contribute to effective governance.

8.2.1 Ethics Before Profit: Investing in Trust

The first recommendation for technology companies is to prioritize ethics and responsibility 
alongside, and sometimes above, profit, recognizing that trust is essential for long-term 
business success and that responsible AI development is both an ethical obligation and a 
business imperative. Companies that demonstrate commitment to responsible AI can build trust 
with users, customers, regulators, and society, creating competitive advantages and long-term 
value.

Companies should establish clear ethical principles for AI development and deployment, 
articulated in public documents, integrated into corporate culture, and enforced through internal 
governance mechanisms. These principles should address safety, fairness, transparency, 
accountability, privacy, and cognitive sovereignty, providing clear guidance for AI development 
and deployment.

Companies should invest in ethical AI research and development, including research on 
fairness, transparency, explainability, safety, and other ethical dimensions of AI. This investment 
demonstrates commitment to responsible AI, builds internal capabilities, and contributes to the 
broader knowledge base of ethical AI development.

Companies should establish internal governance mechanisms, including ethics committees, 
review boards, and accountability structures, that ensure AI development and deployment align 
with ethical principles. These mechanisms should be independent, well-resourced, and 
empowered to identify and address ethical concerns.

Companies should be transparent about their AI practices, publishing information about their AI 
systems, their governance mechanisms, their ethical principles, and their impacts. This 
transparency builds trust, enables external scrutiny, and demonstrates commitment to 
responsibility.

The recommendation to prioritize ethics before profit does not mean ignoring business 
objectives or sacrificing competitiveness. It means recognizing that trust is essential for long-
term business success, that responsible AI development creates competitive advantages, and 
that ethical obligations and business interests can be aligned. It means recognizing that 
companies that fail to prioritize ethics risk losing trust, facing regulatory backlash, and 
undermining their long-term viability.

8.2.2 Voluntary Transparency: Opening the Black Box

111 / 132



The second recommendation for technology companies is to embrace voluntary transparency, 
opening the black box of AI systems to enable external scrutiny, build trust, and contribute to 
effective governance. Transparency is essential for accountability, for building trust with users 
and society, and for enabling effective governance of AI technologies.

Companies should publish model cards, system cards, and other documentation that explain 
their AI systems, including their capabilities, limitations, training data, performance metrics, and 
known risks. This documentation enables users, regulators, and researchers to understand AI 
systems, assess their impacts, and identify potential problems.

Companies should publish information about their governance practices, including their ethical 
principles, their internal governance mechanisms, their risk management processes, and their 
accountability structures. This information enables external stakeholders to assess the 
company's commitment to responsible AI and to hold the company accountable for its practices.

Companies should participate in independent audits, assessments, and certifications, enabling 
external parties to verify their claims, assess their practices, and provide objective evaluation. 
These external assessments build trust, identify potential problems, and demonstrate 
commitment to responsibility.

Companies should engage with external stakeholders, including researchers, civil society, 
regulators, and affected communities, sharing information, seeking feedback, and collaborating 
on addressing challenges. This engagement builds trust, enables learning, and ensures that AI 
development is responsive to societal needs and values.

The recommendation to embrace voluntary transparency does not mean revealing proprietary 
information or compromising competitive advantages. It means recognizing that transparency 
about AI systems, governance practices, and impacts is essential for trust, accountability, and 
effective governance. It means recognizing that companies that embrace transparency build 
trust, enable learning, and contribute to effective governance, while companies that resist 
transparency risk losing trust, facing regulatory pressure, and undermining their long-term 
viability.

8.2.3 Social Responsibility: More Than Just a Slogan

The third recommendation for technology companies is to embrace genuine social 
responsibility, going beyond slogans and public relations to integrate responsibility for social 
impacts into core business practices. AI technologies have significant social impacts, and 
companies that develop and deploy these technologies have responsibilities to address these 
impacts, to contribute to positive social outcomes, and to mitigate negative consequences.

Companies should conduct comprehensive social impact assessments of their AI systems, 
assessing potential benefits, risks, and impacts on individuals, communities, and society. These 
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assessments should be ongoing, updated as systems evolve and as new knowledge emerges, 
and should inform decision-making about AI development and deployment.

Companies should invest in addressing negative social impacts, including algorithmic bias, 
privacy violations, job displacement, and other harms. This investment should include technical 
solutions, such as fairness-enhancing algorithms, as well as social solutions, such as retraining 
programs for displaced workers, community engagement, and support for affected populations.

Companies should contribute to positive social outcomes, using AI technologies to address 
social challenges, support public welfare, and promote human flourishing. This contribution 
should include developing AI applications for healthcare, education, environmental protection, 
and other social priorities, as well as supporting research, capacity building, and other initiatives 
that promote social benefit.

Companies should engage with civil society, communities, and other stakeholders to 
understand social concerns, incorporate diverse perspectives, and ensure that AI development 
is responsive to social needs and values. This engagement should be genuine, ongoing, and 
influential in decision-making, not merely performative or symbolic.

The recommendation to embrace genuine social responsibility does not mean sacrificing 
business objectives or taking on responsibilities that belong to governments or other institutions. 
It means recognizing that companies that develop and deploy AI technologies have 
responsibilities for the social impacts of their technologies, that these responsibilities are 
essential for long-term business success, and that genuine social responsibility creates value 
for companies, societies, and individuals.

8.3 For Citizens and Civil Society

Citizens and civil society organizations play essential roles in AI governance, as the ultimate 
beneficiaries or victims of AI technologies, as voices for public interests, and as agents of 
democratic accountability. The following recommendations are designed to help citizens and 
civil society engage effectively in AI governance, protect their rights, and ensure that AI 
development serves public interests.

8.3.1 Digital Education: Understanding Algorithms

The first recommendation for citizens and civil society is to invest in digital education, building 
understanding of AI technologies, algorithms, and their impacts, so that they can make informed 
decisions, protect their rights, and participate meaningfully in governance discussions. Digital 
literacy is essential for effective citizenship in the digital age, and understanding AI is a critical 
component of this literacy.

Citizens should seek to understand basic concepts of AI, including how AI systems work, what 
they can and cannot do, what their limitations are, and what their impacts might be. This 
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understanding enables informed decisions about using AI systems, protecting personal data, 
and evaluating claims about AI capabilities and risks.

Citizens should learn to recognize algorithmic manipulation, including personalized content 
curation, behavioral targeting, and other techniques used to influence thoughts, preferences, 
and behaviors. This recognition enables resistance to manipulation, protection of cognitive 
freedom, and maintenance of authentic thought and decision-making.

Citizens should understand their rights in relation to AI, including rights to privacy, to 
transparency, to objection, and to redress. This understanding enables citizens to exercise their 
rights, demand accountability, and protect themselves from AI-related harms.

Citizens should participate in public discussions about AI governance, contributing their 
perspectives, values, and priorities to governance development. This participation ensures that 
governance reflects public interests, that diverse voices are heard, and that AI development is 
responsive to societal needs and values.

The recommendation for digital education does not mean that all citizens must become AI 
experts. It means that all citizens should have basic understanding of AI concepts, risks, and 
rights, enabling them to make informed decisions, protect their interests, and participate 
meaningfully in governance. It means that civil society organizations should invest in public 
education, providing resources, training, and support for digital literacy.

8.3.2 Demanding Rights: Do Not Accept Silent Surveillance

The second recommendation for citizens and civil society is to actively demand their rights, 
refusing to accept silent surveillance, manipulation, or other violations of their rights in relation to 
AI technologies. Passive acceptance of AI-related harms enables their continuation, while active 
demand for rights creates pressure for change, accountability, and protection.

Citizens should exercise their rights to privacy, refusing to provide unnecessary personal data, 
using privacy-protecting tools and practices, and demanding that companies and governments 
respect their privacy rights. This exercise of rights creates market and political pressure for 
privacy protection, builds a culture of privacy respect, and protects individuals from privacy 
violations.

Citizens should exercise their rights to transparency, demanding information about AI systems 
that affect them, asking questions about how decisions are made, and insisting on explainability 
and accountability. This exercise of rights creates pressure for transparency, enables informed 
decision-making, and builds accountability.

Citizens should exercise their rights to objection, challenging automated decisions they believe 
are incorrect, unfair, or harmful, requesting human review, and seeking remedies when harms 
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occur. This exercise of rights ensures that individuals are not subject to unchallengeable 
algorithmic decisions, that errors are corrected, and that harms are addressed.

Citizens should organize collectively, through civil society organizations, consumer groups, and 
other forms of collective action, to amplify their voices, build power, and demand accountability. 
Collective action is essential for effective advocacy, as individual voices are often ignored while 
collective demands cannot be easily dismissed.

The recommendation to demand rights does not mean rejecting AI technologies or refusing to 
engage with digital society. It means recognizing that rights must be exercised to be effective, 
that passive acceptance enables violations, and that active demand for rights is essential for 
protection, accountability, and effective governance. It means recognizing that citizens are not 
passive subjects of AI technologies but active agents who can shape their development and 
deployment through exercise of rights and collective action.

8.3.3 Participating in Dialogue: Your Voice Is Heard

The third recommendation for citizens and civil society is to participate actively in dialogue about 
AI governance, ensuring that public voices, values, and priorities are reflected in governance 
development. AI governance should not be left to technologists, companies, and governments 
alone but should include meaningful participation from citizens, civil society, and affected 
communities.

Citizens should participate in public consultations, providing their perspectives, experiences, 
and priorities to policymakers developing AI governance frameworks. These consultations are 
essential for ensuring that governance reflects public interests, that diverse voices are heard, 
and that governance is legitimate and effective.

Citizens should engage with civil society organizations working on AI governance, supporting 
their advocacy, contributing to their research, and participating in their campaigns. Civil society 
organizations amplify citizen voices, provide expertise and resources, and create collective 
power for effective advocacy.

Citizens should engage with media, sharing their experiences, raising awareness about AI-
related issues, and contributing to public discourse about AI governance. Media engagement 
raises public awareness, shapes public opinion, and creates pressure for responsible AI 
development and governance.

Citizens should engage directly with technology companies, providing feedback, raising 
concerns, and demanding responsibility. This direct engagement creates pressure for 
responsible practices, enables companies to understand user concerns, and builds 
accountability.
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The recommendation to participate in dialogue does not mean that all citizens must become 
activists or governance experts. It means that citizens should have opportunities to participate, 
that their voices should be heard and valued, and that governance should be responsive to 
public input. It means that civil society organizations, media, and other institutions should create 
opportunities for participation, amplify citizen voices, and ensure that governance is inclusive 
and responsive.

---

CONCLUSION: THE MOMENT OF TRUTH

Artificial Intelligence Is Not Destiny: We Choose Its Future

The development of artificial intelligence is not an inevitable force that will determine humanity's 
future regardless of our choices. AI is a technology, developed by humans, deployed by 
humans, and governed by decisions made by humans. Its trajectory, its impacts, and its ultimate 
meaning for human civilization are not predetermined but are choices that we make, individually 
and collectively, through our decisions about research, development, deployment, and 
governance.

This recognition is essential for effective AI governance, as it reminds us that we are not 
passive recipients of technological change but active agents who can shape the development 
and deployment of AI technologies. It reminds us that the future of AI is not something that 
happens to us but something that we create, through our choices, our values, and our actions. It 
reminds us that responsibility for the future of AI lies with us, with the decisions we make today 
about research priorities, governance frameworks, and social priorities.

The choices we face are significant and consequential. We can choose to develop AI 
technologies that serve human flourishing, that address pressing challenges, that enhance 
human capabilities, and that are governed by principles of safety, fairness, transparency, and 
accountability. Or we can choose to develop AI technologies that concentrate power, that 
undermine human dignity, that erode democratic institutions, and that are governed by 
principles of profit, control, and short-term advantage. We can choose governance frameworks 
that protect human rights, that ensure democratic accountability, and that promote the common 
good. Or we can choose governance frameworks that serve powerful interests, that undermine 
accountability, and that prioritize private gain over public welfare.

These choices are not abstract or philosophical but have concrete implications for billions of 
people, for the future of human civilization, and for the planet we share. The decisions we make 
today about AI governance will shape the world our children and grandchildren inherit, will 
determine whether AI serves humanity or dominates it, and will influence the trajectory of 
human development for generations to come.

The Rakhawi Doctrine as a Beacon: A Path Toward Governance That Respects Humanity
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The Rakhawi Doctrine offers a comprehensive framework for AI governance that seeks to 
navigate the complex challenges of AI development while preserving human dignity, protecting 
cognitive freedom, and promoting human flourishing. The doctrine is built on core principles of 
cognitive sovereignty, proportionality, transparency, and accountability, and it proposes a multi-
level governance model that operates at international, regional, national, and institutional levels.

The doctrine recognizes that AI governance is not a technical problem to be solved by experts 
alone but a societal challenge that requires democratic deliberation, ethical reflection, and broad 
participation. It recognizes that effective governance must balance innovation and protection, 
must accommodate diversity while maintaining common standards, and must be adaptable to 
rapidly changing technologies and emerging challenges. It recognizes that governance is not a 
one-time achievement but an ongoing process of learning, adaptation, and improvement.

The doctrine offers not definitive answers but a framework for thinking about AI governance, a 
set of principles for guiding decision-making, and a vision for the kind of future we should strive 
to create. It offers a path toward governance that respects humanity, that protects what is most 
valuable about human existence, and that ensures that AI technologies serve human purposes 
rather than dominate human lives.

The doctrine is not a final word but a contribution to ongoing dialogue, a framework that must be 
adapted, refined, and implemented by societies around the world. It is a call to action, a 
reminder that the choices we make today will shape the future, and an invitation to participate in 
building a future where AI serves humanity rather than dominates it.

The Call to Action: Do Not Let Others Decide the Fate of Your Minds

The Rakhawi Doctrine concludes with a call to action, a demand that each of us take 
responsibility for the future of AI governance, that we participate in shaping the decisions that 
will determine the trajectory of AI development, and that we refuse to let others decide the fate 
of our minds, our societies, and our civilization.

This call to action is directed at policymakers, who must develop governance frameworks that 
protect human rights, ensure democratic accountability, and promote the common good. It is 
directed at technology companies, who must embrace responsibility for the impacts of their 
technologies, prioritize ethics alongside profit, and contribute to effective governance. It is 
directed at researchers, who must consider the ethical implications of their work, contribute to 
responsible development, and engage with society about the impacts of their research. It is 
directed at citizens, who must exercise their rights, demand accountability, and participate in 
governance discussions.

This call to action is not a call for rejection of AI technologies or for resistance to technological 
progress. It is a call for responsible development, for democratic governance, and for active 
participation in shaping the future. It is a recognition that the future of AI is not predetermined 
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but is a choice that we make, individually and collectively, through our decisions, our values, 
and our actions.

The stakes could not be higher. The decisions we make today about AI governance will shape 
the world of tomorrow, will determine whether AI serves humanity or dominates it, and will 
influence the trajectory of human civilization for generations to come. We must make these 
decisions consciously, deliberately, and democratically, with full awareness of their implications 
and with commitment to human dignity, cognitive freedom, and the common good.

The future of AI is not something that happens to us but something that we create. Let us create 
a future where AI serves humanity, where governance protects what is most valuable about 
human existence, and where the development of powerful technologies is guided by wisdom, 
responsibility, and commitment to human flourishing. The choice is ours. Let us choose wisely.

---

APPENDICES

APPENDIX A: TEXTS OF KEY LAWS

A.1 European Union Artificial Intelligence Act (Simplified Version)

The EU AI Act, adopted in 2024, is the world's first comprehensive legal framework for artificial 
intelligence governance. The following is a simplified summary of its key provisions.

Scope and Definitions: The Act applies to providers and deployers of AI systems placed on the 
market or put into service in the EU, regardless of where they are established. It defines AI 
systems broadly to include machine learning systems, logic and knowledge-based systems, and 
statistical approaches that can generate outputs such as content, predictions, 
recommendations, or decisions.

Risk Classification: The Act classifies AI systems into four risk categories. Unacceptable risk AI 
systems are prohibited and include systems that deploy subliminal techniques to distort 
behavior, systems that exploit vulnerabilities, systems used for social scoring by governments, 
and systems that enable real-time remote biometric identification in publicly accessible spaces 
by law enforcement, with narrow exceptions. High-risk AI systems include those used in critical 
infrastructure, education, employment, essential private services, law enforcement, migration 
and border control, and justice. These systems are subject to strict obligations before they can 
be placed on the market. Limited risk AI systems are subject to transparency obligations, 
particularly when they interact with humans or generate content. Minimal risk AI systems are not 
subject to specific obligations under the Act.

Obligations for High-Risk Systems: Providers of high-risk AI systems must conduct conformity 
assessments, establish risk management systems, implement data governance practices, 
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create technical documentation, ensure transparency, provide for human oversight, meet 
accuracy and robustness requirements, and register their systems in an EU database. 
Deployers of high-risk systems must use them in accordance with provider instructions, monitor 
their operation, and ensure human oversight.

Governance and Enforcement: The Act establishes a European Artificial Intelligence Board 
composed of representatives from national supervisory authorities. Each member state must 
designate national competent authorities responsible for implementation and enforcement. 
Penalties for non-compliance range from warnings to administrative fines of up to 35 million 
euros or 7% of global annual turnover for prohibited practices, 15 million euros or 3% for high-
risk system violations, and 7.5 million euros or 1.5% for supply of incorrect information.

Timeline: The Act enters into force 20 days after publication in the Official Journal. Prohibited 
practices apply after 6 months. Governance structures and penalty provisions apply after 12 
months. Most obligations for high-risk systems apply after 24 months. Full application is after 36 
months.

A.2 US Executive Order 2023

The Executive Order on Safe, Secure, and Trustworthy Artificial Intelligence, issued by 
President Biden on October 30, 2023, represents the most comprehensive federal action on AI 
governance in the United States. The following is a summary of its key provisions.

Safety and Security: The Order requires developers of the most powerful AI systems to share 
safety test results and other information with the government. It directs agencies to develop 
standards, tools, and best practices for identifying and managing AI risks. It establishes 
initiatives to address AI-related challenges in areas such as cybersecurity, critical infrastructure, 
and national security.

Privacy and Civil Rights: The Order directs agencies to address AI-related privacy challenges, 
including development of privacy-enhancing technologies. It directs agencies to address AI-
related civil rights concerns, including discrimination in hiring, housing, and other areas. It 
establishes initiatives to protect consumers from AI-related harms.

Government Leadership: The Order directs federal agencies to lead by example in using AI 
responsibly, including development of government-wide AI governance frameworks, training for 
government employees, and responsible procurement practices.

International Cooperation: The Order establishes initiatives for international cooperation on AI 
governance, including engagement with international organizations, bilateral partnerships, and 
support for global standards development.

Workforce and Economy: The Order directs agencies to address the impact of AI on workers, 
including potential job displacement, changes in working conditions, and needs for retraining 
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and education. It establishes initiatives to support small businesses and to ensure that AI 
benefits are broadly shared.

A.3 China Strategy 2030

The New Generation Artificial Intelligence Development Plan, issued by China's State Council in 
July 2017, sets the strategic framework for China's AI development through 2030. The following 
is a summary of its key elements.

Strategic Goals: The plan establishes three-phase goals. By 2020, achieve overall alignment 
with world's most advanced AI technologies. By 2025, achieve major breakthroughs in AI basic 
theories and build globally leading AI innovation ecosystem. By 2030, become the world's 
primary AI innovation center with world-leading AI theories and technologies.

Priority Areas: The plan identifies priority areas for AI application, including smart 
manufacturing, smart agriculture, smart healthcare, smart education, smart city construction, 
smart commerce, smart logistics, smart home, and smart security.

Capability Building: The plan emphasizes building AI capabilities in key areas, including AI 
chips, sensors, network infrastructure, cloud computing platforms, big data, and open-source 
platforms. It calls for reducing dependence on foreign technologies and achieving self-
sufficiency in key AI technologies.

Talent Development: The plan emphasizes developing AI talent through education, training, and 
international recruitment. It calls for building world-class AI research institutions, training the 
next generation of AI researchers, and attracting global talent to China.

International Cooperation: The plan calls for international cooperation in AI research, standards 
development, and governance, while maintaining national sovereignty and security.

APPENDIX B: DETAILED CASE STUDIES

B.1 ChatGPT: How It Challenged Existing Laws

The release of ChatGPT by OpenAI in November 2022 represented a watershed moment in AI 
development and governance, demonstrating the capabilities of large language models, raising 
new governance challenges, and testing the adequacy of existing legal frameworks. The 
following analysis examines how ChatGPT challenged existing laws and governance 
frameworks.

Intellectual Property Challenges: ChatGPT's training on vast amounts of text data raised 
questions about copyright infringement, as the model was trained on copyrighted works without 
explicit permission from rights holders. The question of whether training AI models on 
copyrighted data constitutes fair use or infringement remains unresolved in most jurisdictions, 
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creating legal uncertainty for AI developers. Existing copyright laws, designed for a pre-AI world, 
do not clearly address the unique challenges of AI training data.

Privacy Challenges: ChatGPT's ability to generate text that may include personal information, 
combined with its training on data that may include personal information, raised privacy 
concerns. Existing privacy laws, including the GDPR, apply to AI systems processing personal 
data, but their application to large language models presents unique challenges, including 
questions about data minimization, purpose limitation, and the rights of data subjects when data 
is embedded in model weights.

Liability Challenges: ChatGPT's ability to generate incorrect, misleading, or harmful content 
raised questions about liability for AI-generated content. Existing liability frameworks, including 
tort law, product liability, and intermediary liability, do not clearly address the unique challenges 
of AI-generated content, including questions about who is responsible when AI systems cause 
harm, how causation is established, and what standards of care apply.

Regulatory Challenges: ChatGPT's rapid deployment and widespread adoption tested the 
adequacy of existing regulatory frameworks, which were designed for slower-moving 
technologies and did not anticipate the challenges of large language models. Regulators faced 
the challenge of responding to a technology that was already widely deployed before regulatory 
frameworks could be developed.

Market Challenges: ChatGPT's success demonstrated the commercial potential of large 
language models, creating competitive pressures that accelerated AI development and 
deployment. This acceleration created challenges for governance, as the pace of development 
outstripped the ability of governance frameworks to keep up.

The ChatGPT case demonstrates the challenges of governing rapidly evolving AI technologies, 
the inadequacy of existing legal frameworks, and the need for adaptive, proactive governance 
that can respond to emerging challenges while maintaining core principles and values.

B.2 Deepfakes: A Democratic Threat Requiring Global Solutions

Deepfakes, AI-generated synthetic media that can convincingly impersonate real people, 
represent one of the most significant challenges for democratic governance, enabling 
misinformation, manipulation, and erosion of trust in digital media. The following analysis 
examines the deepfake challenge and the need for global governance solutions.

The Deepfake Challenge: Deepfake technologies have advanced rapidly, with AI systems now 
able to generate highly realistic synthetic video, audio, and images that can be difficult or 
impossible to distinguish from authentic content. These technologies can be used to create fake 
videos of political figures saying things they never said, to generate fraudulent audio recordings, 
to create non-consensual intimate imagery, and to undermine trust in digital media more 
broadly.
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Democratic Threats: Deepfakes pose significant threats to democratic processes. They can be 
used to manipulate elections, by creating fake videos of candidates that damage their 
reputations or misrepresent their positions. They can be used to undermine trust in democratic 
institutions, by creating fake evidence of corruption, misconduct, or other wrongdoing. They can 
be used to suppress participation, by creating fake information about voting procedures, 
candidates, or political events. They can be used to polarize societies, by creating inflammatory 
content designed to provoke outrage and division.

Legal Challenges: Existing legal frameworks are often inadequate to address deepfake 
challenges. Laws against fraud, defamation, and impersonation may apply to some deepfake 
uses, but they often require proof of specific intent, actual harm, or identifiable victims, which 
may be difficult to establish for deepfakes. Laws against non-consensual intimate imagery 
address some deepfake uses but do not address the broader challenges of political deepfakes 
or erosion of trust. New legislation specifically addressing deepfakes is emerging but is often 
limited in scope and jurisdiction.

Technical Solutions: Technical solutions to deepfake challenges include detection tools that can 
identify synthetic media, watermarking systems that can authenticate authentic content, and 
provenance systems that can track the origin and history of digital content. These solutions are 
advancing but face significant challenges, including the continuous improvement of generation 
technologies, the difficulty of detecting sophisticated deepfakes, and the challenge of deploying 
solutions at scale.

Governance Needs: Addressing deepfake challenges requires comprehensive governance 
approaches that combine technical solutions, legal frameworks, media literacy, and international 
cooperation. Technical solutions must be continuously improved to keep pace with generation 
technologies. Legal frameworks must be updated to address the unique challenges of synthetic 
media. Media literacy must be enhanced to enable citizens to identify and resist deepfake 
manipulation. International cooperation is essential, as deepfakes can be created and 
distributed globally, requiring coordinated responses across jurisdictions.

The deepfake case demonstrates the challenges of governing AI technologies that can 
undermine democratic processes, the inadequacy of existing legal frameworks, and the need for 
comprehensive, adaptive governance that combines technical, legal, educational, and 
international approaches.

B.3 Autonomous Vehicles: The Responsibility Dilemma

Autonomous vehicles, which use AI systems to navigate, make decisions, and operate without 
human intervention, represent one of the most visible and controversial applications of AI, 
raising fundamental questions about responsibility, liability, and the relationship between 
humans and machines. The following analysis examines the responsibility dilemma posed by 
autonomous vehicles.
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The Responsibility Dilemma: When an autonomous vehicle causes harm, who is responsible? 
The programmer who wrote the code? The company that manufactured the vehicle? The owner 
who purchased it? The passenger who was riding in it? The pedestrian who was struck? 
Existing liability frameworks, designed for human-driven vehicles, do not clearly address the 
unique challenges of autonomous vehicles, where the "driver" is an AI system rather than a 
human being.

Legal Challenges: Product liability law may apply to autonomous vehicles, holding 
manufacturers responsible for defects in design, manufacturing, or warning. However, product 
liability law was designed for physical products with clear defects, not for AI systems that make 
complex decisions based on incomplete information in dynamic environments. Negligence law 
may apply to various parties, but establishing negligence requires identifying a duty of care, 
breach of that duty, and causation, which can be challenging when the "driver" is an AI system. 
Insurance frameworks, designed for human drivers, must be adapted to address the unique 
risks and responsibilities of autonomous vehicles.

Ethical Challenges: Autonomous vehicles raise ethical challenges about how AI systems should 
make decisions in situations where harm is unavoidable, commonly known as the trolley 
problem. Should an autonomous vehicle prioritize the safety of its passengers or pedestrians? 
Should it make decisions based on the number of lives at stake, the age of those involved, or 
other factors? These ethical questions have no clear answers and must be addressed through 
societal deliberation, not just technical design.

Regulatory Challenges: Regulatory frameworks for autonomous vehicles are still evolving, with 
different jurisdictions taking different approaches. Some jurisdictions have established testing 
frameworks that allow autonomous vehicles to be tested on public roads under certain 
conditions. Others have established certification requirements for autonomous vehicle systems. 
Some have established liability frameworks that assign responsibility to manufacturers or 
operators. The lack of consistent international standards creates challenges for manufacturers 
seeking to deploy autonomous vehicles globally.

Social Challenges: The deployment of autonomous vehicles raises social challenges, including 
concerns about job displacement for professional drivers, concerns about accessibility for 
people with disabilities, concerns about privacy from the extensive data collection required for 
autonomous vehicle operation, and concerns about equity in access to autonomous vehicle 
services.

The autonomous vehicle case demonstrates the challenges of governing AI technologies that 
operate in the physical world, make life-and-death decisions, and raise fundamental questions 
about responsibility, liability, and the relationship between humans and machines. It 
demonstrates the need for comprehensive governance frameworks that address legal, ethical, 
regulatory, and social challenges, and that are developed through inclusive deliberation 
involving technical experts, ethicists, regulators, industry, and the public.
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APPENDIX C: GLOSSARIES AND TERMINOLOGY

C.1 Digital Governance Terminology

Algorithmic Governance: The use of algorithms, particularly AI algorithms, to make decisions, 
allocate resources, or regulate behavior, either by governments, companies, or other entities.

Artificial Intelligence (AI): Systems that can perform tasks that typically require human 
intelligence, including learning, reasoning, problem-solving, perception, and language 
understanding.

Autonomous Systems: Systems that can operate independently, making decisions and taking 
actions without human intervention, within defined parameters.

Big Data: Extremely large datasets that can be analyzed computationally to reveal patterns, 
trends, and associations, particularly relating to human behavior and interactions.

Blockchain: A decentralized, distributed digital ledger that records transactions across multiple 
computers, ensuring that the record cannot be altered retroactively.

Cloud Computing: The delivery of computing services, including servers, storage, databases, 
networking, software, and analytics, over the internet to offer faster innovation, flexible 
resources, and economies of scale.

Cybersecurity: The practice of protecting systems, networks, and programs from digital attacks, 
unauthorized access, damage, or theft.

Data Localization: Requirements that data generated in a particular jurisdiction be stored and 
processed within that jurisdiction, restricting cross-border data flows.

Data Minimization: The principle that only the minimum amount of personal data necessary for a 
specific purpose should be collected and processed.

Digital Sovereignty: The principle that states have the right to govern digital activities within their 
borders, including control over internet infrastructure, data flows, and digital content.

Encryption: The process of converting information into a code to prevent unauthorized access, 
with only authorized parties able to decode and access the original information.

Interoperability: The ability of different systems, devices, and applications to connect, 
communicate, and exchange data effectively.
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Machine Learning: A subset of AI that enables systems to learn and improve from experience 
without being explicitly programmed, by identifying patterns in data.

Open Source: Software whose source code is made available for use or modification as users 
or other developers see fit, enabling collaborative development and transparency.

Regulatory Sandbox: A framework set up by a regulator that allows businesses to test 
innovative products, services, or business models under regulatory supervision, with relaxed 
regulatory requirements for a limited period.

Smart Contract: A self-executing contract with the terms of the agreement between buyer and 
seller being directly written into lines of code, enabling automated execution when conditions 
are met.

C.2 Basic AI Concepts

Artificial General Intelligence (AGI): Hypothetical AI that can understand, learn, and apply 
knowledge across a wide range of tasks at a level equal to or exceeding human capability, as 
opposed to narrow AI which is designed for specific tasks.

Bias: Systematic errors in AI systems that lead to unfair outcomes, often resulting from biased 
training data, algorithmic design, or societal inequalities reflected in data.

Computer Vision: The field of AI that enables computers to interpret and understand visual 
information from the world, including images and videos.

Deep Learning: A subset of machine learning that uses artificial neural networks with multiple 
layers to learn representations of data with multiple levels of abstraction.

Explainability: The extent to which the internal mechanics of a machine learning system can be 
explained in human terms, enabling understanding of how and why the system makes particular 
decisions.

Fairness: The principle that AI systems should not produce discriminatory or biased outcomes, 
and should treat all individuals and groups equitably.

Generative AI: AI systems that can generate new content, including text, images, audio, and 
video, based on patterns learned from training data.

Natural Language Processing (NLP): The field of AI that enables computers to understand, 
interpret, and generate human language, enabling applications such as translation, sentiment 
analysis, and conversational agents.
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Neural Network: A computing system inspired by biological neural networks, consisting of 
interconnected nodes that process information and learn from data.

Reinforcement Learning: A type of machine learning where an agent learns to make decisions 
by taking actions in an environment to maximize cumulative reward.

Supervised Learning: A type of machine learning where the algorithm learns from labeled 
training data, with each example including input data and the correct output.

Transfer Learning: A technique where a model developed for a task is reused as the starting 
point for a model on a second task, enabling faster and more efficient learning.

Unsupervised Learning: A type of machine learning where the algorithm learns patterns from 
unlabeled data, without being provided with correct outputs.

C.3 International Legal Terminology

Binding Treaty: An international agreement that creates legally binding obligations for the states 
that ratify it, enforceable through international law mechanisms.

Customary International Law: International obligations arising from established state practices, 
as opposed to obligations arising from written treaties.

General Principles of Law: Principles recognized by most legal systems around the world, 
serving as a source of international law alongside treaties and customary law.

Hard Law: Legally binding international obligations, typically in the form of treaties or 
conventions, that create enforceable rights and duties.

International Custom: Evidence of a general practice accepted as law, consisting of consistent 
state practice accompanied by a sense of legal obligation.

Jus Cogens: Peremptory norms of international law from which no derogation is permitted, 
including prohibitions on genocide, slavery, torture, and aggression.

Multilateral Treaty: An international agreement between three or more states, establishing 
common rules or standards for the parties.

Ratification: The formal approval of a treaty by a state, typically through its legislative process, 
making the treaty binding on that state under international law.

Reservation: A unilateral statement made by a state when signing, ratifying, or acceding to a 
treaty, whereby it purports to exclude or modify the legal effect of certain provisions of the treaty 
in their application to that state.
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Soft Law: Non-binding international instruments, such as declarations, guidelines, or codes of 
conduct, that establish standards or principles but do not create legally binding obligations.

State Responsibility: The responsibility of states for internationally wrongful acts, including 
obligations to cease the wrongful act, provide assurances of non-repetition, and make 
reparation for the injury caused.
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