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XTitle** ###

Model Legislative Framework on the**
Protection of Biological Identity and

the Criminalization of Bio-
08



**Cybercrimes

Submitted for Consideration by the*
United Nations Office on Drugs and
Crime (UNODC) and the International

*Criminal Justice Community

xQverview™* ###

This framework proposes the world’s
first comprehensive legal instrument to
address **fourth-generation
transnational crimes** — hybrid
offenses that merge biotechnology,

artificial intelligence, and cyber
99



intrusion to violate the biological
identity of individuals. It defines
biological identity as a new legal object
of criminal protection and establishes
jurisdictional, penal, and cooperative
mechanisms aligned with the Budapest
Convention, the Rome Statute, and

.emerging human rights standards

:**Key Innovations** ###
Legal recognition** of biological** -
identity (DNA, biometrics, genomic

data) as an inviolable component of
100



.human dignity

Criminalization** of bio-cyber acts:** -
theft, forgery, trafficking, and non-
.consensual disclosure

Jurisdiction based on effect** —** -
enabling states to prosecute crimes
causing harm within their territory,
.regardless of where committed
Mandatory specialized units** for** -
investigation and international
.coordination

Harmonization mechanism** for** -

mutual legal assistance in genomic
101



.evidence exchange

:**Global Relevance™* ###

Fills a critical gap in the **Budapest -
Convention** (which omits biological
.(data

Anticipates risks of **Al-driven -
identity fraud** and **gene-editing
Jxcrimes

Provides a template adaptable by civil -

Jdaw, common law, and hybrid systems

Format**: 18-page PDF, UN-** <
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standard layout (UN blue header,
document symbol:
(****UNODC/BCF/2026

**[Download Model Legislative
Framework (English —
PDF)](https://drive.google.com/file/d/1
Model_BioCyber_UNODC_2026/view?u

**(sp=sharing

Policy Brief: Urgent Legal Response**

to Bio-Cybercrimes — A Call for Global
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**Harmonization
Targeted at UNODC, Europol, and*

*International Development Partners

Section 1: The Emerging** ###
**Threat

million genomic profiles** 6.9** -
.stolen in the 2023 23andMe breach
Deepfake biometric fraud**** -
increased by 320% in Europe
.((2022-2025

No country has a **fully integrated -

**bio-cyber criminal code
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Section 2: Core** ##+#
**Recommendations

| Action | Lead Entity | Timeline

R R R
Adopt unified definition of

**biological identity** | UN General

| Assembly | 2026

Establish **Bio-Cybercrime |
Prosecution Units** | Member States |
| 2026-2027

Create **Genomic Evidence |

Exchange Protocol** | INTERPOL /
105



| Europol | 2027
Fund capacity-building in Global |
South | UNODC / World Bank |

| Immediate

**?Section 3: Why Act Now** ###
Prevent irreversible harm**: Unlike** -
financial data, biological identity
”.cannot be “reset

Protect vulnerable populations**:** -
Ethnic minorities targeted via genetic
.data

Enable scientific innovation**:** -
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Clear legal boundaries foster ethical

.biotech development

Section 4: Endorsement** ###
**QOpportunity

This framework has been **field-
tested** through legislative proposals
in Egypt and Algeria and aligns with EU
initiatives (e.g., EU Cybersecurity
Strategy 2025, GDPR Article 9 on
.(sensitive data
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